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ABSTRACT

6GSANDBOX as a projaxinsists of the development of test and measurement platforms, and as
such one of the key ways that the success of the project can be evaluated is its ability to measure a
wide variety ofKPIswith a variety of different methodologies. This Deliverable D5.5 acts as a
companion to Deliverable D5.3d together they form the full report of the measured Deliverables
defined in Deliverable D2.4. Within this Deliverable, KPIs are separated by methodology, and for each
group, a description of the measurement methodology is given as well as some exeraplaty.The
Platform Benchmarking Investigation, first documented in Deliverable D5.3, is also continued here,
with the continued development of the methodology and examination of further interesting results
both documented withinThe Deliverable also contains some documentation regarding Digital Twin
measurements that have been conducted within the auspices ofSBNDBOX. Overall, the
Deliverable acts as the final word in terms of validation of the capability é8A8DBOX to acka
modern and innovative testinglatform andcan be used by future experimenteas a guide for both

the possibilities within the project platforms and the methodologies needed to reach the
measurements of their choosing.

KEYWORDS
6G, Measurement, Validation, KPDsgital Twin
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BOX
1 INTRODUCTION

6GSANDBOX as a project focuses on the development of testing infrastructure, and as such a large proof of its
success is its ability to conduct tests and produce results that are consistent, trustworthysafd for the

purpose of being able to draw conclusions frdgarlier in the project period as covered in Deliverable D5.3, a

subset of 6GSANDBOKey Performance Indicat®(KPIwere measured and recorded as a pilot set, during the

SINI& RIFEea 2F GKS Ay GSaNI GA Onte tBoFe KPI§ Weredified 40 alF6BIR 2 S O
SANDBOX platforms entered full maturity, the next step waet@lop and document the measuremarsults

and methodologiedor the remaining set of predefined KPTdis process is documented in this Deliverable

1.1 NOTES OKBENERAMETHODOLOGY

Previous efforts in implementing 6&ANDBOX testing methodologies were centralizéite same KPIs were
measured on everplatform, and the coordination of the testing everywhere was the rasgibility of a single
working group within the consortium. Thesting effortscovered in thideliverableare far morevaried, often
requiringfeatures and technologies only available at one or two platforms, or with the application of one of the
Open Caller technologie8s suchthe implementationsdescribed hereinvere tackled in a distributed manner,
usually assigned a specific platform or partner as the coordinator cffgbeific measuremergffort. As a result

of this, there is no unified methodology structure as was present in the testing recorded in Deliverable.D5.3
Therefore, each measuremesectiorisub-sectionin this Deliverablds a selcontainedreport and can be
referenced individually without the need to consult or cross reference any of the others.

2 REPORTS OfPITESTINGFFORTS

In this Secton, the methodology of measurement and example results of KPIs that were not reported in
Deliverable D5.3 are shown. These remaining KPIs ®ekeR dzLJSR Ay (2 Gof 2 @§tidgé o &SR
methodologies and responsibilities within the consortium. Each subsection contains the report of a given block,

with the related KPIs being listed at thtart.

The reports contained within thesectionsare intended to serve as examples of the capability 6S8GIDBOX

to measure the relevant KPThe methodologies describeate taken fromone or moreexperiments and test
campaigns donever the course of the 6GANDBOX lifecycle. As such, essdtioncontains both a description

of the specific example measurements done to measure the necessary KPI, as well as more generalized
methodologieghat can be used for future test campaigns.

The descriptions of all of the KPIs measured in this Section can be fournkBIANBBOX Deliverabl@.B

2.1 KP$§ MEASURED USINESIM

ThisSectioncontains KPIs that were to be tested on a trial network connected to éRadio Access Network
(RAN)NodeB with data being gathered through the use of the UESIM testing tool:

- Network CapacityNCP)

- Area Traffic CapacitARR

- Spectral EfficiencyS5PE

- Network Energy EfficiencNEB

UeSIMis a tool able to emulate hundreds of Ulgenerally used for conformance tésgj and stress testingf

base stationg1]. Within 6GSANDBOX it can be shipped around to all platflarcations if necessary, but by
default (and for the testing described herein) it is located in the Malaga platform. For the testing displayed in
this deliverablejt is connected to the base station under teftevice Under TegDUT) via RF cables, thus
allowing for perfect radio conditions. The uplink signal can then be manipulated to emulate poor radio
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conditions, and similarly the downlink can b®nipulated to emulate packet drops and other dissatisfactory
network conditions

A related too] RuSIMemulates not just UEs on the radio interface, but it also inciilde emulation of an ORAN
Radio Unit (ERU) connecting to an ORAN Distributed Unit@)on the ORAN Frosifaul (GFH)[2].

Connecting these tools via conducteddbles directly to thgNB, or even to the ©®U via GFH ensuregerfect
channel conditions and thus the possibility measurethe Network Capacity (NCR) a controlled ad
repeatable waywithout fluctuating channel conditions. Fthermore, the possibility to scale up and down
seamlessly the number of emulated UEs from 1 to several hundreds, dliovilse measureof Connection
Density COD.

Example resulteeported here are measuredith asystemthat is composed o Keysight RuSIM, srsRAN Project
v24.10gNB anda Keysight Coresirf8] [4]. Traffic bursts have duration of 60s with a 5s pause between bursts,
with the following data rates set at application layer:

1 Downlink (DN toUE) 1M, 2M, 5M, 10M, 20M, 50M, 100M, 200M, 500M, 1G
1 Uplink (UE to DNJIM, 2M, 5M, 10M, 20M, 50M, 100M

The application used is the User Data Generator (UDG) app from Keysight, natively integrated in both RuSIM and
CoreSIM and designed for such tests. KPIs are collected from RuSIM every 1s. The cell is transmitting in band
n78 (TDD) with 2x2 DL MIMO over @01IMHz bandwidth with 30 KHZCS. TDD frame structure was set to
DDDDDDDSUU, i.e., heavilyfddused. A single slice with a single DNN with a single QoS flow (5QI=9) is set.

Additional information on thisestbedand general testing setugan be found irother sources documenting its
use for the generation of similar dat&] [6] [7].

2.1.1 NCRATCSPE

Network capacitycan be measured by emulating a single UE under ideal condifidmes test casean be
performed as follows

1 Register a single UE

1 Request a PDU session

1 Perform Dlraffic burstswith an increasing amount of datate (e.g., 1M, 2M, 5M, 10M, 20M, 50M,
100M, 200Metc.)

1 Perform UL traffiburstswith an increasing amount of data rate

1 Release the PDU session

1 Deregister the UE

Traffic bursts can be tuned to tlexpected capacity of the celllways transmitting at least one burst with higher
RFEGFE NY 4GS GKI yThé RHS thOWhptit @idl hit @i upiiesOrid,i.&, theaeal NCP.
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Figurel: Downlink data bursts in the example scenaR&lY throughput maxes out at3% Mbps, indicating the DL NCP for this cell.
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Figure2: Uplink data bursts in the example scenafdHY throughput maxes out at 77.9 Mbps, indicating the UL NCP for this cell.

In Figure 1 and Figure 2, both the App-level transmitted throughput and the PHY throughput effectively

transmitted are shown respectively for DL and UL. It can be observed that in DL, the PHY throwhigiut

includest £ f fF@SNARQ 2@PSNKSI R hitsyaRuppebauind ab 6557 MbRsfdNthey/1& datad & A 2 ¥ &
burst. This is in line with the expected cell capacity (roughly 670M). Similarly, in UL the maximum PHY throughput

reached is equal to 77.4 Mbps.

From NCPATCcan be derived by dividing NCPthg target coverage area. Similar§PEcan be computed by
dividing the NCP by the cell bandwidth this case 63/ bps/Hz in DL an@.774 bps/Hz in UL. The big difference
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between the two values comes fromostly two factorsthe TDD frame structure is heavily -fplcused, and
MIMO isrank 2 in DL while only rank 1 in UL.

2.1.2 NEE

By addingsome means of direct power measuremgstich as &eysight AC Power Analyg&r the testbed,
power consumption and thuSEEcan be measured at the same timeNEH8].

320 -

— Power DL APP 1200
- Avg power in burst l UL APP
315 - ‘
\ - 1000
S —
E 310 _ 800 EL
2 =
5 305 - 2
g -600 £
=] =)
[&] =
5 2
£
Z 300 - -400 &
a
295 - -200
290 - -0
22:00 22:05 2210 2215 22:20 22:25

Timestamp [HH:MM)]

Figure3: Power consumption of the server running theGQD)/GDU while performing data bursté. single UE ismulated in this case.

Figure3 shows the power consumption over time of teerver Gupermicro S¥&E29UE1CR4)running the @
CU/GDU software Other than theRocky Linuf0S, this is the only software running on this serddthough the
power reading is quite noiswy clear correlation with data rate can be observétie same can be repeaténl
different conditions, e.g., with more UEs, with different cell bandwidth, with different MIMOs.ank
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Figure4: Power measurements in different conditiodaring downlink bursts
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Figure4 showsaverage power consumption of the server in different conditions. The left figure shows the
impact that multiple UEs have on power consumption. Even though the aggregated cell throughput is the same,
having more users consumes more power due to the additional context, buffarglling that each individual
user needs from the cell. The right figure shdwsv differentMultiple-Input and MultipleOutput(MIMO)ranks
and cell bandwidths affeqiower consumptionas well as thenaximum achievable throughput.

2.2 KP$§ RELATING BIGNALQUALITY

This Section contains KPIs relating to Signal Quality:
1 Received Signal Qualitp$Q

As part of the Athens platform Digital Twin activitias,extensivemeasurement campaigto characterizehe
signal quality of theb / { w5 YR h¢ 9 | OdnterhasBbas b@énpérddehedl 3Part of this
measurement campaign consisted of the development of the methodology for measuriftSiand as such
it is documented here.

2.2.1 MEASUREMENTS NCSRD

The first antenna assessed was the Ericd3emote Radio Un{RSRPPRAN, whichs ultimately connected to

the core of theHP EnterprisdHPE system on the OTE side. This antenna is mounted on the roof of the IIT
building at the NCSRD campard is illustratedvith the red doton Figure5.

BIOEMIECH
{7355(31006)

4
BUkNg: 263
@O CSATEmaTS

0000E®

Figure5: The two gNBgAmarisoft and Ericssolgcatedat the NCSRD campumarked inyellow and red respectively

The measured metrics include Reference Signal Received Power (RSRP), Reference Signal Received Quality
(RSRQ), and Signal to Interference plus Noise Ratio (INBj.these were measured with the use of the

Keysight Nemo Handy field measurement tool, arften considered together they constitute tHRSQKPI[9].

As showrin Figure6 below, the measured path indicates that the signal maintaingeceptablgower, ranging
FNRYGByBMMA R.Y GKNRdAzZZIK2dzi GKS YSIadaNBYSyd OF YLI ATy D
bmMp R. X 6KAES {Lbw @I fdzS48 LINSBR2YAYlydfe NIy3aS FTNBY wm,
the measured pathOnly at the farthest points from the antenna do SINR values drop below 1GhiBdistance
increasesFigure7 and Figure8 illustrate thetrace acquired in the proximity of the Ericsson giBRSPR and

SINR respectively.

Grant Agreement01096328t 6GSANDBOX HORIZONUSN&022 5



= SAND

RSRP (NR SpCell)

Deliverable B.5

=80 —— RSRP (dBm)
E
m
T -100 4
o
o
]
-4
—-1204
1313'9100 13:3'9:30 13:4IU:00 13:4:0:30 13:4'1:00
Time
RSRQ (NR SpCell)
710 5
151
=
9 —20 4
wv
o
_25 4
—— RSRQ (dB)
13:39:00 13:39:30 13:40:00 13:40:30 13:41:00
Time
SINR (NR SpCell)
—— SINR (dB)
20 A
o
©T 104
E
& 9
_10 -
13:39:00 13:39:30 13:40:00 13:40:30 13:41:00
Time

Figure6: DL signal quality metrics acquired at the Athens platf(EEmcsson RANJsing Keysight's Nentdandy Field Measurement Tool
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Figure7: DL RSRP trace acquired in the proximity ofBhessorgNBat the NCSRD Campus
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Figure8: DL SINR trace acquired in the proximity of EnessorgNBat the NCSRD Campus

Thesecond antennghat was characterizets the Octo port multband antennaillustrated inFigure5 with the
yellow dot whichis 1.4m long with 65° azimuth beamwidth and supports the 12@30 MHz and 3168200
MHz frequencies (4 wide band por{d]. In line withthe measurementperformed for the Ericsson antenna,
the collected metricsnclude RSRP and SINMR®Ng an outdoor path surrounding the building, to determine the
boundaries where the signal remains strofigeRSRP and SINfRRasurements of taspecificantenng reported

in Figurel0, show moderate quality overalWhileexhibting fluctuations alondhe measurement paththe RSRP
never expeiencesdeep fading (RSRbelow -110 dBm) for extendedperiod of times, and averags around
acceptabldevels (90 to-100 dBm) Similarly, theSINRoccasionallydrops to negative valuegut rebounds to
positive valueguite quicklyandis generallyin the range (-13] dB.

Figure9: AmarisoftRAN equipment for signal quality metrics acquisition at NCSRD Campus.
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FigurelQ: UL signal quality metrics acquired at the Athens platform (Amarisoft RAN) using Keysight'sibledyd-ield Measurement

Tool
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Figurell: ULSINRrace acquired in the proximity of the Amarisoft giithe NCSRD Campus
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Figurel2: ULRSRRace acquired in the proximity of the Amarisoft giiBthe NCSRD Campus

2.2.2 MEASUREMENTS @TE

evaluated[11].

Deliverable B.5

As part of the Athens platforrdigital Twinactivities, the signal quality of the Ericsson antelifiastrated in

Error! Reference source not foungsupporting the outdoor experiments at the OTE Academy camjausalso

Figurel3- Ericsson Radio 4408 n78R equipment at OTE Academy Campus
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Figurel4: Ericssn signal quality metrics acquireat OTE Academ@ampusising Keysight's Nemdandy Field Measurement Tool

As depictedn Figurel4, the RSRP valuggicallyrange between approximatelg95 dBm and;72 dBm, with
most samples concentrated aroung85 to ¢75 dBn, indicaing very good signal strength fahe outdoor
Ericssordeployment.The RSRP measurement shioref dropsto ¢95 dBm, suggestg temporary shadowing
and/or partial blockages but overall the signal remainstable.The SINR values fluctuate between rougtity

dB and 23 dB, with most measurements falling in tg2®BdB range. This corresponds to moderate to very good
radio signalquality. Positive outliereexhibit anSINR exceedg 15¢20 dB indicaing excellent link conditions
while negative outliershowoccasional diparound0 dB The very same trends can be seeithe signal quality
tracesprojectedon the map for irFigurel5and Figurel6 for RSRRNd SINRrespectively.
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Figurel5: RSRP trace acquired in the proximity of ErcssorgNBat the OTE Campus
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Figurel6: SINR trace acquired in the proximity of the Ericssona@NBe OTE Campus

2.3 KP$ RELATING ™MFVENERGYFFICIENCY

ThisSectioncontains KPIs relating to the Energy consumption and efficienaytoélised applications:
- Network Function VirtualisatioNF\) Energy EfficiencyNEB

6G-SANDBOX computes tleaergy usage of a VM or individual procéisugh anestimation of theinstant
power consumptiorof the infrastructure This instant power consumption is calculatesingRunning Average
Power LimitRAP)LCPU extension#hat allow afair approximation for thenstant power usag®n the processor
and memory controlleand can be used to interpolate thresource usage gfrocesses running on the CIdJ.

The provided power measurements are estimations from specialized processor extensions, limited to the CPU,
integrated memory controller, and integrated graphics (iGPU, vappilicablg domains. They do not represent

total system power, as they exclude significant components like the chipset (PCH), discrete GPUs (dGPUs),
storage controllers, HDDs, and SSDs. For a true, comprehensive, and accurate total server power measurement,
externalcalibrated equipment (e.g., a power metésnecessary.

Nevertheless, despite not providing absolute total powke NEEmeasurement methods within 6GANDBOX
makefor valuable dynamic indicators for monitoring power trends and relative efficiency within the monitored
processor and its immediate subsystemds everyKernalbased Virtual MachineK{/M running onthe 6G
SANDBORpenNebuladypervisor is treated as a process, its power consumption can be interpdigtathking

use of the RAPL extensioMdoreover,on Kubernetes every pod is seen as a process to the operating system,
so aponderationof its resource usagenthe VM power makes goodapproximationfor its power usageThree
specific types of power consumption ctirerefore be measured in this wayisted here in order of descending
scope:

1 Hypervisormstant power consumptioin microwatts(uwW)
1 Instant power consumption per VM microwatts (uW)
1 Syntronous VM pocess consumptioin microwatts (UW)
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The softwareScaphandreés utilized to calculate power consumption for both the hypervisor and individual
Virtual Machines (VMsyhich run as processes on the hypervisor. It operates by correlating the reported CPU
energy consumption with the resource usage of a process over a specific fE3Jo6GSANDBOX collects the
metrics generated by Scaphandre through the use of Promethg&lls OpenNebuladirectly integrates a
Prometheus exporterthat allows for the outputting of these metrics within OpenNebula directly.

To estimate the power usage per process, the OpenNebula Prometheus exporter executes a small, statically
linked binaryexecutableon each VM. This binary synchronously reports the CPU cycles used by each process
within the VM. The Prometheus exporter then uses this proéegsl resource usage to interpolate the overall

VM power consumptionOpenNebul® a t NB Y S (i K Sidrdudes 3 Gr&ahadashboaryto visualize the
collected metrics, displaying power consumption per host and per Virtual Machireeusage of pods and VM
processes can also be displayed.

This energy usage result can then be extrapolated to dkierallenergy efficiency bgividing thenumber of
processed bytes for a given TN/VM/Procbgshe energy useduring the period covered

2.3.1 RESULTS

Example results fadEEBwvere collected on the Berlin platform, but this capability exists on every platfBigure
17, Figurel8, andFigurel19 show the energy usage of an example TN in increasing granularity, Fignile20
shows theNEEmeasuremenbver a period of 15 seconds for the core of said TN.

Energy usage for test: 1 UE DL [m]]

Core: 20.855.29|

Figurel7 - Energy usag® mJof the 3 main components of an example TN deployed on the Berlin Platform

Energy usage for 1 UE DL [m]]
other NFs: 63.99

Total
20,180

Figurel8- Energy usagim mJof the Core (Open5GS) of an example TN deployed on the Berlin Platform. The UPF consumes such a large
amount that all other processes have been grouped for better visibility
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Figure20- Energy Efficiency for the Core (Open5GS) of an example TN deployed on the Berlin Platform. The average value in this case is
32804,81 Bytes per Joule.

2.4 KP$ RELATING ToEVICEENERGYH-FICIENCY

ThisSectioncontains KPIs relating to the energy consumption and efficiency of physical UEs:
- Device Energy EfficiendyEE

To accuratelgharacterizethe energy efficiencyf a @mmercialOff-The Shelf (©OT$5Gdevice 6GSANDBOX
employsa controllable and flexiblelab environment This testbed, along withs its associated measurement
methodologywasoriginallydevelopedwithin WP3 of the6GVERSU&0ject[12] andis physically hosteéh the
UMA-Keysight 665ANDBOX lafihe testbedenablesfine-grainednetwork configuration, as well as network
levelandenergylevel KPI collectiant isreusedin 6GSANDBO measure the device's energy efficiency

2.4.1 TESTBESETUP

Thedetails ofthe testbed architectureand the measurement methodologiesan befound inthe 6GVERSUS
deliverables[12]. For completenessa brief description of the testbeds describedhere. The physical setup
consists offour main components the UXM[13], the COTS$hone (User EquipmentB), Device under Test
(DUT), aUSB chargeanda DC Power Angter (PA) [14]. TheUXM emulates a 5G NR cell and connects to the
UE via RF cableBhe UHs configured in the bypass charging mosle thatthe power supplied by the charger
aligns with itsreaktime consumption.This ensuregaccuratepower measurenentsby the PAFigure21 shows

the diagram of thetestbedsetup.
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Figure21 ¢ Diagram of the testbed used for Device Energy Efficiency measurements

2.4.2 RESULTBNDANALYSIS

Deliverable B.5

Power Analyzer

Per the definition of theDEEKPI, there are two representative scenarios that neetbéoneasured idle and
loaded.In the idle state, the phonés not transmitting or receivingny userdataand remainsin the RRC_IDLE
state. This scenarioorrespondto the low energy consumption aspect definpieviouslyin the project On the
contrary,in the loaded statethe UEis fully loaded withuser traffic in bothDownlink PL) and Uplink Ub. All
availablePhysical Resource Blocks®B)are allocated to the phonander testin every slof achieving maximum
possiblethroughput in both directionsThis configurationallows assessment dfata transmission efficiency in

high-volumedata transfercases.

Except fothe Radio Resource Contr&tR¢state and traffidoad, all otherconfiguratiors of the testbedremain
constantfor the duration ofDEResting The details of these fixed settingse providedin Tablel and Table2.

Tablel: FixedCommon parametersluring6GSANDBOReviceEnergyHficiency measurements

Parameter Value

Radio access technology NR

Duplex mode TDD

TDD Configuration DDDDDDDSUU
Nominal subcarrier spacing 30 kHz

Channel bandwidth 20 MHz

Number of PRBs 51

Central carrier frequency 3549.9 MHz (n78 mid)
Number of spatial/antenna streams 4x4 MIMO

Power control

UE received power

Signal to Noise Ratio (SNR)
MCS index Table

Close Loop Mode: 0dBm
-15dBm/BW
Static (no noise), by default

Table 5.1.3.2-2in TS 38.214 v18.5.0

Table2: FixedSgnaling parameterguring 6GSANDBOXdviceEnergyHficiency measurements

Parameter Value
Paging Cycle 320 ms
SS/PBCH Periodicity 20 ms
CSI RS Period 10 ms

Grant Agreemen101096328t
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Periodic SR resour¢8R periojl True (10ms)
Long DRX cycle Off
Short DRX cycle Off

Themeasurementesultsare presentedin Figure22, and the correspondingtatistical valueslerivedfrom this
figure aresummarizedin Table3. The figure clearlyshowsthat the UE consumesignificantlymore energy in
the loaded stateplotted in yellow) while the consumption in the idle state remains I{plotted in green) This
behavioraligns with expectationssa heavy traffic load implies much more workload in the phamel thus
increased power drawAlso,in the fully loaded statethe measured poweshows a clear 5 mgeriodicity. This
period corresponds to theonfiguredStructured Cabling Syste(SC¥and Time Division DupleX DD pattern,
as each sloturationis 0.5 ms andh TDDcycleincludes10 slots,i.e., resulting in a total period of 5 ms and
matching theobserved patterrin powermeasurementsMoreover, within each cyclethe power peaks in the
fully loadedmeasurementlign withthe UL transmission, whiadtcupesonly 2 of the 10slots.These UL bursts
therefore appearas narrowpower peaks in the plot. Téexistence of these peaksdicates that, in the loaded
state, ULtransmissiorrequires more powethan DL, as the deviceeeds totransmit RF signals in UQn the
contrary, n the idle statepower consumptionof the deviceremains at a very lownd stablelevel.

08

RRC Idle

06 Fully Loaded

Power (W)

04

02

0 5 10 15 20 25 30 35 40
Time (ms)

Figure22: Graph showing Device Energy Efficiency Measurements over time for both the Idle and Fully Loaded states

Table3: Statistical valuederivedfrom Device Energy Efficiencyellsurements

Test scenario Averagepower [W] Maximum power [W] Minimum power [W]
Fully Loaded 0.815 1.026 0.691
RRC Idle 0.18L 0.208 0.164

These experiments demonstrate the capabilitytitd 6GSANDBOX Malaga platforat conducting accurate
energy profiling ora device These measurements can easily be replicated on other devices, and/or on devices
connected to Trial Networks of interest, allowing for comprehensive insights on device energy usage within 6G
SANDBOX

2.5 KP§ RELATING MM COMPUTEMEASUREMENTS

This Sectioncontains KPIs relating to the measurement of resource usage and allocation of underlying
virtualisation architecture:

Grant Agreement01096328t 6GSANDBOX HORIZONUSN&022 15
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- RAM UsageRAU

- CPU UsageUy

- Edge Computational Resource UsagE
- Scale Out Latenc$ 0Ol

Within 6GSANDBOX, these metrics are gathefredn the monitorization data that OpenNebula gatherger
the course of standard usage. SimilarlySection2.3, these are then exported out through the use afustom
Prometheuscollector[11].

2.5.1 CUU

This measurement quantifies the total number of physical, or "real,” CPU cycles that have been actively
consumed by eacliN This refers to the actual processing time utilized by the underlying physical CPU cores to
execute the operations and instructions ¥irtual Machines (M) within a specificTrial Network TN). It is a

direct measure of the loathe VMs place on the host hardware. This measurement goes beyond merely tracking
allocated virtual CPUs (vCPUs) and instead focuses on the actual work done, offenirgighat into the
operational efficiency and resource demand of each virtualized workload.

CUUmetrics can be viewed in real time via Grafana dashboards while artibhisg orcollated at the end for
further analysisBy default, the displayed unit 8PU secondsvith an example result shown kigure23.

CPU seconds for Trial network with 4 CPU allocated to each VM

175 A

150 -

125 A

100 1 —— Total available CPU seconds

CPU seconds used for process
75 1

CPU usage [s]

50 -

254

04 1UE UL 1 UE DL 20 UE UL 20 UEDL

T T T T T T
0 200 400 600 800 1000
Time [155]

Figure23- CPU Usage results for an example TN running multiple different tests on the Berlin Platform. The CPU usage does not appear to
change significantly when the amount of UEs present in the test is changed, or when the direction is changed from Upifdofurl)nk
(DL)

2.5.2 RAU

This metric provides the measurement of the cumulative RAM capacity consumed by each individvighis'M

the environment. The metric shows the total amount of physical host RAM that has been allocated to and is
currently being actively used by the VM instance. This includes memory used by the operating system,
applications, and system processes runniithin the guest environment.

RAU much likeCUU can be viewed in real timga Grafana Dashboards while a TN is runningptiatedat the

end for further analysisThe minimum required amount is usually consistent, while the amount needed during
a test execution differs depending on requirements. An exanyA&Jresult for a TNoefore and after a test
executioncan be seen ifigure24
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Total trial network memory usage

Memory usage [GB]

Completed test Before test

Figure24 - RAM Usage results for an example TN run on the Berlin PlatidrenTN dynamically uses more memory during the execution
of a test campaign

2.5.3 ECU

This metric acts as a more granular versio€lUandRAU tracking how individual VMs representing network
edge devices are utilizing underlying physical CPU resolfoe&dge CPU Usage, the metric repostd CPU

time consumed by eactiM, while for memory it reports both the minimum and the maximum used memory. A
ponderation process is employed present a clearer picture of internal resource competitidime results can

be taken down even further in granularity, by examining individual processes within a given VM, if such a level
of detail proves necessary.

Example results for both CFRCUand MemoryECltan be seen ifrigure25 and Figure26.

CPU usage for RAN

60

50

40 1

—— Full CPU time for 4 CPU(s)

307 —— total used CPU time

CPU usage [s]

201

10 4

0 1 UE UL 1 UE DL 20 UE UL 20 UE DL
T T T T T T
1] 200 400 600 800 1000
Time [15s]

Figure25- CPU Resource Usage for a RAN deployed within an example TN deployed within the Berlin Platform. Different usages can be
seen for different amounts of UEs and traffic directions
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Process Memory Usage (rss)

| mm Maximum memory usage
. Minimum memory usage

Memory usage [GB]

Core DN RAN

Figure26 - Memory Resource Usage for a RAN, Core and DN deployed within an example TN deployed within the Berlin Platform. The
usage of the core does not seem to change much with load, while the change is significant for the DN and RAN

2.5.4 SOL

This metric measures the system responsiveness to infrastructure necessities quantifying the total time required
for a system to successfully complete an automatic or smmomatic infrastructure rescaling operation in
response to detected changes in whwéd or resource demand. This metric essentially measures the system's
agility and responsivenesghe delay between identifying the necessity for additional resources (e.g., due to a
spike in user traffic or a threshold breach in CPU utilization) and tfet gt which the newly provisioned
resources are fully operational and contributing to the service capacity.

SOLwas measured omoth the Athensand Berlin platforms, by subjecting them teequests for CPlesizing

from 6 to 8 coresand then back to 6 coreH0 times each, and measuring the time taken by doingblaged

time stamp analysisThe Reference TN was used for this task, and it was hosted on a server isolated from other
users.Testing and data collectiowas automated through the use of OpenTARd X shows a timing diagram

of the entire process.
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Figure27 - Timing Diagram of Scale Out Latency Measurements conducted at Athens and Berlin. Each point an arrow touches one of the
vertical lines indicates a collected timestamp

Figure28 shows the results for théotal resize time across all iteratiorier Athens, while=igure29 shows the
same for BerlinThe Berlin deployment appears to have a lon§&i.-with an average 060,93 secondfor the
whole processcompared to 24,98econds for AthengloweverBerlin appears to also be more consistenith
Athens showing multiple iterations that take significantly longer than the averBajgle4 shows a full table of
averagesincluding average times for each of théunctions defined ifrigure27.

Time [us]

Total VM resize time for Athens

1le8

1.2

1.0 1

0.8 1

0.6
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Function Execution Iteration

Figure28- Graph showing the total Scale Out Latency measurements for all 200 iterations in Athens
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1e7 Total VM resize time for Berlin
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Figure29- Graph showing total Scale Out Latency measurements for all 200 iterations in Berlin

Table4 - Average Scale Out Latency per Function/Time Period for Athens and Berlin

Function/Time Period AthensAverage (s) Berlin Average (s)
Command: Power Off 0,49 2,74

Wait Until VM Power Off 16,45 32,42

Resize 0,47 2,47

Command: Resume 0,49 2,47

Wait Until VM Running 7,09 10,83

Total VM Resize Time 24,99 50,93

The function/period that appears to take the longest time across both platforms is waiting for the VM to shut
down after the power off command has been receiyveith it taking 16 seconds and 32 seconds in Athens and
Berlin respectively.

2.6 KP$§ RELATING TORCHESTRATION

ThisSectioncontains KPIs relevant to measurement in the Orchestration layer:

- Service Provisioning Tim&R()
- Slice Provisioning Tim&8I)
- Next Generation Application PANIGAR Restoration Time (NGT)

All three of these KPIs are related to tla¢ency of orchestration and life cycle management of a Trial Network,
measuring the time required to deplpyonfigure and recover network services within the-S&NDBOX
infrastructure.

SRT relates to the time taken to provision the entirety of the Trial Netwhek is to say all of the components
listed in the Trial Network desig@nce the time period is complete, the infrastructure can be said to be fully
operational and ready for service usa@aidtime periodis defined as the duration from the timestamp when
the Trial Network deployment pipeline is triggeredhe timestamp when thé\ccess and Mobility Management
Function AMF successfully establishes tiNextGeneration Application ProtocdNGAR connection with the
gNodeB.
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SLTrelates to the time takerfrom the provisioning of a slice within the 5G caethe establishment of a
connection to the gNodebBhe time period islefined as theaimestamp when the slice is created in the 5G core
to the timestamp when the gNodeB successfully establishes the M@#fction with the AMF.

NGT relates to the time taken to restore the connection between the gNodeB arifzltere after a disruption,

such as by an AMF restart or core network failure. The time period is defined isméstamp when the AMF

becomes unavailable to the timestamp when the NGAP connection is successgtalbshed. This shows the
recovery capabilities of the 5G CoRadio Access NetworRAN

For the measurements shown in this report, a Trial Network was deployed in the Md#&fyam consisting of
Open5GS acting as the network core connecting to a Nokiawhidd provided thegNodeBMeasurement of
the KPlIs is fully automatettirough the use of a Bash script framewdhlat orchestrates a microcosm of the
entire lifecycleof a Trial NetworKTN)from instantiation to log extractionThe script is directly coupled with the
setup inuse and as such needs to be altered if thelerlyingTNis altered.The scripfirst calls the TNLClend
initiates the pipeline for the provisioning of tHeN Once all necessaimgformation is retrieved in order to have
access to tha@ Ncluster, the script can begin the processsifuation triggering andimestamp collection To
ensure a high level of precisiptimestamps are gathered from multiple different sourc&@be Jenkins API is
used to extract timestamps from the mpine itself for the purposes of the starting times 8RT an&LT The
starting time for NGT and the end time for all KPIs is extrdayedterrogating the kubectl logs on the AMF and
Network Slice Selection Functidd§SHpods. The script filters for specific NGABPssages and uses the internal
container timestamps for maximum accura®nce all timestamps are collecteithe differences are calculated
to generate the final KPI&igure30 showshow the script interacts with the TNCLMenkins, MinlO and the
cluster in order to activate the Trial Network and gather timestamps for each eVhatresults for the example
setup done on the Malaga platform can be seefable5, with the results as presented by the measurement
script seen irFigure31.

on UERRMETA % c3 "0
%55 con UPRANETFY

Fscovery Temt: HY HI IEP] &4 will te measured)

Quarying Jenkins jeob start tiss...

Duerying HSSF MF registratios. ..

Duerylng AMF ghB-Hl screptance...

Time resxiring: 89:34]

Figure30- Logs of the Automated Gathering Script for Orchestration KPIs

Table5 - Results for Orchestration Measurements on the Malaga Platform

KPI Result
Service Provisioning TImeSRT \ 19min1ls
Slice Provisioning TimesL) \ 7mn9s
NGAP Restoration TimeNGT 4min5s

These results indicate that:

1 The full Trial Network deployment requires approximate®/minutes including the orchestration of
the infrastructure, the deployment of the 5GC and the configuration of connectivity with the RAN.
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1 The provisioning of a network slice requires approximafetginutes reflecting the time required for
slice creation and network configuration.

1 The recovery of the NGAP connection after a core disruption occurs within approximatehutes
demonstrating the resilience of the system under failure conditions.

Total: 1151411 ms
Formatted: 19 min, 11 sec, 411 ms
Humar—readable:

Total: 429467 ms
Formatted: 7 min, 9 sec, 467 ms
Human=readable:

245812 ms
ed: 4 min, § sec, B12 ms

Figure31- Results for Orchestration Measurements on the Malaga Platform as seen in the execution script

2.7 KP$§ RELATING TOCALIZATION

ThisSectioncontains KPIs relevant to measurement of Localization:

- Localization Functionality. OF

2.7.1 Scope

The capacity for Localization measurement withir®@NDBOMas provided by the integration of technology
developed within the first round of Open Calls (O&isthe Athens platformThistook the form of a custom

version of the Location Management Function (LMF) implemented in freEBghQ@ he custom version included

core modules such as communication, the LMF contrelleich supports selected LTE Positioning Protocols
(LPP) and NR Positioning Protocol A (NRRIeasages, and a basic localization algorifased on Round Trip

Time (RTT) and Time Difference of Arrival (TDOA) measurements. The LMF was implemented as a Python based,
fully virtualized solution deployable on a server, virtual machine or a docker container, complying with 3GPP TS
29.572[16].

Thus far, methodology has been developed for validating basic functionality of the Localization process within
the free5Gcore environmenEull scale testing has not been executed at time of writing to the requirements

for very specialized hardware that is not available at this stages, the integration and methodology of the
basic functionality will be documented here, but not the generation of the aforementioned KPIs.

2.7.2 FUNCTIONALITMETHODOLOGY ARBSULDESCRIPTION

The previously mentionedlMF modules were refined to improve processing accuracy by incorporating a
gradient descenbased localization algorithm that effectively utilized available RTT and TDOA data,
compensating for the lack of other measurement types such as Angle of A&o/A) &nd Angle of Departure
(AoD. Concurrently, extensions to the free5GC Access and Mobility Management Function (AMF) were
developed to facilitate communication with the LMF, enabling forwarding and processing of critical protocol
messages, including LPP and NRPPa. These enhanceigeifisantly improved data exchange between the
AMF and LMF, ensuring precise message handling crucial for location estimation.

The Athens Testbed setup, used to validate the localization procedure, integrated the target User Equipment
(UE), the AmarisofgNB, and the LMF within the Free5GC core netwbBigure 32 provides the functional
architecture of the setup including thethree functional modules of the LMF function: Controller,
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Communication, and Localization Algorithms. The LMF is deployed as a Docker container within the other NFs
in the core network, whild-igure33illustrates theactual testbed componentsonfiguration deployed as part
of the Athens Testbed.

" 5gc-rest host A et

Docker Engine ( )

— I AMF J [ 5g Core NFs D

ommunication —

CAPIF

Y ' h i Amarisoft
gNB
Controller

Localization

it}

y

Free5gc Docker
Network

- A /

A

Figure32- Architecture of the LMF testing setup at the Athens Platform

Amarisoft

Figure33- Lab setup for LMF testing at the Athens Platform

Three approaches/implementations were initially selected for evaluation. Heth the first and second
approach, the overall estimation procedure was not compliant with the 3GPP stamdardvas therefore
rejected.

The third approach is e@ombination of the previous twand ended up being fully complianh the first phase

of the procedure, positioning capabilities are exchanged between the UE and the LMF and this is compliant with
the standard. However, the LMF requests positioning methods based on RTT and TDOA measurements, which
are not supported by th&JE. Hence, in the second phase, the LMF communicates with the auxiliary proxy to
obtain simulated measurements. Then the estimation is obtained by processing the simulated measurements
through a localization algorithm.
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With the setup completea series of tests were conductéal validate the localization procedure and the end

to-end integrationlnitially, the basic functionalities of LMF were testegecifically the reception of an LPP and

NRPPa messages. The results showed that the LMF can successfully encode/decode the LPP and NRPPa
messages and handle the relative messages by advance in the localization procedure.

Subsequentlythe functionaliyy of the several localization algorithms whiblave been applieéh the specific
module inside the LMivere tested Since the purpose of the testasto verify the correct functioning of the
localization algorithms, the RTT and TDOA measuremeets simulated As a result, the LMF returns the
estimationwith thesesimulatedTDOA/RTT measuremergs inputs

Another testis focused on verifying the connectivity between the AMF and LMF, specifically assessing the
functions required for the downlink transmission of LPP and NRiBaages. The enhancements made to the
AMF enable it to successfully forward these messages to the UE and gNB.

The connectivity between the LMF and UE was tested to validate the correct exchange of LPP messages in the
uplink direction. Different UE devices were used during these tests to ensure compattatigyGoogle Pixel 6,

the results were successf{figure34): the LPP message generated by the LMF during the estimation procedure
was correctly received by the UE, and the corresponding response was properly sent back to tHew®ier,

for Huawei and OnePlus devices, the tests were unsuccggsfuire35); although the LPP message from the

LMF was received by the UE, the devices did not respond to the LMF. This lack of response was attributed to the
absence of protocol support on these devic&herefore, future large scale testingould focus on measuring

the KPIs on Google Pixel 6 Devices.

5GMM capability
Element ID: @x1@

Length: 1

«+« = Service gap control (SGC): Not supported

= IP header compression for control plane CIoT 5GS optimization (5G-IPHC-CP CIoT): Not supported

N3 data transfer (N3 data): Not supported

Control plane CIoT 5GS optimization (5G-CP CIoT): Not supported

Restriction on use of enhanced coverage support (RestrictEC): Not supported

LTE Positioning Protocol (LPP) capability: Supported

ATTACH REQUEST message containing PDN CONNECTIVITY REQUEST message for handover support (HO attach): Supported

EPC NAS supported (S1 mode): Supported

s o @ e
nonow

Figure34- LPP Message generated at the LMF during the estimation procedure for a Google Pixel 6 (Successful Test)

56MM capability
Element ID: @x1@
Length: 1
Bues vues = Service gap control (SGC): Mot supported
«B.. 2uss = IP header compression for control plane CIoT 565 optimization (5G-IPHC-CP CIoT): Not supported
... .... = N3 data transfer (N3 data): Not supported
= Control plane CIoT 565 optimization (56-CP CIoT): Mot supported
= Restriction on use of enhanced coverage support (RestrictEC): Not supported

= LTE Positioning Protocol (LPP) capability: Mot supported

. 1. = ATTACH REQUEST message containing PDN CONNECTIVITY REQUEST message for handover support (HO attach): Supported
....... 1 = EPC NAS supported (51 mode): Supported

Figure35- LPP Message generated at the LMF during the estimation procedure for a Huawei/OnePlus device (Unsuccessful Test)

2.8 KP$& RELATING RIS

This Sectioncontains KPIs relevant to testing wieconfigurable Intelligent Surface (REghnologies:

- RIS Capacitgnhancemen(RCI
- RIS Update RatRUR

Testing of RIg&chnologies within 66SANDBOX habkus far been conductedithin the Malaga platform and
GAGKAY GKS LINBYAaSa 2F (KS vdsSSyQa | yA@SNmRAGE 2F . St 1

2.8.1 CAPACITENHANCEMENT
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The methodology foRCEwvas developed over the course of work done in the S8NDBOX Malaga platform,
specifically in a controlled field trial iRlaza de la Constitucion (Malaga, Spain), targeting signal reflection,
channel gain enhancement, coverage reliability, and energy efficiency in a densenorblme-of-sight (NLoS)
scenario.In this specific case, a passive reflector was used, not a RIS, but the methodology can be applied to
testing both gpassive and active RIS as wEile experimental procedungasdesignedo collectdata regarding

4 key factors, both with and without the assistance of the passive reflector.

1 Alignment & Verification:Reflector alignment with laser tools afg¢amIndex(Bl)validation ensured
that the path beween the Base Station (BS) and the UE was trueaeftettor assisted

1 KPI LoggingCore metricsvere logged for ~50s under stable reflectssisted conditionsThis was
done through the use of the &noOutdoor tool[17]. Said metrics are as follows:

0 Received Signal Reference Power (RSRP)

o Signal to Interference plus Noise Ratio (SINR)
0 Throughput

o Transmit Power

0 Beam Index (BI)

1 Dynamic Reconfiguration AssessmeiReflectors were physically removed rirdhl, forcing the BS to
reconfigure beam direction and adapt power levels. This allowed measurement of reconfiguration
speed, resilience, and energy adaptation mechanisms irwedd conditions.

1 Comparative AnalysisPostremoval KPIs were compared with assisted measurements to quantify
reflector-induced capacity enhancements.

These 4 factors together provide the information tlrainstitutes theRCEKPI

The Malaga field trial employed a commercial 5G mmWBS8gn258 band), a set of passive reflectors, and a
user equipment (UE) placed in an alleyway without directdifigsight (LoS) to the base station (). TheBS

itself was connected back to a &ANDBOX Trial Network deployed at the Malaga platfBefiector geometry

and measurement distances were standardized, with an incident angle of 45° from the BS and a reflected angle
of 0° towards the UE, ensuring consistent test conditions across desickasgram of the example setup can be

seen inFigure36.

\.‘.
AT e i e "
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l

UE Quectel RG530F EU

Figure36 - Overview of the outdoor measurements using a cellular mmWave system with a Reflector to enhance connectivity in a naiSouvbal
environment

The final measure and conclusion with regardR@#&s taken by lookingt all of the collected results as a whole
Figure37 shows the resultselating to Signal Reflection and Channel géime measured metrics are tHRSRP
SINR and throughpuEach reflectoshowed a marked and consistent improveménterms of the RSR®vith
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the most notable case being reflector B increasing the averagP R&&ound 20dBThese metrics can also be

used to measure the coverage and reliability. Reflector D is seen to have increased the minimum throughput in
its case from O (ergo, connection failut®)361.3mbpsand increased the average throughput significasty

well.

. w/ Reflector w/o Reflector

Ref. | Metric | —popp SINR  Thrpt | RSRP SINR  ThpL.
Max. | 520 201 3865 | 547 209 4880

A | Min | -560 251 3653 | 700 180 2397
Avg. | -541 283 3785 | 605 272 3769

Max. | 400 201 3892 | 570 296 4625

B | Min | -57.1 253 3304 | 660 267 3307
Ave. | 411 284 3703 | 610 290 4149

Max. | 516 206 4041 | 3565 209 4292

C | Min | -565 263 3570 | 711 241 2785
Ave. | -519 288 3722 | 601 282 3897

Max. | 515 284 4075 | 555 298 4263

D | Min | -557 265 3613 | 725 232 00
Ave. | -527 217 3948 | 602 272 2491
Max. | 540 284 4479 | 550 287 4700
E | Min | -561 27.1 3590 | 645 235 2786
Avg. | -547 278 3995 | 615 266 4249
Max. | 501 303 4610 | 576 279 4530

F | Min | -509 200 4280 | 674 214 3375
Avg. | -505 295 4432 | 605 258  393.0

Figure37- RSRP, SINR and Throughput Performance for the Malaga RIS Field Trial with and without reflectors A,B,C,D,E,F

By looking at the transmitting power of the WS shown inFigure38, we can understand the impact the
reflectors have on the energy efficiendyigure38 shows that transmit power is consistently and significantly
reduced with all tested reflectoréeading to a significant increase in energy efficiency in the network.

[ Ref. | Metric | w/ Reflector | w/o Reflector |

Max. -7.00 1.70
A Min. -12.70 -10.30
Avg. -11.21 -4.75
Max. 1.60 1.70
B Min. -24.40 -4.80
Avg. -23.30 -4.30
Max. -6.90 -1.70
C Min. -14.10 -6.90
Avg. -13.91 -5.30
Max. -8.30 2.30
D Min. -13.90 -0.00
Avg. -12.67 -5.54
Max. -9.20 -1.80
E Min. -11.70 -1.20
Avg. -10.86 -3.69
Max. -14.60 -3.70
F Min. -15.20 -8.00
Avg. -15.11 -5.22

Figure38- UE Transmission power performance for the Malaga RIS Field Trial

The direct effect of the introduction of RIS reflectors can be seen when the data is obssreetime series.
This can be seen Figure39 and Figure40, where the impact on SINR, RSRP Emaghsmit power when a RIS is
removed is very noticeable.
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Figure39- Time series plot for SINR and Base Station Beam Index for Malaga RIS Field Trial with point oBeflecieal marked
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Figure40- Time series plot for RSRP and Transmit power for Malaga RIS Field Trial with point of reflector B removal marked

All of these results/analyses come together to provide REEBGSANDBOX KRny component within this
described methodology could be replacedth a perspective DUT be itthe RIS, the UE, the base statiam

any of the components comjzing the TNThe methodology can also be executed at any of th&BEDBOX
platformsgiven the correct conditions and physical environment exist.

2.8.2 UPDATHRATE

The practical measurements regarding Righe contextof 6GSANDBO#Mescribed irSection2.8.1were done

with the use of a passive RIS, but-BNDBOX also performed some testing with regards to active RIS,
specifically the measurement &®UR The active RIS in question was designed by @iéBis comprised of a
controllingunit (microcontroller or FPGA) and the actual PCB with switching elements (PIN or varactor diodes,
sometimes more elaborate RF switcheB).terms of componentupdate rates, the diodes can switch in
nanoseconds, while the microcontrollers/FPGAs are in the order of microseaordsing they are the key with
regards to the update rate of the RIS itsdlhe update rate of any active RIS is intrinsically linked to the
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coherence time of the frequency it is communicating ovEne coherence time is the time in whiatchannel
can be assumed to k&tationary ands therefore heavily influenced by the communication context esldted
to the Doppler spreadl'heequation used to determine coherence time in this context is shown below,fmith
being the relevant Doppler spread which is related to the communication frequency beingTusedesult of
this equation is plotted as the blue line Figure4l.

To test the update ratethe active RIS is connecteddalrial Network, in between a core and gNodeB on one
end and dJser EquipmentB on the other.The UE is walking at a constant speed of 1,4m/s. The frequency of
communication is variabland n order to facilitateconsistent connectivity, an active RIS should be able to
update its elementsat least onceduring the coherence time periodhis means that a minimum update rate
must be found where this interaction occui® measure the update rate of the RIS at different communication
frequencies,an oscilloscope is hooked up to the shift registers modified by the RIS contélkslection of
diodesare also monitored and combined with the oscilloscope results to deterthia@ipdate frequencyThe

test is run at avariety of different communication frequencies, with the results showRigure41. In this case,

this RIS crosses the boundary of 1+ updates per coherence time perip8Gitz, so the communication
frequency in this context would need to be 29Ghz or above.

ZEE - o oS00

Coherance Time ms
Update rate Hz

-1300

-1100

0
20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 4
Frequency GHz

—4— Coherance Time —i— Update Frequency

Figure41- Coherence time and RIS Update Frequency plotted for a UE walking at 1,4m/s
2.9 KP$ RELATING EMFEXPOSURE
ThisSectioncontains KPIs relating #lectromagnetic FieldEMF exposure:

- Self EMF Exposur8KEE
- Inter EMF ExposuréEB

These KPIs have different scopes, outlined below:
Self EMF Exposure
A 6GSANDBOX adopts the definition of Self EMF Exposure from IEC[2R09

A These measurements which are done with hurphantoms are called generally as specific absorption
rate (SARJneasurementsThe SARpgcification covers frequencies 4 MHz to 10 GH.

Grant Agreement01096328t 6GSANDBOX HORIZONUSN&022 28



SAND Del 5
eliverable B.5
BOX
A There is no possibility tmeasure self EMF exposur&28 GHz base stations based on 8A&Rstandard
method.

Inter EMF Exposure
A 6GSANDOX adopts the definition of Inter EMF Exposure from IEC @232

A These measurements are perform@&uer The Air (OTAwherethe device under test (DUT) transmits
RFsignal,and the standard gain antenna is used ffleceiving the signal from measurement distance.
Typically, tests are performed in RF chamber, but sometimes those can be performed in normal labs,
as well.

A If EMF is measured over 6 Giquency then the measurement methois based orpower density,
not absabed RF power The power dengiy method describes RFexposure in terms of the density of
absorbed power over area (W/mBO0].

Within the context of 6&BANDBOX, these KPIs mw@asurableat the Oulu platform, the methodology for which
is detailed below.

2.9.1 EMFLIMITS FOR GENERAL AUDIENCE AND OCCUPATIONAL PERSONS

Inter EMF exposuréor the 28 GHz base station nesid be measuredn anOTA mannerandthe first steps to
establishing a methodology for EMF measurements is to understand what the standard is for safe limits. These
differ depending on if the recipient is a member of the general pudslisomeone who will be interacting with

the emitting device in a regular, occupational manngéire EMF limits for thabsorbed power over areased

by 6GSANDBO#rethe following[21]:

A Occupational person limis.0 mW/cm2 or 50 W/m2
A General public limit1.0 mW/cm2 or 10 W/m2

The effectiveisotropic radiated power (EIRP) is a metric which describes the transmission [gwekif the
transmission is generated from single point and the radiaktiappens to all directiond.he intent power flux is

used if the device is not intended for use in proximity to the human body i.e. base stations, RF relay stations,
and wireless backhaul units. The RF power flux density S of the radiation can be calculated as

o (PG \ _ (ERP
T \4nrR2) " \4zRr? )’

where P is the input power to the antenna, G is the gain of the antenna compared tedinactional antenna,

EIRP is radiated transmission power in mW or in W towards the main lobe of the antenna and R is the
measurement distance from the center of thediator in cm or mThe unit of 3s mW/cm2 or W/n2, andit is

worth noting thatthe power flux density is independent of the operational frequefia).
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Figured42: Safety limits for different radiated power levelsth varied EIRP values

2.9.2 UOQULUEMFMEASUREMENT @8 GHz BASESTATION

The measurements for the EM&PIs were performed at the University of Oulu laborateguipped with a
LiteON 5G mmW basestation (BTZ3). This base statiooperateda 5G NR signal with one component carrier

of 100 MHz at 27:28.0 GHz frequencyhe5G NR signal was time domain duplex (T&idfiguration:DL 3,
uL1, Idle:1, total 6 slots

The block digram of the EMneasurementsetupis shown inFigure43 where the base station is located on
left and the OTA radio link to the standard horn antennadnighe middle.For prospective 66SANDBOX
experimenter testing setupsany aspect of this block diagram could be replaced depending on the type of
component the experimenter is putting under tedthe free space path loss (FSPL) is marked next to the OTA
link. The spectrum measurements were performed witbpectrum analyzefKeysight UXA 50 GHz (N9040B)

in max hold modavith an RMSdetector [24]. Theused eference measurement antennaasLB28-15-GKFhy

A-info [25]. It covers fequendes26-40 GHzanNd the antenna arn sizeis 20.2 x 16.6 mm

| M) R
I
1
X E FSPL RX Cable RX
Base i Spectun
station : 0.5 meter Ant CableIL ana[yzer
i
; —— "/
: RX Ant Gain Measurement
TX output resolution BW (RBW)
EIRP

Communication
channelBW (CBW)

Figure43: Block diagram of EMF measurement setup.
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These measurementsvere not successful since no 5G signal was detected by the spectrum analyzer. The

SAND
BOX

The EMF measurements were done in normal laboratamyditionswhere the BTS was mounted on robotic
arm. The frst measurements were performed with2-meter radio link Aphoto of this setupis shownFigure

5G mmw
. Base station

Measurement
horn antenna

(@)

Figured44: Measurement setups (&jwo meter OTA link and (9)5-meter OTA link

Deliverable B.5

(b)

measurement distance was decreas#mlvn to 0.5 metersas shown irFigure44(b) in following measurements
and 5G signal was detected successfullye measuredspectruns from these measurementare shown in
Figure45. The wide band measurement is showrFigure45(a) and thenarrowband results arehown inFigure

45(b).

(@)

Figure45: Measured spectrum figures (a) Wide span spectrum an8@ignal spectrum

(b)

The5G signal power spectral dens{BSDyvas measured with markefsom Figure45whichhavemeasurement
bandwidth (BW) of 30 kHz. The measured PSDpngiectedover 100 MHz channel witl. Thefree space path
loss ESLR antenna gain anaabling lossesvere embedded from theesults anda final measure foEIRFof
16.6 dBmwas recordedThe measured EIRBwer is 30 dB down from the data sheet value of 47 dBm.

The most likely cause of this discrepancy was the fact that the BTS was set to its normal operation mode for the

duration of the measurement and connection to the Uls meant that theBTS power control was activated

by R

iKS

¢{ O2yailyitea

OKIy3aSR

iKS

i NI y &Y ADenA 2y

measuring for a datasheet thimeasurement is performed iR&D or test mode which forces the BWS
constantly operate at maximum power, explaining the difference in the two resthis.full set of results from
this test can be seen ifable6.
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Table6 - EIRP signal analysis based on measured 5G signal spectral power afe28@y1z Basestation

Measurement RBW (RMS) 30/ kHz
Power on RBW on spectum analyzer (SA -68/dBm
Signal Channel BW (CBW) 100 MHz
Ratio CBW/RBW 35,2dB
Power on CBW on SA -32,8§dBm
FSPL @ 0.5 m (Free space path loss) 55,7/dB
RX antenna gain 14,0dB
Cable loss 5,0,dB
EIPR from LiteOn (continous TX) 13,9dBm
TDD cycle (TX 3: RX 1) (DDDSU) 2,2|dB
EIRP from LiteOn with TDD TX 16,1dBm

2.9.3 EMFRESULTS @8 GHz BASE STATION

Based on these results, calculations for the EMF KPIs can be made, as shawiehThe measured power
density is 0.015 W/m2 which is significantly lower th#re general audiencdimit of 10 W/m2. This
measurement result indicates that the are no EMF violations from the used 5G base statibhis EMF

measurement resulis according to the expecta@sult that 28 GHz small cell base statiowiithin safety limits

of occupational persosmand general publiimits. Thigesult is based on normal operation cotidh where the

mobile terminal and base station acenstantly altering transmission powers.

Table7 - Power density based on measured transmissib88GHBasestation

EMF calculation of measurements
R Measurement distance 0,5 m
EIRP RF power 16,6 dBm
45, 7/mwW
0,046W
S Power density 0,015 W/m2

If, as previously discussetie EIRP data sheet value of 47 dBm is used for EMF analystbétgemeral

audience safety limit is 64 cm atite occupational persons limit B9 cmas shown ifTable8. Given that this

scenario is occurring when the base station is configured in an R&D or testing mode, the assumption can be
made that this level of EMF exposure would never be experienced by the general audience, so the larger safety
limit is not of signifitant consequence. It can be assumed that during operation within this mode the operator

is knowledgeable and understands how to act around a device actively emitting higher than standard amounts
of EMF radiation.

Table8 - EIRP signal analysis based on measured 5G signal spectral power density

LiteOn BTS datasheet information
EIRP Maximum RF EIRP powe 47 dBm
50119mwW
50,12W
General audience range 0,6319meter
R 63,2cm
Occupational person range 0,2824meter
R 9‘ 28,2cm

These results can be applied to EMF measurement in many different contexts, including the two contexts
required by 6GSANDBOX, those being the two listed KPISBEand IEE Relevant measurements and
conclusions for these KPIs would be achieved through changing the measurement distances and devices under
test based on the specific KPI being measured.
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2.10KP$§ RELATING ENSING

ThisSectioncontains KPIs relating to the field of Sensing:

Real Scenario ImageRS)
Audio CaptureACA
Depth Capture[CA

Pose and Orientation of XR DeviB®©

Velocity of DeviceMOX
Object Detection@BD
Egocentric SegmentatiokEG$

Augmented Reality RenderingRR

Virtual Reality Renderiny RR

Deliverable B.5

The testing of the Sensing KRIs6GSANDBOX is provided tme University of Ouluin its Multimodal Sensing
Lab,which isan interactive spacequipped with Meta Quest 2 and Meta Quest 3 headsets, Azure KineeDRGB
sensors, and dedicated compute infrastructure for fdale and offline computer vision processiff] [27]

[28]. This environment was used to desigre methodology forand execute examples & series of XR
experiments specifically targetinipe Sensing based KRisfined for Extended RealityXR devices in6G
SANDBOReliverable D2.129].

The SensingPI family covers both raw sensor signals and hitghel perception outputs required to build an
accurate model of the environment around an XR user. WithrSBGDBOXhe infrastructure documented

here provides sensing modalities can be accessed, logged, and exploited in a controlled way during XR
experiments, and that can be used to provide quantitative information on user motion and scene dynamics. This
sensing layer caalsosupport other KPI families, for example by providing ground truth for EMF exposure
experiments or communicaticoentric tests that involve realistic uskehavior

2.10.16G-SANDBOXSENSING ARCHITECTMRETHODOLOGY
SandBox Sensing Architecture (UOULU)

Internal View (XR Headsets)

XR User (Internal View)

Quest 3 Specifics:
Passthrough RGB
Environment Depth API
Scene Understanding

> PR
Meta Quest 2 Meta Quest 3

External View (Physiotrack System)

Scene (External View)

30 ReJE

Azure Kinect

[ Meta Quest 2 & 3 Headsets ( Azure Kinect Physiotrack Software Stack
3 Camera System Computer Vision
6-DoF Pose & Time-Stamped . ( e - : -
x Orientation 4? Linear & Angular & Synchronized RGB Video Object Multi-Object
(SLAM. IMU) 1 Velocity Data Streams Stream Detecti Tracking
[ Depth » Pose Estimatii S i
Ego Video & ARIVR ! Stream (Skeleton) (Masks)
[ Q))) ~ Audio ] { @ Rendering - e
(Microphones) Views : gt::ar:n { Motion Analysis ]
¥ ! D ——— !/
Combined Sensing Data & Offline Analysis o
Real . Pose & ; . . Augmented Virtual :
5 Audio Depth : : Velocity of Object Egocentric ; Computation
SI::T: Capture Capture Oanéaet:zgeof Device Detection || Segmentation RE:;;% RS:;;"%Q & Dataset
(Rg!) (ACA) (DCA) (POX) (VOX) (OBD) (EGS) (ARR) 9 (VRR) Generation

Figure46 - Diagram showing the structure of the &ANDBOX Sensing Architecture present at UOULU

The sensing architecture developed by UOULU combines two complementary sources of infgrragtion
depicted inFigure46:

1 aninternal view provided by commercial XR headsets (Meta Quest 2 and Meta Quest 3), and
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1 an external view provided by a dedicated camera system and a computer vision software stack,
PhysiotracK30].

The Meta Quest devices are used as sensor platforms in addition to their role as XR endpoints. Both Quest 2 and
Quest 3 provide redime 6 Degree of FreedonmDF pose and orientationnformation aboutthe headset via
Simultaneous Localization and Mappi®i-AM and inertial sensors, as well as linear and angular velocity. They
also support recording of video from the ugmint of view together with audio from the headset microphones.
Onthe Quest 3, passthrough RGB and an environment Depth API are available, and the platform exposes basic
scene understanding in the form of room meshes, planes, and simple semantic labels. The devices naturally
satisfyand can be used to validatke ARRandVRRKPIs, since they generate and display AR/MR views and fully
virtual scenes internally.

The external view is built around one or more RGB cameras, including Azure Kinect devices that provide
synchronizedRGBD and infrared streams. These cameras observe the user and the surrounding environment

from an allocentric viewpoint. The video streams are processed by Physiotrack, which implements a modular
pipeline for detection, tracking, pose estimation, segnaitn, and motion analysis using stadéthe-art deep

learning models. Typical configurations use a single Azure Kinect mounted in front of or above the interaction
space, with at least one user wearing a Quest headset in the field of view.

All relevant streams from the headsets and the external cameras arediamped and recorded. Tracking data
from the Quest devices, video and audio, external G8nd all derived computesision outputs can therefore
be realigned offline and used forf{ computation or to generate annotated datasets.

2.10.2 QUESTHEADSEBASED SENSING
A number of the sensing KPIs can be diresalysfied just by the sensor suite on the XR deviirethis case the
Meta Quest 2 and .Figure47 shows both devices side to side.

Figure47- The Meta Quest 2 and 3 headset devices, the primary internal sensing devices use8ANBBOX's Sensing lab at UOULU.
They provide @oF pose and velocity, video, audio and AR/VR Rendering. The Meta Quest 3 also offers environment depth sensing

ForRSland ACA both devices provide egagew recordings in compressed video format together with headset
microphone audio. These recordings correspond directly to the KPI definition of a compressed image or video
of the real scenario from the perspective of the XR ws®t can benalyzedrame by framef necessary

POXand VOXare also supportedby both devicesThe Quest tracking system exposes thBd@- pose of the
headset in several tracking spaces and provides linear and angular velocities derived from the IMUs and SLAM.
These quantities are available in real time during experiments and are loggedtémtial later analysis.

ForDCA the situation is more heterogeneous. Quest 2 does not provide gipet depthimage butoffers a
reconstructed scene and mesh representation that encodes geometripEApurposes, depth can be obtained

by applying deptifrom-RGB models to ego recordings. Quest 3, in contrast, provides an explicit Depth API that
returns environment depth maps and thus supports sé@e depth sensing. Both devices expose limited scene
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semantics (for example walls, floors, and tables), but they do not provide a ggnemise objecidetection
serviceand thus cannot provid®BDby themselvesSimilarly, there is no native output corresponding to a full
egocentric body mask of the usesoEGSalso cannot be provided.

As previously mentionedyoth devices natively providBRRand VRR In passthrough or mixecdkality mode,

the devices generate AR/MR views where virtual elements are overlaid on theoddl camera image. In VR
mode, they render fully virtual scenes. These images can also be recorded as ego videos and used &g part of t
Sensing KPI reporting.

Overall,the headsets themselves can provide a significant portion of th&ASDBOX sensing KPIs. This means
that the testing methodology is potentially flexible and could be used outside of the UOULU premises, at least
for certain KPLsTable9 depicts the KPI coverage obtained from the usexausivelQuest2 and Quest3 devices

and their available APIs.

Table9 - Coverage of the 66ANDBOX Sensing KPIs by the Meta Quest 2 and 3iadépgndently

Quest 2: Partially supported; Ego view can be recorded as RGB video with overlay:
processed offline; no access to raw camera RGB frames for sensing.

RSI . .
Quest 3: Supported; Passthrough Camera API provides a real time RGB stream for s
and ego video can also be recorded.
Quest 2: Supported, Headset microphone provides an audio stream and is recorded tog
ACA with ego video.

Quest 3: Supported; Same model as Quest 2; audio can be used as a sensing signal
offline analysis.

Quest 2: Partially supported; Scene / mesh APIs provide a reconstructed environr

geometry, and offline depth estimation is possible from ego RGB (for example with
DCA Anything v2); no direct per pixel depth stream.

Quest 3: Supported; Depth APl exposes real time environment depth maps suitabl

sensing; offline depth estimation from ego RGB is also possible.

Quest 2: Supported, 6 DoFheadset pose and orientation provided by SLAM and IMU tra
POX in defined tracking spaceQuest 3: Supported Same sensing model with improved track
and anchor support.

Quest 2: Supported Linear and angular headset velocity available via tracking and IMU

VOX

Quest 3: Supported Same, with OpenXR fields for velocities.

Quest 2: Partially supported; Scene understanding yields a limited set of semantic cl:
0BD (walls, tables, etc.); generic object detection typically relies on offline processing of ego

Quest 3: Supported; Generic object detection can run on passthrough RGB in real tin
addition to scene semantics.

Quest 2: Partially supported Egocentric segmentation can be obtained offline by proces
recorded ego video; no native real time egocentric body mask output.

EGS Quest 3: Supported; Passthrough RGB enables real time egocentric body segmentatio
custom models, providing a body mask as a sensing signal (even though there is no di
platform API for the mask).

Quest 2: Supported; XR/AR content rendered directly in the headset; the composited
ARR view can be recorded.
Quest 3: Supported Same, with depth based occlusion and richer scene understanding
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Quest 2: Supported Standard stereo VR rendering to the headset displays; ego VR vid
VRR be recorded.
Quest 3: Supportea Same VR rendering model with higher resolution and improved op

2.10.3 EXTERNAL SENSING WPA SIOTRACK

Physiotrackis an opersource software framework developed by UOULU to provide external, susrtdc
sensing around the XR user. It connects to external cameras and, in48AEBBOX configuration, to Azure
Kinect, which supplies aligned RGB, depth, and infraradrofls. Figure48 shows the Physiotrack infence
pipeline

\
- Q @ | (-
ETECTION ‘ TRACKING POSE OUTPUT
Video Source Person/Object | Multi-Object Keypoint Estimation ( Results
Input Sources i Detection Models ' Tracker Options : Pose Models Output Options

« Video files (mp4, mkv) + YOLOV4 (nano/mediumy/large) ' + OC-SORT (/ default) « VITPose WholeBody « Annotated video (mp4)
« RTSP streams + RT-DETR (large) + ByteTrack « VITPose COCO + JSON results
« Webcam/Cameras « Custom YOLO models ' « Bot-SORT « Sapiens + Real-time display
+ Batch processing + DeepOC-SORT « YOLO11-Pose + Radar view

+ Motion plots
Outputs

COCO Keypoints: 3D Poses

Visualization Features

9 Radar View

Floor map projection with tracking

+ Motion Plots

Keypoint tratectories over time

Segmentation Models Face Models

Track IDs
« YOLO-Seg (medium/large) - YOLO-Face (n/mVl)

Multi-person tracking with IDs
« VIT-Head (MIM/11) + VR-Face Detection
« Sapiens-Seg (1/36-18) « 6DRepNet-Head Orientation (/] Overlays

+ Multi-segmentor support « CMVSFO-VR (VR-specific) Keypoints, boxes, masks, labels

Figure48- Physiotrack full inference pipeline

At the detection and tracking stage, Physiotrack uses recent object detectors (for example, the YOLO and RT
DETR families and MRecific variants) to identify persons and objects in each frame and to output bounding
boxes with confidence scores. Muttbject tracking algorithms (such as SORT, ByteTrack, BSDRT, and
DeepOESORT) maintain consistent IDs over time, which makes it possible to follow multiple users and objects
over long sequences and to extract their trajectoriegternal models such as Depth Anything v2 can provide
depth images estimated from their monocular counterparts.

Forhuman pose estimatiarPhysiotrack integrates several interchangeable models, including ViT&agsens,

and YOL&Pose variants. These models estimate 2D skeletons for each tracked person, with output formats
ranging from COG&tyle 17joint skeletons to WholeBody skeletons with 133 joints. An optional face analysis
module detects faces and estinest head orientation (yaw, pitch, roll), which is useful in experiments where
user attention or gaze direction is of interest.

For EGS Physiotrack runs instance segmentation models that produce -f@xel masks for persons and
headsets. In the current configuration, these masks are allocentric (from the external camera viewpoint) rather
than egocentric, but they still enable preciseasening about which pixels in the scene belong to the user, the
headset, or other objects.

In addition, Physiotrack implementi®or-mappingand motion-plotting tools. A homographys used to project
tracked persons onto a 2D floor plane, creating a rastgle topdown view of the scene. Tinmeries plots of
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selectedkey points(for example wrist or ankle positions) are generatedat@lyzemotion patterns, including
periodic movements.

From the perspective of thEGSANDBOX%ensing KPIs, Physiotrack therefore provie€ DCA OBDQ POX
VOX and a slightly different version &GS

Physiotrack does not render VR content and only overlaysti®visualizationon the external video for
analysis. AR and VR rendering KPIs remain associated with the hdadde10 depicts the KPI coverage of the
external video tracking system.

Tablel0- KPI Coverage of external video tracking system

Supportedc External RGB video is ingested as a live sensor for detection, tracking, po:
RSI segmentation, and recordings can be analyeétine. Depth Anything v2 can be applied tc
recorded RGB for additional cues.

Partially supportedc Audio can be recorded with an external microphone and time aligr
ACA with video, but the main sensing pipeline is based on visual streams rather than real tit
audio processing.

Supportedc¢ Kinect Azure provides real time metric depth (and infrared) aligned with R(
DCA Depth Anything v2 can be applied offline to recorded external RGB for dense depth
estimation.

Supported¢ Headset pose and orientation are estimated externally from RGB D using

POX . o
detection and pose estimation in the camera frame.

VOX Supportedc Linear velocities and approximate angular velocities are derived from track
trajectories and pose changes over time for the headset and body joints.

OBD Supported¢ Real time generic object detection (for example YOLO, RT DETR and val

runs on the external RGB stream, providing bounding boxes, labels, and IDs.

Partially supportedc Real time body and headset masks are produced from the externe
EGS OF YSNI} @GASgLRAYUG oFfft20SyiNARO asSaySydl

egocentric view.

Partially supportedc AR style overlays (bounding boxes, skeletons, masks, radar view)
ARR rendered on top of the external video stream for analysis, but no AR content is rendere

the XR headset.

Unsupported¢ The system analyses real world camera streams and does not rende

VRR .
virtual scenes.

2.10.4 COMBININGEXTERNAL SOLUTIONS AND HEAQIBEES G-SANDBORENSINAAYER

Both of these types of solutions work in concert to provide{6G b 5. h- Q& &dSyaAy 3 ahd @ SNJ &2 f
cover all necessary KPWith regards to KPIs relating to sensing and sigfialage, audio, depth, pose, and
velocity),both solutions work inconcett 932 @ARS2 | yR | dzZRA2 FNBY (KS vdzSai
of view, while external RGB and depth from Azure Kinect provide an allocentric view of the same scene. Depth
sensing is available both from Quest 3 (environment depth) and from AzoeetKmetric depth and infrared

and can be further enhanced with offline depfrom-RGB models applied to recorded sequences. Pose and
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@St 20A0G8 IINB I@FAf+roftS FNBY G2 AYRSLISYRSyYyld az2dz2NOSay
external tracking from Physiotrack. This redundancy enables-gadskation and more robust motion analysis.

For KPIs relating toscene comprehensignPhysiotrack supplies generic object detection, tracking, and
segmentation at scene level, while the Quest devices providevemyo recordings that can be used for
egocentric analysis. Egocentric segmentation can be obtained by runningsbgdyentation nadels on Quest

3 passthrough images, using external segmentation masks from Physiotrack as supervision and validation
signals. In this way, theGSANDBOZXensing layer can address both allocentric and egocentric variants of the
segmentation KPI.

ForKPIs relating to renderinthe Quest headsets provide the AR/MR and VR images delivered to the user. These
can be recorded and linked with the sensing streams to relate network or EMF conditions to what the user
actually sees. Physiotrack contributes complementary overlays antbbdasds thatvisualize detections,
skeletons, masks, and trajectories on the external video for experiment monitdradge 11 depicts the KPI
coverage obtained by a combined sensing system including both hebdsetl system and external video
based system with computer vision models.

Tablell- Combined Sensing KPI coverafjithe 6GSANDBORensing LaydMeta Quest 2 / Meta Quest 3 + Physiotrack).

Supportedc Real time RGB sensing from the external camera (PhysioTrack) combir

RSI
with ego RGB recording and, for Quest 3, passthrough RGB sensing from the head:

Supported¢ Ego audio from Quest microphones combined with (optional) external
ACA audio recording; multiple audio channels can recorded to then be analysed and ali
with visual data.

Supported¢ Real time depth from Kinect Azure and Quest 3 Depth API, complemen
DCA offline dense /accurate depth estimation from Depth Anything v2 on both ego and
external RGB video.

Supportedc Internal SLAM based pose and orientation from the headset (optionally)

POX fused with external pose from PhysioTrdokrobust, cross validated XR device pose
sensing.
VOX Supported¢ Velocity information from headset IMUs and from externally observed
motion via PhysioTrack, enabling redundant kinematic sensing and validation.
Supported¢ Scene level generic object detection from PhysioTrack, with the option
OBD add ego view detection on Quest 3 passthrough and offline detection on ego

recordings.

Supportedc¢ Egocentric body masks can be produced from Quest 3 passthrough witl
EGS custom models, whil®hysioTrack provides external body and headset masks that ac
supervision and validation from an allocentric view.

Supported¢ AR and MR content rendered in the headset by Quest devices, combine

ARR ) . . .
with external AR style overlays and analytics from PhysioTrack on the scene video.

Supportedq VR rendering provided by the Quest devices, complemented by

VRR - e " |
t KEAAZ2CENI O1 Q8 SEGSNYyIt &Sy&ary3 2F dzas
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Figure49 shows a qualitative example of the measurement of sensing KPIs af emribining egeview data
and external data in a synchronous wae external RGB view shows headset wearer deteclkaietonization
and segmentation in 2 distinct moments in time. Theualizationincludes the external video as a main frame
with inset paneldor depth information, ego video, floemap radar view and time series plot of wrist motion.

Figure49 - The 6GSANDBOX Sensing layer interface shown at two distinct points in time. The external camera view is shown in the main
frame, with other inputs shown as inset panels

Each and any of the compromising components on both sides of the sensing layer may be replaced by an
experimenter for the purposes of comparative testing afesired component. Alternatively, the entire sensing

layer can be used as a basis to build a methodology for the testing of an external compumetarark protocol,

or whatever the experimenter desires in concert with the rest of theSS ®NDBOX infrastructure present at
UOULU.

2.11KP$§ RELATING AINOMALYDETECTION
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ThisSectioncontains KPlIs relating to testing of Anomaly Detection:
- Anomaly Detection PrecisioADB

Anomaly detection(AD)components arémplementedto act as security measumn two different interfaces in
the core network, tlose being theN2 and the N6 interfaceTheseanomaly detectioralgorithms areAl/ML-
based andare trained to identify specifitype of attacks.By implementinganomaly detection models over 2
different interfacesjt becomes possible to

1 ldentifyattackscoming frommaliciousUser Equipmentd B and compromised base statiotfsat can
have access to thHon-Access StratumNAS protocol.

1 Identify and mitigate attachkriginated from malicious UEs on critical infrastructufgie securityand
block them in case afenial of service (DoS)

2.11.1 ANOMALYDETECTION ON2 INTERFACE

Replay attacks on the N2 interface represent a significant security threat in 5G Core networks, particularly
targeting the communication between the gNBd the Access and Mobility Management Function (AMF). The

N2 interface carries critical NGAP (NG Application Protocol) signaling messages responsible for mobility
management, session establishment, handovers, and UE registration procedures. AccortlingSecurity
Assurance Specifications (SCAS) for the AMF, replay attacks can exploit weaknesses in signaling validation
mechanisms by capturing legitimate NGAP messages and retransmitting them at a laf@1finTdis may lead

to unauthorized session restablishment, false mobility events, duplicated signaling procedures, resource
exhaustion, or even service disruption within the core network.

The challenge with replay attacks on the N2 interface is that the replayed messages often appear syntactically
correct and originate from previously valid signaling exchanges. Traditionddastsl security mechanisms and
signaturebased intrusion deteatin systems are frequently insufficient to detect these sophisticated attacks
because the signaling content itself may not contain malformed parameters or obvious and@2liésstead,

the attack manifests through subtle deviations in signaling behavior, timing patterns, sequence inconsistencies,
message repetition frequency, and contextual correlations across multiple network entities.

To address this security gap, anb&ked Anomaly Detection (AD) system becomes highly important and
strategically valuable. By leveraging machine learning techniques and behavioral analytics, the proposed
anomaly detection solution can continuously momithl2 signaling traffic and identify abnormal patterns
associated with replay attempts in real time. Unlike static detection approaché&sséld systems can learn the
normal operational behavior of AMF signaling procedures and dynamically detect devihtdmsay indicate
malicious replay activity, even when the replayed messages are technically valid according to protocol
specifications.

The implementation of an Adlased anomaly detection mechanism significantly enhances the security posture

of the 5G Core network by enabling proactive threat detection and faster mitigation of replay attacks before
they impact network stability or servicavailability. Furthermore, such a solution aligns with SCAS security

202S00A@PSa o0& aGNBYy3IuKSYyAy3a (GKS !'acQa NBaAtASyOS 3l
trustworthiness of the N2 communication plane. In highly dynamic 5G envirotesn@here signaling complexity

and traffic volume continue to increase, intelligent anomaly detection becomes essential to ensure secure,
reliable, and uninterrupted network operations.

2.11.1.1EXPERIMENNTIONSETUP
The setup created ttestthe AD is describeith Figure50. There are three main components involved in T

1 LoadCore&sG Core Network Simulat§83]: Used to generateegular and maliciougraffic at the N2
interface.
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1 Anomaly DetectionComponent: Main component designed and implemented aspart of this
experimentation effortwith the purpose of detedng replay attacks and distinguish them from normal
network behavior.

1 5G Core Network Open5GSUUsed asSystem Under Test (SUT)

e
4 Loadcore ' ' Open5G

() (=) (=)
| - =]

s

ubmM

UE simulation

« Malicious UE
« Normal UE

2 ML Uplink Anomaly Detection System
NAS Message pipeline

Detect Anomalous NAS messages

Algorithms

« Isolation Forest
= One -class Support vector machine (SVM)
« Ensemble

Feature engineering

Data Preprocessing Feature Extraction Uplink

« Captured packet from loadcore
(amf pcap)

« Analyze uisng WireShark

« Decode packet ( pyshark)

« Parse NAS PDU (pycrate)

« Extract features
= Header, Message
type, IEs etc
- Save in CSV format

Figure50: Setup to collect dataset and run experiments

Figureb0illustrates the architecture and processing pipeline oMinbased Uplink Anomaly Detection System

(N2 Interface)designed to detect anomalous or malicious NAS signaling messages in a 5G network environment.
The system operates in the uplink direction, monitoring traffic generateqUfys)and Base Station (gNBs)
toward the 5G Core network.

On the left side of the diagram, theoadCore platform is used to emulate the radio access environment. It
generates bothhormal UEsand malicious UEsenabling the creation of realistic network traffic scenarios for
training and evaluating the anomaly detection models. The RAN (Radio Access Network) forwards the NAS
signaling traffic toward the 5G Core.

On the right side, th€®©pen5&Core Network contains the primary 5G Core Functions, including:

AMF (Access and Mobility Management Function)
AUSF (Authentication Server Function)

NRF (Network Repository Function)

UDM (Unified Data Management)

SMF (Session Management Function)

PCEF (Policy Control Function)

NEF (Network Exposure Function)

= =4 =4 -4 -4 A A

Open5GS works as SUT and provide realegiatrol plane traffic from network functions used on the
experimentation deployment.

The central component of the architecture is tihL Uplink Anomaly Detection Systenwhich acts as an
intelligent security analysis pipeline for NAS signaling messages exchanged between the UE and the AMF.

The workflow of the anomaly detection system is divided into several stages:
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Data Preprocessingaptured packets are collected from the AMF using packet capture diteScap. These
packets are analyzed using Wireshark and decoded using Phttsmd packet analysis tools. The NAS PDUs
(Protocol Data Units) are then parsed to extract relevant signaling information.

Feature ExtractionDuring this phase, important NAS signaling attributes are extracted from the decoded
packets. These features include:

NAS headers

Message types

Information Elements (IES)
Protocolspecific parameters

=A =4 =4 =4

The extracted information is then organized and stored in CSV format to facilitate machine learning processing.

Feature EngineeringThe extracted raw features are transformed and optimized to improve the learning
capability of the machine learning models. This stage may include normalization, encoding, feature selection,
and statistical correlation analysis to better characterize ndramal anomalous NAS signaling behavior.

Machine Learning AlgorithmsThe system appligtiree Al/ML-based anomaly detection techniques

1 Isolation Forest This modebuilds on random trees to isolate data pointsuses unlabeled datdts
use here is due tanomaliesbeingeasierto isolate because they have shortened paths.

1 One Class Support Vector Machirnehe novelty detection for SVM is used to learn what normal looks
like and then detect anomalies on new data

1 Optimized EnsembleThe Ensembl& a weighted voting system, that combines both model scores in
other to achieve a better overall performance. (wl*scorel + w2*score2).

These algorithms are trained primarily on normal network behavior and are capable of identiéuizdions
that indicate potentially malicious or abnormal NAS signaling activity.

Anomaly Detection The final objective of the pipeline is tetect anomalous NAS messagiesreal time. By
continuously analyzing uplink signaling traffic, the system can identify suspicious UE behavior, signaling abuse,
replay attempts, malformed NAS procedures, or signaling floods that could target the AMF or impact the stability
of the 5G @re network

2.11.1.2RESULTS
The different types of message classifications are defined thusly:

TP indicates malicious NAS messages that the system correctly flagged as abnormal
FP are nomalicious NAS message falsely detected as an abnormal.

FN represent abnormal NAS message that is wrongly sense as a normal.

TN represent legitimate NAS message that is correctly classified.

= =4 =4 =4

The metrics used to analyze performance in terms of Anomaly Detection are as follows:

Precision scoreTP / (TP +FP), A high precision s@odécatesthat most of the abnormal messagase being
detected.

Recall TP / (TP +FN) If most of the abnormal NAS messagdsingcaught, then the Recall score will be high,
otherwise it will be low.

Flscore The Fiscore gives weighted harmonic mean of the precision and recall, where -bet& score
reaches its best value at 1 and worst score at 0 (2*Precision*Recall / Precision*Recall). it gives a balance between
the Precision and the Recall scores.
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Each of the model has a score for Precision, Recall asddfé. The Ensemble takes the average scores of both
models for detection.

AsFigure51 shows,the best performance is given llye OptimizedEnsemble model, witk1 values of 10
meaning fully correct identification of all types

Anomaly Detection on replay attack- 1 in Test Data
100.0%ormal vs Anomaly Detection by Model Mode! Performance Metrics

10608
7 Normal | optimized_ensemble Wo0.0% Confusion Matrix - optimized_ensemble
Anomalies B5.7% 00.0p

Normal 0

ane_class_svm &0 A ]

Number gf Messages
True Label

28.6%

2 Replay 0 1
14.3%

1 @ Precision
Y W FRecall
isolation_forest { [lP-0% A FlScore Normal Replay

o Predicted Label 0
est e e 0 20 40 60 80 100

o o L1855 ens® Performance (%)
e S etirmized- e e (%)

Figure51: Results of the N2 Layer Anomaly Detection testing, showing the differing performances from the 3 implemented models

2.11.2 ANOMALYDETECTION ONG INTERFACENDNEAR TAEALTIMEREACTION

Deniatof-Service (DoS) and Distributed Det&lService (DDoS) attacks on the N6 interface represent one of
the most critical security threats to the 5G Core data plane infrastructure. The N6 interface connects the User
Plane Function (UPF) to externat® Networks (DNs), carrying massive volumes of user traffic and enabling
connectivity to Internet services, enterprise applications, and missigital communication systems. In this
context, malicious UEs can intentionally generate abnormal or exeesai¥ic flows toward the N6 interface,
overwhelming UPF resources and causing severe degradation of network performance, service availability, and
slice isolation mechanisms.

Unlike signalinglane attacks, DoS and DDoS attacks on the N6 interface directly target the data plane capacity
and processing capabilities of the UPF. Attackers may use compromised or malicious UEs to genenatte high
traffic floods, abnormal packet lbsts, malformed flows, or coordinated distributed attacks that consume
bandwidth, CPU, memory, and pack@bcessing resources within the UPF. In network slicing environments,
these attacks become even more dangerous because excessive traffic generaiecwit slice may negatively
impact the performance, latency, and reliability of other slices sharing the same infrastructure. This creates a
major security concern for critical communication services such as public safety, industrial automation,
healthcae, autonomous transportation, and ultneliable lowlatency communications (URLLC), where service
continuity and isolation are essential.

Traditional security mechanisms based on static thresholds, predefined signatures, or conventional traffic
filtering are often insufficient to detect modern DoS/DDoS attacks in highly dynamic 5G envirori@wnts
Attack traffic generated by UEs may initially resemble legitimate-hidiime traffic patterns, making it difficult

to distinguish malicious behavior using conventional shdsed approaches. Furthermore, distributed attacks
originating from multiple UEsan evolve rapidly and adapt to network conditions, increasing the complexity of
detection and mitigation.

To address these challenges, the implementation of abha&kd Anomaly Detection (AD) system integrated
directly with the UPF provides a highly effective and intelligent security mechanism for protecting the N6
interface. By continuously analyzing ugdane traffic behavior, flow characteristics, traffic distribution patterns,
packet rates, and UE activity profiles, theb&ked detection system can identify abnormal traffic conditions
associated with DoS and DDoS attacks in real time. Machine learnorghaits enable the system to learn
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normal traffic behavioof the slice and dynamically detect deviations that indicate malicious activity, even when
the traffic appeargprotocol compliant

The integration of the anomaly detection framework with the UPF is particularly important because it enables
immediate and automated mitigation actions. Once malicious UEs are identified, the UPF can directly enforce
traffic blocking, flow rejection, or ssion termination policies against the attacking UEs, preventing the
malicious traffic from propagating further into the network or impacting other slices. This elospdsecurity
mechanism significantly reduces attack response time and minimizes khef isrgescale service degradation.

2.11.2.1EXPERIMENTATICRTUP

This setuFigure52) is composed of three main functional blocks: CyPerf traffic generation, LoadCore 5G core
emulation, and the N6 anomaly detection platform. The objective is to generate malicious traffic flows, transport
them through a realistic 5G usgtane environmentgdetect anomalies at the N6 interface, and trigger mitigation
actions at the UPF.

At the top of the architecture, CyPerf is used as the traffic generation plaffd®in Two CyPerf agents emulate
the client and server sides of the communication. The DUT network between the two agents is intentionally
disabled, meaning CyPerf is primarily being used as a controlled attack and traffic emulation source.

The generated traffic is injected into the LoadCore environment, which emulates a complete 5G core network.
The setup includes multiple 5G network functions such as AMF, AUSFUIIRMRCF/PCRF, SMF/P@&MNand
UPF/PGWU. This allows the malicious traffic to traverse a realistic 5G architecture before reaching the external
network.

The UE is configured with passthrough mode and 4ptmme functionality enabled. The traffic is forwarded
through the emulated RAN/gNodeBrom the RAN, the traffic reaches the UPF through the N3 interface. The
UPF acts as the usptane anchor and enforcement point within the architecture. The N6 interface is the critical
observation point in this setup because it represents the connectawéeen the 5G core and the external data
network. Since all usgslane traffic exits the core through N6, monitoring this interface enables visibility into
the behavior of UE traffic after processing by the 5G network.

The anomaly detection system is deployed on a dedicated Ubuntu VM connected to the N6 traffic path. The VM
hosts several components:

Collector
Detector
Kafka[36]
Kafkamonitor [37]

= =4 =4 =4

The Qollector captures traffic or telemetry data from the N6 interface and forwards the information through
Kafkafor processing. ThBetector analyzes the traffic behavior and searches for anomalies such as malicious
flows, abnormal traffic rates, suspicious sessions, or attack signatures generated by CyPerf.

The overall workflow begins with CyPerf generating malicious traffic that is transported through the LoadCore
5G infrastructure as if it were legitimate UE traffic. The traffic traverses the RAN and UPF before exiting through
the N6 interface. At this potnthe monitoring platform captures and analyzes the traffic in real time.

When the detector identifies anomalous behavior, it informs the UPF through the defined control or policy
mechanism. The UPF then applies mitigation actions against the malicious UE. Depending on the
implementation, these actions may include traffic bloxki session termination, policy enforcement, or flow
filtering. As a result, malicious traffic generated by the identified UE can be prevented from reaching the external
network.
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Figure52: Experimentation setup for Anomaly Detection on the N6 Interface

2.11.2.2USECASESELECTIONND TRAFFI®ROFILEDESCRIPTION

Autonomous driving was selected as the use case for validating the anomaly detection mechanism at the N6
interface because it represents a highly critical 5G application. Connected vehicles depend on reliable and secure
low-latency communication, where abmmal or malicious traffic can directly impact service continuity and
safety.

With the number of connected and autonomous vehicles growing on the road, the need to have communication
infrastructure that supports them has grown with it. VehitbeEverything (V2X) communication enables
vehicles to exchange the information reahe with other vehicles, infrastructure, pedestrians and network. This
communication creates modern Intelligent Transportation System (ITS). One communication type,-tdehicle
Network, has enabled ITS to communicate with services that extend beyond localadinestunication[38].

With V2N communication cars are able to receive direct communication from network. The technology enables
us to drive vehicles remotely, download software updates over the air, manage traffitmealetc.

The safety critical nature of V2X communication brings low latency requirements on many of its traffic classes.
ETSI ITS cooperative messages must be delivered within 100 milliseconds to remain operationally meaningful.
In case of remote or teleperated diving scenario latency requirements are more rigid, requiring less than 20
milliseconds of delay. The constraints introduce a fundamental vulnerability: Denial of Service or Distributed
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Denial of Service Attacks. The attack does not need to bring down wifadstructure;it just needs to push
latency past the threshold at which communication becomes useless. This makes DoS/DDoS uniquely and
disproportionally dangerous in V2X environments compared to conventional networks.

Since the N6 interface carries uggane traffic between the 5G core and external application servers, it provides

an ideal observation point to detect suspicious behavior affecting autonomous driving services. This makes the
scenario suitable for evaluiag realtime anomaly detection and URfased mitigation under realistic and
missioncritical network conditions.

Tablel2 provides a consolidated bitrate reference across all traffic classes. Note that in practice, many of these
flows are concurrent: a single vehicle in a remote driving scenario simultaneously generates sensor data (UL),
receives control commands (DL), streamdeo (UL), and exchanges CAMs (both)

Tablel2- Consolidated traffic profile for the autonomous drive use i@ [43] [44] [45] [46] [47] [48]

Traffic Class Protocol Min Bitrate Max Bitrate Direction
ETSI ITS Messages (all) UDP/BTP 1.2 kbps 240 kbps Both

l, CAM only UDP/BTP 0.8 kbps 64 kbps Both

L, DENM only UDP/BTP 2.4 kbps 32 kbps Both

l, CPM only UDP/BTP 2.4 kbps 240 kbps Both

l, VAM only UDP/BTP 1.2 kbps 32 kbps Both
Remote Driving — Control  UDP 40 kbps 1,200 kbps Downlink
Remote Driving — Video UDP/RTP 2 Mbps 10 Mbps Uplink
Remote Driving — Sensors  UDP 8 kbps 8 kbps Uplink
OTA/PKI / Certs TCP/TLS ~1 MB/session 2 GB+/session  Downlink
FCD / Probe Upload TCP/MQTT <1 kbps avg ~10 kbps Uplink
MEC Safety Warnings TCP/MQTT  <5kbps ~50 kbps Downlink
HD Map Upload TCP/HTTPS 100 kbps burst 10+ Mbps burst  Uplink

2.11.2.3ANOMALYDETECTIORESIGN ANMODELEVALUATION
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Figure53: Fullpipeline for Anomaly Detection in the N6 Interface

Figure53shows the full pipeline for detecting Anomalies in the N6 interf&@=ga generations handled by both
CyPerf and LoadCote create realistic 5G network traffic and attackéie Collector converts each pcap file into
CSV format containing network flow records and forwards the CSV to the Deté&etoh. row in the CSV
represents one network flownd the CSV includes extracted flow statistics thatve as input features for the
ML model.

Flowlevel features are extracted from the CSV data. These features are what the ML model uses to distinguish
normal traffic from attacks. The feature set includes:

1 Volume features total forward packets, total backward packets, total bytes forward, total bytes
backward, packets per second, bytes per second, flow bytes per second.

1 Timing featuresflow duration, forward intefarrival time (mean, min, max, std), backward irtéerival
time (mean, min, max, std), active time, idle time.

1 Protocol features TCP SYN flag count, TCP ACK flag count, TCP FIN flag count, TCP RST flag count, TCP
PSH flag count, SYN/ACK ratio, protocol type distribution.

1 Entropy features source IP entropy per time window, destination port entropy, packet size entropy.
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1 Packet size featurepacket length mean, min, max, std (forward and backward), payload size
distribution.

TheFeatures are normalized before being fed to the model to ensure consistent scale across different feature
types.

Model trainingis split in3 steps as follows

1 Step 1- Dataset uploadLabeled CSV datasets are uploadedatasetmanagemencomponent Each
dataset is tagged with its type and version (e.g., "v2n_benign_v1", "v2n_udpflood v1").

9 Step2- Training The algorithm used on this anomaly detection is the Iso Forest

1 Step3- Threshold/decision boundary settingfter training, the model's decision boundary or anomaly
threshold is calibrated using validation data.

Models are evaluatedffline, which tracks each experiment's configuration, parameters, logs, and reghés.
usedevaluation metricare:

Accuracy: overall percentage of correct classifications

Precision: percentage of flagged flows that are actually malicious
Recall: percentage of actual attacks that are detected

Flscore: harmonic mean of precision and recall

Detection latency: time from attack start to first alert

False positive rate: percentage of benign flows incorrectly flagged

=A =4 =4 =4 -4 A

The trained model is exported frooffline environmentand deployed into the existing detection pipeline.

2.11.2.4RESULTS

An Isolation Forest model is trained exclusively on 15 minutes of benign V2N traffic (301 samples, 25 features,
30-second time windows). During testing, the model flags any traffic that deviates significantly from the learned
baseline Raw pcap captures are converted to CSV flow features using a custom Python script that computes 25
features per flow per time window, including volume metrics, timing statistics, packet size distribution, TCP flag
counts, and source IP entrogyrom this, the model identifies two possible types of traffic:

1 Benign traffic This is generated b$0 UEs generatg V2N telemetry using Keysight LoadCore with
Stateless UDP: 3dfyte payloads at 10 packets per second per vehicle, based on 3GPP TS 22.186. Traffic
Fft26a GKNRBdzZK GKS SydzZ 4GSR pD O2NB 6!9 M 3Ib. ! a
1 Attack traffic: Synthetic UDP flood, SYN flood, and Slowlatiacks are generated with varying
intensities to test the detector's ability to distinguish between normal V2N traffic and DoS attacks.

The testing, the results of which can be seeRigure54 and Figure55, shows that the model reaches a 99,5%
accuracy with a false positive rate of only 1%
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=== Overall Results ===

Benign: 301 | UDP flood: 301 | SYN flood: 301 | Slowloris:

precision recall fl-score support

Benign 1.00 0.99 8.99 301
Attack 1.00 1.00 1.00 903

accuracy 1.00 1204
macro avg .00 . 1.00 1204
weighted avg .00 - 1.00 1204

Per-type detection:
Benign correct: 298/301 (99.0%)
UDP flood detected: 301/301 (100.0%)
SYN flood detected: 301/301 (100.0%)
Slowloris detected: 301/301 (100.0%)

Anomaly scores (lower = more anomalous):
Benign: mean=0.3302, min=-0.2061
UDP flood: mean=-0.0325, min=-0.1186
SYN flood: mean=-0.0621, min=-0.1304
Slowloris: mean=-0.0407, min=-0.1796

Figureb4: Overall result®f the Anomaly Detection testing at the N6 Interface
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Figure55: Graphical representations of the resutifthe Anomaly Detection testing at the N6 Interface

2.12KP$§ RELATING BBCURITXNDCONFORMANCEESTING

ThisSectioncontains KPIs relating to Security and Conformance testing:
- Security Conformanc&SEQ

The security conformance testing KPIs are based on NF cotyfomithh the 3GPP specificatiaand in general
those tests areeferred toas Security Assurance Specification (SCAS) W81 the auspices @GSANDBOX
those tests are aligned with the Release 18 of TS 33.512 (AMF), TS3&33)4nd TS33.518)DM)

The leyaspects of 5G SCA&stingare the following

1 Threat Modeling and Analysis: SCAS testing begins with a detailed threat modeling process, identifying
potential security risks specific to 5G networks, including threats from malicious actors, system
vulnerabilities, and potential attack vectors.

1 Security Architecture Reviewnvolves a thorough examination of the 5G network architecture,
including core network elements, virtualized infrastructure, and network slicing capabilities, to ensure
adherence to security best practices and standards.

1 Protocol and Interface Testing: SCAS testing evaluates the security protocols and interfaces used within
5G networks, such as authentication mechanisms, encryption protocols (e.g., AKA, EAP), and network
interfaces (e.g., between radio access and core peéts), to verify their effectiveness against intrusion
attempts and data breaches.

1 Performance and Resilience Testing: Beyond security protocols, SCAS testing assesses the performance
and resilience of security measures under various operational conditions, including high traffic volumes,
network congestion, and during emergency situaip ensuring continuous protection without
compromising network performance.
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1 Compliance and Certification: SCAS testing ensures compliance with international security standards
and regulatory requirements specific to 5G networks, facilitating the certification process for network
operators and service providers.

2.12. 1 TESTETUP
The executiorof SCA$esting made use ofthe following tools:OpenTAP Test AutomatiphoadCore 5G Core
Network Simulatorand SCASmpairments Source Ced33] [46]. Open5GS was used as the testing taigéi.

For the purposes of the test, a LoadCore configuration is established viherAMKAccess and Mobility
Management Functioriy configured as thBUT(Device Under Tedi).this setup, the AMI5 isolated to ensure
focused testing. LoadCore is responsible for generating traffic, which originates from User Equipment (UEs) and
the gNodeB (gNBThis configuration allows for a controlled environment where the performance and behavior

of the AMF can be accurately assessed under various traffic conditions and with a special focus on security.

The SCAS testing set features many differenttests that test the security of individual network components.
In the followingTablel3, Table14 and Tablel5, these subtests and their requirementare described for the
AMF, NRF and UDM respectivélgr each component, a portion of these staists were carried out.
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Tablel3- Security Assurance Specification (SCAS) Testing for the Access and Mobility Management Function (AMF). Reference: TS33.512.

SAND
BOX
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NF

Category

Sub
Category

Sub Reference

Testing Name/Reference

Requirement Description

AMF-Specific Security Requirements and Related Test Cases

Authentication and Key Agreement Procedure

(=)

Synchronization|
Failure Handlin

4.2.2.1.1 (A, B) |Synchronization failure handling

4.2.2.1.1(A) AUSF responds to Authentication message form DUT|
(AMF)

4.2.2.1.1 (B) OE[ HT YOt Uk qHI 3t GYUT HqVYH

DUT (AMF)

Upon receiving an authentication failure message with synchron
failure (AUTS) from the UE, the SEAF sends an
ausf_UEAuthentication_Authenticate Request message with a
"synchronisation failure indication" to the AUSF.

RES* Verification Failure Handling

42212 (A B, g
D)

RES* verification failure handling

42212 (A)

The UE sends RR with SUCI to the DUT (AMF) and i
RES*

42212 (B)

The UE sends RR with 5G-GUT]I to the DUT (AMF) ai|
incorrect RES*

4221.2(C)

The UE sends RR with SUCI to the DUT (AMF) and R

4221.2 (D)

The UE sends RR with 5G-GUT]I to the DUT (AMF) ar

The SEAF shall proceed with step 10 in Figure 6.1.3.2-1 and aftel
receiving the Nausf_UEAuthentication_Authenticate Request meq
from the AUSF in step 12, proceed as described below: (1) if the
has indicated in the Nausf_UEAuthentication_Authenticate Resp:
message to the SEAF that the verification of the RES* was not su
in the AUSF, or (2) if the verification of the RES* was not success|
the SEAF, then the SEAF shall either reject the authentication by
an Authentication Reject to the UE if the SUCI was used by the Ul
initial NAS message or the SEAF/AMF shall initiate an Identificat]
procedure with the UE if the 5GGUTI was used by the UE in the i
message to retrieve the SUCI and an additional authentication af]
may be initiated. Also, (3) if the SEAF does not receive any
REusf_UEAuthentication_Authenticate Request message from th
as expected, then the SEAF shall either reject the authentication
JiR&SHitiate an Identification procedure with the UE.

N/A

N/A

N/A

Security Mode Command Procedure

4.2.2.3.1

Replay protection of NAS signalling messages

AMF shall support replay protection of NAS signalling messages|
between UE and AMF on N1 interface." as specified in TS 33.501
clause 5.5.1

4.2.2.3.2

NAS NULL integrity protection

NIAO shall be disabled in AMF in the deployments where suppor
unauthenticated emergency session is not a regulatory requirem

4.2.2.3.3

NAS integrity algorithm selection and use

The AMF shall then initiate a NAS security mode command proc
and include the chosen algorithm and UE security capabilities (t
detect modification of the UE security capabilities by an attacker),
message to the UE (see sub-clause 6.7.2 of the present documel
AMF shall select the NAS algorithm which have the highest priori
according to the ordered lists." as specified in TS 33.501 [2], clau|
55.2.

N/A

N/A

Security in Intra-RAT Mobi

4.2.2.4.1

Bidding down prevention in Xn-handover

In the Path-Switch message, the target gNB shall send the UE's §
security capabilities received from the source gNB to the AMF. T|
shall verify that the UE's 5G security capabilities received from th
gNB are the same as the UE's 5G security capabilities that the A
locally stored. If there is a mismatch, the AMF shall send its loca|
stored 5G security capabilities of the UE to the target gNB in the

Switch ETSI 3GPP TS 33.512 version 16.3.0 Release 16 14 ETS| 1
VV16.3.0 (2020-08) Acknowledge message. The AMF shall suppor
capabilities for this event and may take additional measures, su
raising an alarm.

4.2.2.4.2

NAS protection algorithm selection in AMF change

If the change of the AMF at N2-Handover or mobility registration
results in the change of algorithm to be used for establishing NA
security, the target AMF shall indicate the selected algorithm to tf|
as defined in Clause 6.9.2.3.3 for N2-Handover (i.e., using NAS
Container) and Clause 6.9.3 for mobility registration update (i.e.,
NAS SMC). The AMF shall select the NAS algorithm which has tH
highest priority according to the ordered lists (see sub-clause 6.7
the present document).

N/A

5G-GUTI allocation

4.2.251(A, B, G

I6G-GUT]I allocation

42251 (A)

5G-GUT!I allocation

4.2.25.1(B)

5G-GUT!I allocation

A new 5G-GUTI shall be sent to a UE only after a successful acti
NAS security. The 5G-GUTI is defined in TS 23.003 [4].

Upon receiving Registration Request message of type “initial
registration” or "mobility registration update” from a UE, the AMF|
send a new 5G-GUTI to the UE during the registration procedure
Upon receiving Registration Request message of type “periodic
registration update" from a UE, the AMF should send a new 5G-
the UE during the registration procedure.

Upon receiving Service Request message sent by the UE in resp
Paging message, the AMF shall send a new 5G-GUTI to the UE.

42251 (C)

5G-GUT!I allocation

5G-GUTI shall be sent before the current NAS signalling connecti
released.

NOTE 1: Itis left to implementation to re-assign 5G-GUTI more
frequently than in cases mentioned above.

N/A

Security in
Registration
Procedure

4.2.2.6.1

Invalid or unacceptable UE security capabilities handlirtje REGISTRATION REQUEST message is received with inval

unacceptable UE security capabilities (e.g. no 5GS encryption
algorithms (all bits zero), no 5GS integrity algorithms (all bits zer|
mandatory 5GS encryption algorithms not supported or mandato|
integrity algorithms not supported, etc.), the AMF shall return a

REGISTRATION REJECT message.
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Tablel4- Security Assurance Specification (SCAS) Testing for the Network Repository Function (NRF). Reference: TS33.518.

[ Category Caf(:gbory Sub Reference) Testing Name/Reference Requirement Description

=

42221 NF discovery authorization for specific slice Upon receiving an authentication failure message with
synchronisation failure (AUTS) from the UE, the SEAF sends an
Nausf_UEAuthentication_Authenticate Request message with a
"synchronisation failure indication" to the AUSF and the AUSF s
Nudm_UEAuthentication_Get Request message to the UDM/ARP
together with the following parameters:

- RAND sent to the UE in the preceding Authentication Request,
- AUTS received by the SEAF in the response from the UE to tha
as described in clause 6.1.3.2.0 and 6.1.3.3.1.

/An SEAF will not react to unsolicited "synchronisation failure
indication" messages from the UE.

The SEAF does not send new authentication requests to the UE
having received the response to its
Nausf_UEAuthentication_Authenticate Request message with a
“synchronisation failure indication" from the AUSF (or before it ig
out). "

as specified in TS 33.501[7], clause 6.1.3.3.2.

Cases
N/A
NF Discovery Procedure

NRF-Specific Security Requirementss and Related

Tablel5- Security Assurance Specification (SCAS) Testing for the Unified Data Management (UDM). Reference: TS33.514.

Sub

NF Category CaliEy Sub Reference) Testing Name/Reference Requirement Description

@ 3 4.2.1.1 De-concealment of SUPI from the SUCI based on the[The SIDF shall resolve the SUPI from the SUCI based on the pro
8 3 protection scheme used to generate the SUCI scheme used to generate the SUCI." as specified in TS 33.501 [2]
8 g 58.2.

° < 3

2 =z g

2 -

o [

8 3

% = 4.2.2.1 Synchronization failure handling When the UDM/ARPF receives an Nudm_UEAuthentication_Get
g g message with a "synchronisation failure indication" it acts as

] 3 described in TS 33.102 [9], clause 6.3.5 where ARPF is mapped f|
g < > HE/AuC. The UDM/ARPF sends an Nudm_UEAuthentication_Get]
; z }(’\ Response message with a new authentication vector for either Ef
g ¥4 g or 5G-AKA depending on the authentication method applicable f
54 % B user to the AUSF, asspecified in TS 33.501 [2], clause 6.1.3.3.2.
2 58

3 2 o 4.2.2.2 Storing of authentication status of UE by UDM The UDM shall store the authentication status of the UE (SUPI,
(g- é authentication result, timestamp, and the serving network name)
= < 2 authentication" as specified in TS 33.501 [2], clause 6.1.4.1a.

3| = | 3

2.12.2RESULTS

Tablel6 presents the results for every test case executed@nOpen5GS deployment. Passes are marked green
whereas fails are marked in red, with a reasoning for the failure given in the final collmamesults show that
the AMF and NRF implemented on Open5GS and therefore e8A®BOX are not fully compliant with the
3GPP SCAS. Most of the errors are related to-miptementation and lack of software that implements certain
expected behaviour.

Tablel6- Results of all carried out SCAS tests on the AMF, NRF and UDM of the Open5GS Instance

Test Failure Reasons
Identification
Network (Document Success
Function| Document Section) Criteria

AMF TS 33.512
AMF TS 33.512

AMF TS 33.512
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AMF TS 33.512
AMF TS 33.512
AMF TS 33.512

AMF | TS 33.512
AMF | TS 33.512

AMF TS 33.512

AMF TS 33.512
AMF TS 33.512

AMF TS 33.512

AMF TS 33.512

AMF TS 33.512

AMF | TS 33.512
AMF | TS 33.512

AMF TS 33.512

NRF TS 33.518
UDM TS 33.514
UDM TS 33.514
UDM TS 33.514

2.13KP§ RELATING Ad/ML

ThisSectioncontains KPIeelating to Al/MLValidation

- Al/ML AccuracyAMA)
- Al/ML Effectiveness ImprovemeriiNB)

The AI/MLKPItesting methodologyfor 6GSANDBOMas developedduring the second round of OCs at the
Athens Testbedduring whichone of the OCs was interested in testiag-ederated Learning (FL) mechanism
designed for accurate forecasting of energy consumptjeneration for householdtghrough the integration of
external data sourcesthisconsisted of two main modules, one for tiierecasting of generation and one for
the forecasting of consumptiormhe FL mechanism would make use of both historical energyalataside
data collected from locally deployed weather stations and IoT agents in the housefiblelsconsumption
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moduleendpoints collect only locally generated data, aggregating themdatly totals andraininga separate
ML-based forecasting model.

Forthe purposeof Al/ML validationwithin 6GSANDBO)a trial network is instantiated consisting of &ain
components

- Open5GS to serve as the netwadre[47].
- The UERANSIM to@hich provides the trial network with multiple UEs and gNodgiB$
- Adedicated FL server

Two types of FL clientwre integratedinto the trial network Existingclients (deployed onthe experimentef a

premises) have been configured to access the FL seiv&PNover the Internet, while additional FL clients are

initiated on the trial network, each served by a corresponding UE simuldatedugh the use oftJERANSIM

Besides the FL clients, a number of UEs are instantfateétie purpose of generating background traffiaring
experimentation. This trial network set up, in thiscasepari t SR (G KS @It ARFiGA2y 2F pDQa
the service of forecasting at a large scale.

Following proper model traininghe results were subjected to aevaluationmethodology Thisincludedthe
calculation ofmetrics such asMean Square ErrorMSB, Mean Absolute ErrorMAB, and Mean Absolute
Percentage ErroMAPB and Symmetric Mean Absolute Percentage Error (SMAPESe metricsompare the
predicted result to the real result, thysroviding theAMA KPI These metrics are universal, and as such the
methodology can be adapted for use many other different Al/ML testing implementations.

Theaccuracy ofin Al/MLmodel strongly depends on the availability of sufficient training diatshis casefrom

the available daily time series, 80 of the samples are used as the training set; the remainifg 86rve athe
test/validation set A supervised ML regression model is trained on thé688egment to predict neXtay
consumption given past daily totals (and implicitly the patterns reflected in them), and its performance is
evaluated on the 206 holdbut set using MAPE and SMAPE. Based on the findings when the same training
procedure is repeated with progressively longraining setge.g.data representing &w months vs. a full year),

the resulting MAPE decreases, demonstratimg positive relationship between the sipé the training set ad

AMA. Thisprocessof modifying the scope of the training datasstd investigating its impact ofMA provides

the AMEKPI.

Figure56 shows a graphical representation of tAeMA KP] comparing the actual results against predicted
results & a measure of accuracy of the Al/ML model.
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Daily Energy Consumption: Actual vs Predicted

3000 { —e— Actual Daily Consumption
Predicted Daily Consumption

2800 1

2600
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S ~° N 2
Figure56 - Graph showing a comparison between Actual Energy Consumption vs Energy Consumption predicted by the Al/ML model

Athens AI/ML Experimentation

Figure57 showsthe Mean Absolute Percentage Error (MAPE) and its symmetric variant SMAPE which clearly
indicateshow the forecasting accuracy improves as the horizon of available data incrddseds gyraphical
representation of theAMEKPI

Average percentage error

30,00%
25,00% | - m-—SMAPE

op

2\ [/ \ ——
20,00% | AN . Mt

(A '
15,00% o
10,00%
5,00% - ®
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Learning horizon (in days)

Figure57 - Graph showing progression of Average Percentage Error as the amount of training data available to the AI/ML model was
increased in Athens AlI/ML Experimentation

3 REPORT ONONTINUATION ABENCHMARKINBEFFORTS

Deliverable 5.2overed some of the initial KPI measuremefforts in 6GSANDBOXmnost of which were then
put into a contextof benchmarking/calibrating the four platfornjg9]. This was done by deploying the same
Referencelrial Network(RTN)n each of the four different platforms with identicanfigurations and running
a series of testdo generate a block of KPIkleally, the four platforms would show if not identical then
comparable results for each of these, confirming a base levfeahationalitythat could be used in the future to
validate platform performanceAs Deliverable D5.3 shed, this was not the casevith the platforms showing
significant performance deltais all tested KPINot only was this deemednacceptable, but it was also an
extremely surprising result, meriting further investigation.
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3.1 PHASR?

The initial results collected in Deliverable D&&e the result of the deployment of ReferenceTrial Networks

with identical parameters and allocations, but these deployments were still done essentially by hand. At the
point in which D5.3 was being produced and the results generated, the TNLCM Trial Network deployment
infrastructure was not yefully operationaland could not be used for the deployment effoitherefore,
engineers at each platform deployed tReferencelrial Network manually and without all of the infrastructure
consistencythat comes with TNLCM. For Phase 2 of the benchmarking investigat@LM was ready and
operational at all platforms and was used to deploy the Reference Trial Networkfatimplatforms.The full

battery of tests described in D5.3 were performed again, on the Reference Trial Network with the exact same
deployment parameters as described in D5.3 as Wélé results for this second phase of benchmarkirg

shown in the tables belowDnce again, for each KPI, the best perfornglagform is chosen as the Baseline, and

any results that improve over the baseline are showrgisen For KPIs that were measured with varying
amounts of UEs, the delta shown is the average delta acrosssall EquipmentyE amounts. For ease of
reference, the measured KPIs are as follows:

Peak Data Raté®DR

User Experienced Data Rat¢ldR
Packet Loss RatPI(R

User Plane LatencyPL

Delay Deviation/Jitter@DJ
Control Plane Latenc Pl

=A =4 =4 4 -4 A

Tablel7 - Benchmarking Phase 2 Results P@¥RKPI

Athens 49,34 39,24

Berlin Baseline
Malaga 37,25 9,46
Oulu 8,58 3,82
OverallPhase 1 Average 47,72 64,97
Overall Phase 2 Averag 31,72 17,51

Tablel8- Benchmarking Phase 2 Results (WRKPI

Athens 57,97 51,39
Berlin Baseline
Malaga 35,59 17,7
Oulu 53,82 52,02
Overall Phase 1 Averag 0,56 14,07
Overall Phas® Average 49,13 40,37

Tablel9- Benchmarking Phase 2 ResultsPaURKPI

Athens 45,79 42,6
Berlin 7,09 13,44
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Malaga Baseline
Oulu 25,67 16,4
Overall Phase 1 Averag 7,43 73,86
Overall Phase 2 Averag 26,18 24,15

Table20- Benchmarking PhaszResults fotJPLKPI

Athens 21,4 4,97
Berlin 31,38 5,85
Malaga Baseline
Oulu 25,67 16,4
Overall Phase 1 Averag 1842,32 6217,22
Overall Phase 2 Averag 26,29 9,07

Table21- Benchmarking Phase 2 Results D@ JKPI

Athens 30,00 541
Berlin Baseline
Malaga 26,67 18,92
Oulu 16,67 10,81
Overall Phase 1 Averag 3408,33 1505,56
Overall Phase 2Average 24,45 11,71

Table22 - Benchmarking Phase 2 Results @tLKPI

Athens 0,00
Berlin 0,00

Malaga Baseline
Oulu 0,00

Overall Phase 1 Averag: 8,78
Overall Phase 2 Averag: 0,00

The efforts undertaken in Phase 2, the introduction of the TNL@® consolidation of allirtualization
parameters and the standardization of the Vnet appear to have had a significant effect on the deltas between
the platforms. In general, the truly massive deltas have completely disappeared, meaning all platforms are now
at least comparable. In some caskise forthe three latencybased KPIs, the Phase 2 efforts have reduced the
observed deltas dramaticallgown to averages of 30% or lower. The deltas forRh&how an improvement

in downlink, but a widening of the performance gap in the uplidlost interestingly, the deltas for the DR
appear to show a worsening performance differential compared to Phase 1.

Despite the general trend for deltas between Phase 1 and Phase 2 being downwarahtineing lack of parity
has a few potential implications. Firstly, it would make Reference Trial Network and the benchmarking
methodolog less useful as methods to validate potential newSENDBOX platformBor example, based on

Grant Agreement01096328t 6GSANDBOX HORIZONUSN&022 57



%AON)[% Deliverable B.5

Tablel9, a new platform showing BLResult45% worse than the baseline would have to be accepted, as these
results show that to be within the expected level of variaritieis could potentially obscure any underlying issues
with said new platform It also means that testing within 66ANDBOXs not platform agnostiog any
continuation of a previous test campaign would have to be undertaken on the original platform it was executed
on, or else all previous measurements would have to be retaken to account for the performance disparity.

It is with these two reasons in mind that thevestigation was continued, with the goal to try and further the
consortiums understanding of the underlying reasoning beneathpterdormance disparities and if they could
be manipulated

3.2 PHASE3

The testing described in Phasec@nstituted4 deployments that, in terms of the virtualization layer, re@s

close to identical as was deemed to be possibleerefore, any further investigations or parameter manipulation
would need to go deeper, beyond the simple deployment parameters set within the TNCLM. Before such a
campaign could be undertakeit,was necessary to understartide validity of the deltas measured in Phase 2.
With the results as they are, i6 impossible to discern what proportion of the deltas represent tisparity
between the platforms and whairoportion can be explained by the Measuremdudincertainty MU) inherent

in the measurement of the chosen test cases in the Reference Trial Network. In order to determine this MU for
each KPlthe Reference Trial Network was deployed timee completely identical laptopavhich were
configured as hosts within the TNCLM deployed in the Keysight Technologies premises in Belgstamdahd
battery of benchmarking tests would be run on ealdployment6 times, and thevariance in theesults would

be compared between athree. For each server, an average value for each KPI would be taken based on these
6 iterations. TheMU would be presented as the coefficient of variation between each of the 3 hosts for a given
KPI. If one of the platform parity measurement deltas fell below this uncertainty value, it could not be
conclusively attributed to being caused by platform disggariOn the other hand, if a platform parity
measurement delta was larger than thdélJ value, the differences in performance coulill be stated to be due

to platform disparity, and not due to an expected variance in the measurement.

Table23- Benchmarking Phas®Results foPDRKPI

2,18 2,72
Athens 47,16 36,52
Berlin Baseline
Malaga 35,07 6,74
Oulu 6,40 1,10
Overall Phas@ Average 31,72 17,51
Overall Phas& Averagewith MU Considered 29,54 14,79

Table24 - Benchmarking PhaseResults fotUDRKPI

0,45 10,51

Athens 57,52 40,88
Berlin Baseline

Malaga 35,14 7,19

Oulu 5337 41,51
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Overall Phas@ Average 49,13 40,37
Overall Phase 2 Average with WConsidered 48,68 29,86
Table25- Benchmarking Phas®Results foPLRKPI
Uplink MU % Uplink MU %
1,83 1,75

Uplink Delta%- MU % | Downlink Delta%- MU %

Athens 43,96 40,85
Berlin 5,26 11,69
Malaga Baseline
Oulu 23,84 ‘ 14,65
L hewe
Overall Phas@ Average 26,18 ‘ 24,15
Overall Phase 2 Averageith MU Considered 24,35 22,40

Table26 - Benchmarking Phas®Results fotJPLKPI

Uplink MU %

18,14

Downlink MU %

13,55

Uplink Delta%- MU % | Downlink Delta%- MU %
T e T E—

Overall Phas@ Average

26,29

Athens 3,26

Berlin 13,24 0
Malaga Baseline

Oulu 7,53 2,85

Averages

9,07

Overall Phase 2 Averageith MU Considered

8,15

0,95

Table27 - Benchmarking Phas®Results foDDJKPI

Downlink MU %

Uplink MU %

10,44 10,88
Platform Uplink Delta%- MU % | Downlink Delta%- MU %
‘ 19,56 ‘ 0 ‘

‘ Athens
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Berlin Baseline
Malaga 16,23 8,04
Oulu 6,23 0
Overall Phas® Average 24,45 11,71
Overall Phas@ Averagewith MU Considered 14,01 2,68

Table28- Benchmarking Phas2Results folCPLKPI

0,98
Athens 0,00
Berlin 0,00
Malaga Baseline
Oulu 0,00
Overall Phas@ Average 0,00
Overall Phase 2 Averageith MU Considered 0,00

For most of the KPlIs in question, the measurement uncertainty determined by the Phase 3 iesting low,

in the sub 5% rangén these cases, the deltas determined over the course of Phase 2 can be said to still be valid
and represent unexplained differences in performance betweenrstiwmingly identical virtual deployments of

the 4 platfams. There are&s KPIs where¢he MU is notably higher, those being tt¢DRin DL,UPLin both
directions and thédDJin both directionsAll of these are in th&0%to 20%range andherefore have a greater
impact on the ability to draw conclusions on their respective Phase 2 redilite the MU folUDRin downlink

isquite high at 10,51%he deltas drawn from Phase 2 are still relevant even when it is consideséty around

30% on averagé.he story is a little different for thePLwhere both MU valueare such that, when considered
alongside the Phase 2 deltas, it becomes more difficult to say if these are still relevant Aadtaslar pattern

can be seen in thBDJresults, albeit to a less extent.

It is worth noting that the combination of MU values with the Phase 2 deltas should be seen in an indicative
senseand not as exact realities. The differences in the hardware/setup between the MU tests and the Phase 2
testing are significant, however the Phase 3 MU results do give two clear conclu§iosidy, that certain
measured KPIs in the deployed RTNs have a significant level of variecacross identical hardware, which
could be something that requires further investigation in the futarel secondly that the Phase 2 deltas (with

the possible exception of thePLdeltas)still consist of valid representatiorts the difference in performance
between theplatforms andcan be used as grounds to inform future work.

3.3 PHASH

The final phase of work undertaken in the benchmarking efforts witht8B@EDBOX was an investigatiato
if certain underlying hardware factors could be manipulated affect the performance ofvirtualized
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deployments in predictable, systematic way$e onus for this task was the resulfsnerated by Phase 2: if
everything possible had been done in the virtual laythe only way to try and bring the platforms closer to
parity was to go deeper into factors below the virtual layérfactors were chosen for this phase of the
investigation

1 ConsistencyWhile not technically a hardware factor, it was important to determine the consistency of
generated results at a platform for two reasons, the first of which being to provide a good baseline of
average performance for each KPI to compare against thdtsegenerated when modifying the other
FILOG2NA® {SO2yRfeéx NBadzZ 6&a& KSNBE g2dzZ R | fcaf2 aSNBS
multiple tests in a row showed a consistent result for a given KPI, changes in the result of said KPI
observed when radifying other factors could be definably said to be influenced by those modifications.

If a platform showed a lack of consistency, this would become more difficult, and furthermore it may
indicate an underlying issue with said platform.
0 To collect consistency results, the full suite of tests was run on the platform 8 times in a row.
An average value for each KPI calculated based on these 8 datapoints. The RTN was set up with
20 UEs for all iterations

 Interference¥ hFiSy NBFSNNBR (2 a ab2Aadd bSAIKOZ2NERE AY
same host/machine as a target VM is known to be able to have a marked effect on the performance
and consistency of the target VM. Work within Keysight has showrtlileatan occur even when the
neighboring VMs are idle, which could pose significant issues within the contextABGBOX.
0 To collect results about the effects of interference, different TNs/VMs were collocated with
the RTN in different configurations, and the resultant KPIs from4TWdre collected. The RTN
was set up with 20 UEs for these tests

1 CPUand MemoryAllocation: CPU core and amount of RAM are the two main resources granted to a
VM upon deployment, and as such were obvious candidates for the Phase 4 investigation effort. The
RTN has 3 constituent components and therefore 3 VMs to modify and investigate the fesults

0 To collect results about the effects of CPU and Memory allocation, first minimum values for
both allocation types for all 3 VMs in the RTN were determined experimentally. Maximum
values were set as 8 Cores and 16Gb for CPU and Memory allocation respeglivest cases
were then run on with each of VMs set to either minimum, maximum, or their default values.
This was repeated for each VM, as well as a set of tests run fortla#i ¥Ms set to both their
maximum and minimum configurations. The RTN was set up with 20 UEs for all of these tests.

Tests relating to these factors were performed at the Athens and Berlin platforms due to their availgbility.
the Adaptive Calibration Deltas in this section, deltas showing rebatter than the baseline are represented
in blueand deltas showing results worse than the baseline are showaxin

3.3.1 CONSISTENCY

As described aboveconsistency testing involved subjecting the RTN deployment at a given platform to 8
consecutive cycles of the full test set in a row, in order to both examine the consistency of the platform and, if
said platform proved to be consistent, determine an aggraeference value for each of the KPIs. Both the Berlin
and Athens platform participated in this testing, with notably different results. In the following tables, UL refers
to the Uplink direction and DL to the Downlink direction.

Table29- Phase 4 Consistency Results for the Berlin Platform

PDRUL 1281,03Mbps 26,24 2,05%
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PDRDL 1340,00Mbps 12,16 0,87%
UDRUL 32,29Mbps 0,29 0,90%
UDRDL 30,63Mbps 0,22 0,71%
PLRUL 6,70% 0,04 0,61%
PLRDL 5,48% 0,03 0,56%
UPLUL 108,78ms 2,83 2,60%
UPLDL 61,94ms 0,68 1,11%
DDJUL 368,78us 26,01 7,05%
DDJDL 431,33us 9,23 2,14%

CPL 0,31s 0,01 1,93%

Table30- Phase 4 Consistency Results for the Athens Platform

PDRUL 956,55Mbps 100,15 10,47%
PDRDL 1239,53Mbps 62,26 5,02%
UDRUL 20,39Mbps 3,41 16,74%
UDRDL 22,75Mbps 2,48 10,92%
PLRUL 7,79% 0,28 3,65%
PLRDL 6,36% 0,24 3,69%
UPLUL 88,02ms 8,35 9,49%
UPLDL 58,54ms 2,89 4,94%
DDJUL 497,33us 39,08 7,86%
DDJDL 486,6us 32,33 6,64%

CPL 0,32s 0,01 1,76%

In general, the Berlin platform shows better consistency than the Athens one in these results, with its highest
Coefficient of Variation (COE) value being 7,05%1fdin Uplink. The COE values in Athens are higher across

the board, even in KPIs where it outperforms Berlin, sucbRls The difference is starkest in the throughput

based KPls, where Berlin shows a sub 1% COE while Athens sees values as high as 16%. This significant
inconsistency in the Athens results makes it more difficult to draw conclusions from the data generatetl fro

for the remainder of Phase 4.

3.3.2

INTERFERENCE

A number of different scenarios featuring different TN and VM configurations were deployed at each platform
to act as interfering agents for the RTN. These were as follows:

1

Scenario 1 (SC1): The RTN is joined by another instance of the RTN with the exact same
parameters/allocation. The second RTN does not perform any actions and is idle throughout the

entirety of the test cases being conducted on the original RTN.

Scenario 2 (SC2): The RTN is joined by another instance of the RTN with the exact same
parameters/allocation. The full suite of test cases is performed on both RTN instances.

{OSYINR2 o 6{/o00Y ¢KS w¢b A& 22X R (sted:ng)to d RdzY Y & §
artificially stress 38 (virtual, as hyperthreading is enabled by default) CPU cores while the test suite is
performed on the RTN.

{OSYFNR2 n o0{/n0Y ¢KS w¢bh Aa 22AYSR o0& | aRdzvyvYe¢
memory read/write load while the test suite is performed on the RTN
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turned off.

In the followingTable31 and Table32, the results for the main RTN are shown in the ACM Delta format: as
NE & LIFiQuies@a&hd Aighird 59 hawNdy &
heatmaps of the data results, for ease of pattern identification and analysiathens, due to restrictions in
platform access, only SC1 and SC2 were performed.
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Table31- Phase 4 Interference Results for the Berlin Platform

7,30
12,78
30,37
22,93

9,03

2,56
12,40

9,99

5,44
10,69

1,53

4,41
11,81
28,62
24,32

6,42

2,29
13,36
10,00
23,22

9,10

0,07

7,63
21,79
37,49

7,29

1,33

5,14
22,36
26,15
55,78
47,49

0,27

4,72
6,17
39,34
57,22
1,53
3,04
5,93
8,79
14,97
4,67
1,39

2,71
4,51
19,15
10,96
3,30
5,33
5,33
5,32
5,94
0,08

0,25
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Figure58- Heatmap of Phase 4 Interference Berlin Deltas

Table32- Phase 4 Interference Results for the Athens Platform

KPI/Direction COV % Value SC1 % Delta SC2 % Delta

PDRUL 10,47 11,92 19,47
PDRDL 5,02 3,03 2,97
UDRUL 16,74 7,17 1,16
UDRDL 10,92 6,98 3,24
PLRUL 3,65 0,42 3,42
PLRDL 3,69 7,62 1,46
UPLUL 9,49 21,53 24,98
UPLDL 4,94 9,72 13,52
DDJUL 7,86 1,89 4,53
DDJDL 6,64 6,97 13,15
CPL 1,76 1,33 0,53
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Figure59- Heatmap of Phase 4 Interference Athens Deltas

The results from Berlin are significantly more relevant for analysis in this case due to the significantly larger COV
values in Athens. A lot of the deltas seerTable32 are impossible to draw conclusions from due to the fact

that they are smaller or of a similar magnitude to the COV valuesUPhealues are some of the only ones that
exceed their COV counterparts and show a significant degradation in performance during both SC1 and SC2.

A lot more can be said about the results from Berlin seehahle31, where almost all the deltas exceed the
relatively small COV values. Much like in Athens, the latency related KPIs see significant hits to their performance
across the board, notably in SC3 with the heavy loading of the hyperthreaded CPU. SC3 in gemesréd e

the scenario that most heavily impacts a large majority of the KPls in Berlin, with significant deltas across the
board with the exception dPLRand CPL

The most interesting result iMable31 however is the results for thelDRand to some extent théLR Apart

from the aforementioned SCBDRappears to show increased performance across the board when interference

A& LINBaSyd 2y (GKS we¢bQa K2ad YIOKAYySd ¢KAA LISNF2NYIY
downlink direction. This is extremely unexpectethe addition of otherVMs/TNs cohabitating with the RTN

was not expected to make the RTN perform better.

As it stands at the time of writing, the consortium does not have a satisfactory explanation for this observed
trend. Some early theories posited that it could be caused by power saving protocols within the host machine.
TheUDRcan be described as a measure of minimum expected performance. With only one TN/VM deployed on
a host machine, the host machine experiences a larger portion of downtime. These longer periods of downtime
could cause power saving protocols on the host maehtio kick in, which may result in the limiting of

performance, especially at the lower end. Once more TNs/VMs are introduced onto the host machine, the
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amount of downtime decreases as the average load on the host machine increases, which theoretically would
discourage the engagement of power saving protocols and cause the bump in performance shown in the test
results.

However, repeating the tests shown in this Section with all accessible power saving protocols disabled showed
no appreciable difference compared to the previous results, meaning that if power saving protocols are the
culprit behind the strange performand®imps noted in the results, said protocols are deeper than the ones that

are accessible in BIOS options of a host machine. More research will be required to determine the exact cause
of this behavior.

3.3.3 CPUALLOCATION

To test the effects of CPU allocation, individual tests would be run with each of the 3 constituent VMs within the
RTN set to a minimum value and a maximum value. The maximum was set to 8 allocated cores, while the
minimum for each VM was determined expagntally as the minimum required for them to function within the
webod 2KAES | 3IAGSY +aQa Itt20FG4A2y g1 & OKIFIy3aSRX
Additionally, a test was run with all tfe VMs allocated the maximum amount and another with the minimum.
Table33 shows the details in terms of CPU core allocation for each of the tested setups.

K

[aN

Table33- CPU Core Allocation Legend for CPU Core Allocation Testing

DN Min

DN Max

RAN Min

RAN Max
Network Core Min
Network Core Max

All Min

All Max

© P A A O B A A
© ~ A A AN N O R
© P © B A A B A

In the followingTable34 andTable35, the results for the RTN are shown in the ACM Delta format: as percentage
RStdla FTNRY (GKS NBaLISOGA @ SFiguieeh andFRghd6ashdawdéatidas 6fthe. | & St A
data resilts, for ease of pattern identification and agals.

Table34- Phase 4 CPU Allocation Results for the Berlin Platform

PDRUL 2,05 4,72 4,52 6,28 6,15 21,51 3,81 18,87 3,22
PDRDL 0,87 5,04 6,17 5,10 9,16 23,48 4,72 33,46 21,42
UDRUL 0,90 11,46 5,55 541 2,21 24,09 5,92 15,96 12,12
UDRDL 0,71 4,65 1,07 7,99 1,86 25,87 1,41 32,17 26,48
PLRUL 0,61 46,64 0,20 34,35 1,28 8,86 2,74 30,96 4,38
PLRDL 0,56 7,37 1,91 39,98 0,44 6,49 0,09 31,18 1,32
UPLUL 2,60 1,24 3,12 0,29 10,74 2,72 3,06 6,12 28,96
UPLDL 1,11 0,19 1,32 0,90 11,99 47,36 0,60 13,38 9,35
DDJUL 7,05 9,00 4,67 8,47 521 125,07 4,40 102,83 2,23
DDJDL 2,14 6,57 3,79 1,47 9,12 271,41 4,02 123,03 2,24
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Figure60- Heatmap of Phase 4 CPU Allocation Berlin Deltas

Table35- Phase 4 CPU Allocation Results for the Athens Platform

KPI/Direction COV % DN Min DN Max  RAN Min RAN Core Core Max AllMin%  All Max
Value % Delta % Delta % Delta Max% Min% % Delta Delta % Delta
Delta Delta
PDRDL 5,02 14,12 0,41 2,72 6,31 43,76 4,80 52,09 0,38
UDRUL 16,74 2,82 4,57 6,15 0,00 8,24 18,89 18,52 6,37
UDRDL 10,92 3,05 0,70 12,94 10,00 14,22 4,93 3,12 5,57
PLRUL 3,65 49,39 1,02 33,81 2,73 6,01 2,09 28,22 2,29
PLRDL 3,69 3,69 1,66 37,68 1,61 1,76 0,69 47,58 1,43
UPLUL 9,49 5,37 1,22 0,49 2,87 15,71 6,54 16,29 1,83
UPLDL 4,94 5,29 3,10 4,90 2,67 67,56 1,75 77,40 1,16
DDJUL 7,86 12,60 7,51 7,10 1,27 145,30 1,47 155,56 10,32
DDJIDL 6,64 24,33 3,21 0,33 2,75 292,31 0,53 314,30 8,34
CPL 1,76 0,91 1,61 0,38 2,92 2,23 2,11 2,10 2,45
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Figure61- Heatmap of Phase 4 CPU Allocation Athens Deltas

Once again, the higher COV values for Athens make it less useful for analysis than Berlin, but some patterns are
present across both platforms. The Open5GS Core VM appears to be very sensitive to low CPU core allocations,
as when the allocation is droppéd 1 all KPIs see significant degradation in performance across both platforms.
Further testing showed however that this effect seems to dissipate quickly, as deltas were already approaching
normal values once the allocation was changed to 2. Another pati€note is the significant improvement in
PLRvalues when the RAN and to some extent the DN are set to their minimum allocation values. The current
theory explaining this counterintuitive effect is that, when multiple cores are assigned to these VMs, the
processing of packets is shared between saitks, and the packets are recombined after processing. This
introduces more opportunity for error and packet loss. When only one core is assigned to this task, no splitting
and recombination occurs, theoretically leading to the improved performance obdeMere research would

be required to fully confirm this hypothesis, however.

The reduction of the RAN CPU allocation to its minimum value also appears to improve the performance of most
of the KPIs across the board in both Athens and Berlin. This might have the same explanation as the
aforementioned pattern in thé’LRresults, but once again more research is required to confirm this.

3.3.4 MEMORYALLOCATION

The sameype of tests describedh the previous Sectiowould also be run to determine the effects of differing
memory(RAM) allocations for the 3 VM3he minimum values were once again determined experimentally.
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Table36- RAM Allocation Legend for Memory Allocation Testing

Setup ID RAN VM Allocation DN VM Allocation Network Core VM AIIocation‘
DN Min 8 4 4
DN Max 8 16 4
RAN Min 8 4
RAN Max 16 8 4
Network Core Min 8 8 2
Network Core Max 8 16
All Min 4 2
All Max 16 16 16

In the followingTable37 andTable38, the results for the RTN are shown in the ACM Delta format: as percentage
RStGlFra FNRY GKS NBALISOGAGS LI FGF2N¥a | @SN IS W. I aSt Ay

Table37- Phase 4 Memory Allocation Results for the Berlin Platform

KPI/Direction COV % DN Min DN Max  RAN Min RAN Core Core Max AllMin%  All Max
Value % Delta % Delta % Delta Max% Min% % Delta Delta % Delta
Delta Delta

PDRUL 2,05 7,67 4,99 17,74 16,79 16,03 0,11 16,64 17,94
PDRDL 0,87 11,49 5,16 17,04 13,32 15,62 1,01 11,97 12,47
UDRUL 0,90 3,82 5,63 15,14 16,37 19,49 6,04 16,32 19,43
UDRDL 0,71 0,24 9,88 4,26 1,68 6,39 0,13 1,21 2,67
PLRUL 0,61 1,73 2,16 11,89 15,55 19,72 3,70 10,94 15,89
PLRDL 0,56 2,42 1,82 14,02 12,55 14,91 2,38 12,36 12,59
UPLUL 2,60 0,89 2,66 9,50 8,38 4,35 2,16 6,38 10,10
UPLDL 1,11 4,26 0,92 8,22 8,69 11,20 1,14 6,29 0,75
DDJUL 7,05 7,11 7,92 5,75 9,01 28,53 3,04 18,50 3,86
DDJOL 2,14 4,71 9,35 17,08 15,92 10,59 10,97 17,77 18,47
CPL 1,93 4,09 0,82 4,10 1,87 0,26 1,18 1,50 0,37
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Figure62- Heatmap of Phase 4 Memory Allocation Berlin Deltas
Table38- Phase 4 Memory Allocation Results for the Athens Platform
KPI/Direction COV % DN Min DN Max  RAN Min RAN Core Core Max AllMin%  All Max

Value % Delta % Delta % Delta Max% Min% % Delta Delta % Delta
Delta Delta

PDRUL 10,47

158 460 = 920 10,68 8,66 1022 663 | 000

PDRDL 5,02 4,47 3,23 2,54 22,10 0,10 2,08 5,04 5,75
UDRUL 16,74 7,40 5,31 8,99 2,43 0,55 16,79 1,85 6,61
UDRDL 10,92 17,93 1,66 46,06 4,23 0,39 1,34 6,15 0,18
PLRUL 3,65 0,05 1,47 0,27 1,51 0,01 0,59 0,78 0,72
PLROL 3,69 1,16 0,16 2,19 1,94 0,95 1,27 1,30 2,44
UPLUL 9,49 1,66 4,95 2,97 3,65 5,50 3,07 4,12 431
UPLDL 4,94 327 5,41 6,13 1,54 3,70 0,18 1,29 2,22
DDJUL 7,86 6,70 10,52 7,91 1,07 4,09 4,76 3,08 3,69
DDJDL 6,64 3,00 9,17 6,70 1,52 3,41 5,01 1,15 1,56

CPL 1,76 1,79 0,25 1,60 0,60 1,73 1,83 1,54 4,06
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Figure63- Heatmap of Phase 4 Memory Allocation Athens Deltas

The results for the memory allocation testing offer perhaps the murkiest picture thu$tiare are no clearly

discernable general patterns either on a per KPI basis or on a per allocation basis. While there are some

significant deltas in certain results (Core minim@hRn Berlin for example) these do not show consistency in

either direction or across both platforms. Once again, similar to what was seen with the core allocation testing,

there are significant amounts of countartuitive resultsg reductions in memory aication leading to increased
performance.

3.4 BENCHMARKINGINALANALYSIS ANDONCLUSIONS

The initial questions that motivated this work as discussed in Deliverable D5.3 eventually germinated into two

main lines of inquiry throughout the different phases of the investigation:

1 Determine how close to paritythe 446G b 5. h- LX I 6F2N)¥a 6SNB gKSy
virtualized deployments

1 Determine what, if any, methods can be used to modify the performaneitadlizeddeployments
beyond just the parameters in tivirtualizationlayer

In both of thesesignificant surprises emerge when considering the entire body of work. Despite the fact that all
four platforms have inherent differences, the virtualization structure of $#8NDBOX was expected to alleviate
these differences to a significant degreepualing for tests to be repeated across multiple platforms and for
performance of a platform to be verified. Looking at the results showbeliverable D5.and Section3.1it is

clear that this is not the cas&heworkin D5.3showsthe results of deploying four virtualized deployments in a
af I @Yl yé deglogmgeatSvas by hand, as was verification of all deployments being identical in the
virtualized layer. The deltas seen are significant, to the point of the results being incalohmaWhen these
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some extent, but their magnitudes are still such that they cannot be ignored, as seen in Sdtidhis
normalization went in both ways however, as some of the better results in Phase 1 such @BbRwere
normalized up to the 2@0% range that most of the Phase 2 Deltas fall within. When we compare these results
with those generated from Phase 8nly a couple of the deltas fall within the range of the measurement
uncertainty and therefore cannot be used to describe performance disparity between the platforms. For most
of the Phase 2 results, the MU can be used to explain only a small part diskeved delta, leaving underlying
issues and differences between the platforms as the main culprit.

The issues encountered with the recreation of virtualized performance naturally led to a desire to go deeper, to
FGGSYLIWW FAYR Y2NB tSOSNB (G2 LAt FyR (y206a (2 GdNYyo
G20 @A 2dzaé LI NI Y & asShhdEwarg FssigniylentS ahld Badkgréudd®oise would have clear and
predictable impacts on the performance of virtualized deployments. These impacts could then be extrapolated

into relationships and potential modifications that could then be used to urtdatgshow the platforms could

be brought closer together.

Looking afFigure64 andFigure65, which collate all of the Phase 4 results into two heatmaps for the purpose of
pattern identification, it is clear that direct relationships between factors and performance in the virtual layer
are not consistently identifiable, much less proportional opressible in terms of an equation or axiom. The
most consistent overall pattern, visible igure65, is the CPU core allocation to the network core, specifically
when set to a minimum, which shows performance degradation across the board. No other individual factor or
situation has such a consistent effect across all KPIs. The interference scenaedod SC2 appear to adversely
impact the latency KPIs while improving tH®Rand PLRacross both platforms. As mentioned in Sect®8.4

the memory allocation factors are the hardest to draw any conclusions from. Memory allocation to the DN VM
appears to have a minimal effect on performance of any kind.FADRBperformance appears to be adversely
affected by both the maximum and minimum allocation of memory to the RAN VM, which in itself is an extremely
surprising result. Looking &igure65 from the y-axis, the only clear pattern to be discerned is that @RLKPI
appears to be relatively resistant to all identified factors, showing no consistent performance delta.

Grant Agreement01096328t 6GSANDBOX HORIZONUSN&022 72



Deliverable B.5

=
[=]
1%

=
(=]
T

o
Performance Delta [%6]

| l -

N —10?
006\”IIIII.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

T T
—HOPTEHAO :x:x::xr:x:g:gcgcx:x:xcxcx:x:xcgg
BAARRRA EEEEEEE EEEEEEEEEEEEEEEEEEEEEE

%ggo @Qééosqﬂgééc {Dggéuu =
| | | | | |

Bl Al BCPU A CPU Bmem A mem

ﬂ‘ Max

Figure64-1 ST G Yl LI 2F | ¢ t K

w»
3
- o
u»
ot
-

Uy ¢
Qx
ot
O«
ax
w ™
[O =
P4
& +
P4
o <
- O
o N
Z
2 =
&
o
N
Qx
~
™M~
M -

f ¥
¢KS AYGSNFSNBYyOS i

=
L=
P

=
(=
r

o
Performance Delta [%6]

_101
_102
d
6 T 7 1T—/"17T//"/"""1T "1 "1 "1 "1 "“"T "“"T "1 "T1T "1 7T
o N E X E xE X £ X E XE X< X oX
Hﬁizizﬁzfzizizﬁsfs
= 2 v L F = = 2 - v F =
= c.i-qtq:ﬂ ot_‘ﬁt{
| ID§§UB IDégua I
Interference CPU Mem

Figure65- Heatmap of Phase 4 Deltas for both Athens and Berlin summed together. Dark blue indicates an overall positive effect on both
platforms, dark red indicates an overall negative, and light red/blue/white indicate either no or conflicting changes
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While the lack of consistency here means that the desired results of Phase 4 were not achieved, the sparsity of
patterns and consistent factors is in itself amtremely interesting observation. The sometimes seemingly
random, sometimes counterintuitive effects of things such as the reduction of assigned hardware resources and
the presence of other interfering deployments show us that the underlying connedietageen these different
factors are far more complicated than first assumed. One of the sources of this complexity is certainly what
these virtual deployments are trying to put togethernetworks that are pushing beyond the edge of 5G
capabilities and it the expanding 6G, truly SBA spaéald onto this complexity the various systems
implemented by 6ESANDBOX such as a standardized deployment and networking methodology and the key
guestion provided by the work in this paper begins to agistow are virtualized network deployments expected
to be modifiable by operators in an intuitive way if these relationships are abstracted to the point where changes
to underlying factors are completely unpredictable?

From Phase 1 until Phase 4, the work described herein evolved from a relatively simple investigation into levels
of disparity between multiple virtualized deployments, into an exploration and discovery of just how abstracted
factors below the virtualizatio layer are in terms of having an impact on performance in the virtual layer. The
two goals are intrinsically connectedachieving parity once the virtualization layer is exhausted of parameters

is only possible by going deeper below, and if the facteeper below are unwieldy and unpredictable it leads

to deployments that have to be observed in vacuums with their tests being essentially unrepeatable. Considering
the importance of measurement for the validation of performance, uncertainty in the refsatts deployment

to deployment would have a distinct effect in terms of proving the capabilities of 6G enabled systems. These
conclusions obviouslyave to come with the caveat and framing of being conducted within the auspices of 6G
SANDBOX. It is entirely possible that some of these abstractions between the hardware and virtual layers come
as a result of the various differemtfrastructure wrappers present within 66ANDBOX deployments, and that
without them the hardwarevirtual connection would be simpler, and perhaps easier to observe relationships
between. However, given the complexity of SBA network deployments, it éstsaissume that any future
consumer grade deployment would have to have some measure of surrounding infrastructure to support its
virtualized deployments and continued operation. While the effects of this perspective infrastructure would
almost certainlynot be the same as the results seen in this paper, the results here do indicate that a level of
abstraction should be expected

4 REPORT ONIGITALTWIN EFFORTS

The methodology andesign of thescenario for the EXata Digital Twin (DT) of the Athens platform were initially
presented in previous deliverablespecificallyp4.2[50]. The complementary proposal for formal digital twins
by University of Malagwas also partially developed in WR4owever,in order toreport the experimentation
results on WP5, thenost recentcontributionsin these two domainsre now reported in D5.5This section
presents the latest updates to the methodolegand scenaris, together with the corresponding results and
findings.

4.1 BEXATADIGITALTWIN INATHENS

Thefirst stepfocused on the deployment and configuration of the antenna infrastructure at the NCSRD campus.
As part of the Athens platform DT deployment in EXata, a new outadio Access NetworRAN component

at NCSRD campus has been introduced: an-petomultiband antenna, shown iRigure66 and Figure67 [51].

The antenna is 1.4 m long, provides a 65° azimuth beamwidth, and supports the26827/MHz and 31@0

4200 MHz frequency ranges through four wideband pdrte corresponding radio and deployment parameters
were documented to enable accurate replication within the Digital Twin environment.

The antenna and radio configuration used in the experimental setup is based on a 5G NR deployment operating
in TimeDivision Duplexingrf©D mode with a carrier frequency of 3489.42 MHz and a channel bandwidth of 50
MHz. The system employs a 2x2 MIMO configuration to support spatial diversity and improve radio
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performance. Furthermore, the deployment is configured with a subcarrier spacing (SCS) of 30 kHz and a
transmission power of 0 dBm, corresponding to a transmit power level of 1 mW. Regarding the TDD frame
structure, the configuration follows a periodic patn with a duration of 5 ms. Within each period, the radio
resources are allocated to both downlink and uplink transmissions through a combination of slots and symbols.
More specifically, the configuration includes 7 downlink slots, 2 uplink slots, 6luhdwaymbols, and 4 uplink
symbols. This allocation assigns a larger portion of the available radio resources to downlink traffic while still
maintaining dedicated uplink transmission opportunities

Figure66 - The new antenna shown in situ on the NCSRD Campus

* NR SA FDD or TDD cell #/

#define NR_TDD 1 // Values: @ (NR FDD}, 1(NR TDD)

#define FR2 1] // Values: @ (FR1), 1 (FR2)

#if FR2

#define UDC_TYPE 1 // Values: @ (NO UDC), 1 (B2), 2 (A2), 3 (B4) (refer to application note to identify your UDC type)
#define NR_TDD_CONFIG 10 // Values: FR1: 1, 2, 3, 4 (compatible with LTE TDD config 2) FR2: 1@
#define NR_BANDWIDTH 100 // NR cell bandwidth

#define IF_ATTENUATION -9 // Value: 10xlogl@(N_PORTS_COMBINER) + external eventual IF attenuators
#else

#define NR_TDD_CONFIG 2 // Values: FR1: 1, 2, 3, 4 (compatible with LTE TDD config 2) FR2: 10
#define NR_BANDWIDTH 50 // NR cell bandwidth

#endif

#define N_ANTENNA_DL 2 // Values: 1 (SISO), 2 (MIMO 2x2), 4 (MIMO 4x4)

#define N_ANTENMA_UL 1 // Values: 1, 2, 4

#define NR_LONG_PUCCH_FORMAT @ // Values: @ (automatic), 2, 3 or 4

/# define to 1 to enable periodic SRS with N_ANTENNA_UL ports. Uplink
SU-MIMO is also enabled if N_ANTENNA_UL >= 2. Not all UEs support
uplink SU-MIMO. =/

#define USE_SRS ]
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/* 1ist of cells %/
cell_list: [],

nr_cell_list: [
{
rf_port: @,
cell_id: @xe1,
tif NR_TDD ==
tif FR2
band: 257,
dl_nr_arfcn: 2079167, /* 28000.08 MHz */
subcarrier_spacing: 120, /% kHz #/
ssb_pos_bitmap: "01 "

rx_to_tx_latency: 9, /* slots */

telse
band: 78,
dl_nr_arfcn: 632628, /+ 3489.42 MHz */
subcarrier_spacing: 3@, /% kHz %/
ssb_pos_bitmap: "'10000000",

Figure67 - Configuration parameters for the new antenna on the NCSRD Campus

As a second step a dedicated measurement script was created within the Nemo application to define the
measurement procedures, logging parameters, and network performance indicators to be collected during the
campaigr52]. Using the KEYS measuremeii Figure68) running the configured Nemo scrifignal to Noise
Ratio(SINRjneasurements weré¢hen collected along the selected route within the NCSRD campus.

Figure68- UE Provided by KEYS for use with NEMO application testing
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Figure69 - Nemo Application export of the generated route based on the GPX data

Deliverable B.5

Following the completion of the measurement campaign, the collected datsiexported from the Nemo
application. This process included both the signal measurements and the geographical coordinates
corresponding to the traversed rout@-igure69). The exported datasets were subsequently processed and
prepared for integration into the EXata simulation environment. This process included the incorporation of the
antenna coordinates as well as the GPX route coordinates, enabling the accurate reptitftmmeasurement

path within the EXata scenar{Bigure70).

Figure70- Location of the new antenna and coordinates of the different waypoints imported into the EXat
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In addition, the antennaelated configurations were imported into EXata and applied to Node 15, which

represents the antenna entity in the considered scenario. The final setup of the scenario, including the generated
path, is illustrated irFigure71.
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Figure71- Final setup of the configuration of 5G SA deployment of the EXata Digital Twin and the path taken on the NCSRD Campus

The results presented iRigure72 compare the real measurements collected using the Nemo application with
the corresponding measurements generated by the EXata Digital Twin scenario. In both cases, the
measurements are mapped along the same trajectory within the NCSRD campus, enabiig @chparison
between the realworld and simulated environmentsihe comparison indicates that the EXata scenario is
capable of reproducing the genera¢haviorand spatial trends observed in real measurements. In particular,
similar variations in the SINR levels can be observed along different sections of the route, demonstrating that
the DT capturesthe overall propagation characteristics of the deployment scenafiowever, differences
between real and simulated measurements are still present. This is expected, as the current iteratioD®f the
only incorporates the antennreelated configurations imported from the real deployment. More specifically, the
simulation currently reproduces the antenna setup and propagation configuration, without yet including
additional environmental and netwostelated factors such as detailed obstacle modelling, dynamic interference
conditions, traffic load variations, or advanced radmtimizationparameters.Therefore, the presented results
should be considered as an initial validation step ofidramework, demonstrating that the imported antenna
configuration alone is sufficient to reproduce the genesiginalperformance tendencies observed during the

real measurement campaign
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Figure72- Realworld measurements collected through the use of Nemo compared to the corresponding measurements generated by EXata

The next step is to import the antenna radiation patterns into Edathperform a new set of experiments. This
addition increases the realism of the simulations by accounting for the directional variation of antenna gain. It
replaces the earlier simplifying assumption of isotropic antennas, which unrealistically assiforenwsignal
strength in all directions and may therefore overestimate link quality. As a result, variations in SINR are expected
and should be interpreted as a consequencearaire accurate antenna modeling rather than degradation in
system performance. In the updated simulatimsultsseen inFigure73, the observed SINR differences arise
from the use of directiordependent antenna gains, which affect both the received signal strength and the
interference levels. Since isotropic antenna models do not capture these directional effects, systematic
differences between the two configurations on the order of 8 dB are expected.
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Figure73- Realworld measurements collected through the use of Nemo compared to the corresponding measurements generated by
EXata. In this case, the antenna parameters are included in the simulation, as well as the radiation pattdtnefifesal graph shovike
gap between theneasured SINR values and the simulated ones

This experiment provides an initial understanding of the RAMdD Twinand establishes a foundation for future
studies aimed at increasing the realism and accuracy of the model. Additional parameters and environmental
characteristics can be incorporated in subsequent experiments to further refine the simulation framework and
improve its capability to reproduce the behavior observed in the physical network. By progressively integrating
more realistic configurations and measurements, the RAN DT is expected to achieve closer alignment-with real
world performance metrics and prae a more reliable representation of the operational environment.

4.2 FORMALDIGITALTWINS INJMA

The evolution of communication networks toward 6G will significantly elevate the importance of protocols,
shifting the focus toward the analysis of protocol implementations beyond traditionaH@mehd Key
Performance Indicators (KPIs). Traditionally tpcol engineering techniques have relied on theoretical models
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of protocols, which are manually constructed by engineers. These models are subsequently processed using
automated tools to perform correctness analysis, automated test case generation and execution, automated
implementation, or performance evaluation.

Automata Learning has emerged as an efficient paradigm to automatically construct protocol models directly
from the observation of their implementations by monitoring network traces. Packets extracted from these
traces provide the necessary data to build-feoc state machines that represent selected aspects of the
protocol's behavior. If these state machines or automata are constructed with sufficient information from the
traces incorporating, for instance, probabilistic aspecthe resulting automaton cahe considered a Digital

Twin of the protocol or network, which can then be utilized for runtime decisiaking. For example, using a
pre-built automaton to track protocol progression within a network can facilitate the detection of protocol
anomalies or een automate network reconfiguration maneuvers.

The work carried out by the University of Malaga (UMA) within WP4 and WP5 of {SsARGBOX project has
resulted in a software framework designed to construct and analyze probabilistic automata fromvamedel
networks. This framework applies Statisticadd¢l Checking (SMC) to detect operational anomalies. The specific
variant of automata proposed by UMA is termed the Formal Digital Twin (FDT).

This section summarizes the application of the FDT approach to analyze the Precision Time Protocol (PTP) via
passive automata learning techniques. Specifically, the evaluation focuses on ptp4l, a widely adopted Linux
implementation of PTP integrated intaumerous reatime systems. The proposed methodology constructs an

FDT of ptp4l across various network scenarios. To achieve this, UMA has implemented Passta, a specialized
toolchain that automatically generates formal models of real systems usipgsaive automata learning
algorithm. The inferred ptp4l FDT is evaluated to verify the protocol's compliance with the official standard,
confirming its correct behavior in essential applications and thereby contributing to safe, dependable
implementationswithin 6G networks.

All technical details of this work, as well as references to related literattgeavailable in the relevant journal
articles[54].

4.2.1 THECASESTUDYPTPPROTOCOL

With the deployment of 6G networks, the role of rdimhe communications is expanding significantly. A key
pillar of 6G is HypeReliable and Lowatency Communications (HRLLC), a critical enabler for applications
demanding instantaneous data exchange. HRIsupports a wide array of tinsensitive systems, including
autonomous vehicles, industrial automation, and remote surgery, all of which require precise synchronization
to function safely. Even minor timing discrepancies in these systems can leadstraattéc outcomes, such as
systemic failures or severe safety hazards.

In this context, the Precision Time Protocol (PTP) stands out as one of the most critical protocols for clock
synchronization. PTP operates on a leafidlower (masterslave) architecture, where a leader clock
synchronizes the clocks of multiple followdevices across a network with nanosecdadel precision. To
guarantee the reliability of these synchronized systems, verifying the correct operation of PTP is paramount.
Given its critical role in emerging 6G applications, a thorough and systematic iopatainalysis under real

world conditions is required. A promising avenue to achieve this is the use of FDTs, which prowitteliigh
behavioral models of PTP suitable for formal verification.

As specified in the IEEE 1588 standard, PTP synchronizes devices by exchangitagnipee messages that
allow follower devices to adjust their clock frequencies and offsets. The synchronization procedure involves
several sequential steps:

1 The leader periodically broadcasts an Announce message to inform the network of its identity, quality,
and clock status.
1 The leader sends a Sync message, recording its exact transmission time (t1).
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1 Upon receiving this message, the follower clock records its local reception time (t2).

The follower then transmits a Delay Request message back to the leader, logging its emission time (t3).

1 The leader receives the request, captures the arrival time (t4), and returns this value inside a Delay
Response message

==

With these four timestamps (i1, t2, t3, t4), the follower calculates the network propagation delay and its clock
offset relative to the leader using the following formulas:

Offset = ((t2-t1) - (t4-13))/ 2

Delay = ((t2- t1) + (t4-13)) / 2
Following these calculations, the follower clock is adjusted accordingly. This process loops continuously to
maintain tight synchronization. Since the analysis conducted in this work focuses on the follower side, a detailed

overview of follower state behaars is presented below according to the state machine semantics defined in
the IEEE 1582019 standarda diagram of the state machine is showrFigure74):

91 Initializing: The initial state representing internal device configuration. Upon completion
(Initialization_complete), the system transitions to Listening.

1 Listening:The device attempts to join a PTP domain. It can loop back to itself if an
Announce_receipt_timeout_expires event occurs, transition to Faulty if a Fault_detected event is
triggered, or move to Uncalibrated via the bmc_slave event when the Best Mastér(BMIE) algorithm
designates the device as a follower.

1 Uncalibrated:A transient state where the follower prepares for synchronization. Once readiness
requirements are met, the Master_clock_selected event triggers a transition to the Slave state.

1 Slave:Represents the active, continuous synchronization process with the leader clock. If synchronization
is lost, a Synchronization_fault event moves the system back to Uncalibrated.

1 Faulty:A state entered upon any critical internal error. The system restarts and returns to Initializing once
the fault condition is resolved-@ult_cleared).

nitializing «———Fault_cleared

Initialization_complete l—Fault_detected
Bmc slave.

Fault_detected*» Faulty

Listening
Announce_receipt_ | PR

timeout_expires

Master_clock_selected Announce _receipt_
i timeout_expires
Announce _receipt_

timeout_expires

Slay c
Fault_detected

|
—Synchronization_fault

Fault_detected

Figure74- PTP state machine of a slave device connected to one master.

4.2.1.1 KEYPROPERTIES FERP
Based on the IEEE 1588 standard and the configuration parameters of the ptp4l implementation, a set of eleven
core properties (P4P11) was defined to capture the expected behavior of the protocol:

1 PL:PTP transitions from Initializing to Listening upon the Initialization_complete event.

Grant Agreement01096328t 6GSANDBOX HORIZONUSN&022 81



=A =4 = =4 4 4

%AON)[% Deliverable B.5
P2:PTP transitions from Listening to Uncalibrated upon the bmc_slave event.

P3:PTP transitions from Uncalibrated to Slave upon the Master_clock_selected event.

P4:When a timeout expires, PTP transitions from Listening, Uncalibrated, or Slave back to Listening.
P5:PTP transitions to Faulty upon a Fault_detected event from any state except Initializing.

P6:PTP transitions from Faulty to Initializing upon the Fault_cleared event.

P7:The Listening state has exactly three outgoing transitions: to Uncalibrated (on bmc_slave), to Listening
(on Announce_receipt_timeout_expirgsand to Faulty (on Fault_detected).

P8:The Uncalibrated state has exactly three outgoing transitions: to Slave (on Master_clock_selected), to
Listening (on Announce_receipt_timeout_expires), and to Faulty (on Fault_detected).

P9:The Slave state has exactly three outgoing transitions: to Uncalibrated (on Synchronization_fault), to
Listening (on Announce_receipt_timeout_expires), and to Faulty (on Fault_detected).

P10:The Faulty state has exactly two outgoing transitions: to Initializind-éamt_cleared) and to Faulty

(on Fault_detected).

P11:ptp4l bounds the residence time in the Faulty state using the fault_reset_interval parameter (16
seconds by default); thus, the implementation must remain in Faulty for at most 16 seconds.

4.2.2 AUTOMATEIMODELING ORTPAS AFORMALDIGITALTWIN

In order to generatehe Formal Digital Twin of PTPassive automata learning algorithms are applied to infer
formal stochastic models from a System Under Learning (SUL) without actively perturbing its operation. Formal
verification techniques, such as model checking, are then applied to thB3éo mathematically guarantee
correctness.

The contributions made by UMA follow two distinct directions:

il

Methodological & Tool FrameworkJMA has developed a methodology supported by a robust toolchain
(Passtathat extracts execution logs to infer Stochastic Realed Automata (SRTA). These inferred
models are automatically translated into UPPAAL timed automata format, enabling statistical model
checking via UPPAAL SMC. The soundness of this transformagibedramathematically proven,
ensuring that properties verified within the UPPAAL model are preserved by the automata learned by
Passta.

Empirical EvaluationThe framework was rigorously tested against the two latest major releases of the
Linux PTP implementation (ptp4l v3 and ptp4l v4) under five distinct network scenarios. The results
exposed several neoompliant behaviors relative to the IEEE 1588 standdedhonstrating the
framework's effectiveness in uncovering hidden operational anomalies.

4.2.2.1 TOOLCHAINDVERVIEW
The methodology is structured into four distinct, sequential stggéswn inFigure75)

1

Stage 1- Trace ExtractionRaw execution logs collected from the ptp4l clients (SUL) are processed by an
ad-hoc program called the Traces Extractor, converting raw strings into structured learning traces.

Stage 2 Automata LearningPassta's trace processing module removes redundancies, and its learning
module applies a passive learning algorithm to infer an SRTA representing the system's empirical behavior.
Stage 3 Model Validation:Because passive learning relies entirely on observation, an iterative learning
validation loop is established. A separate dataset (validation traces) is evaluated against the learned FDT.
If a trace is rejected, it is reintroduced into the learning modulesfine the model's structure and timing
bounds until a predefined convergence threshold is met.

Stage 4 Formal Verification:The validated SRTA is parsed into a stochastic timed automaton format
readable by UPPAAL SMC. Concurrently, the nalamgliage protocol properties (ER11) are formalized

as Metric Interval Temporal Logic (MITL) formulas and analyzed via statisticdlchedking.
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Figure75- Overview of the PTP Digital Twin Toolchain

Figure76 and Figure77 provide a graphical representation af portion of the SRTA and the corresponding

UPPAAL model that will support statistical moclegckin.

First trace 1
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Figure76- Visual representation of Passta learning the first four observations of the first trace
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Figure77- Visual representation of the transfer of SRTA to UPPAAL

4.2.3 EXPERIMENTARESULTS

The workflow was applied to compare the behavioral profiles of ptp4l v3 and ptp4l v4 under a single leader
follower architecture. On the leader side, an Edge Grandmaster Clock (uhaicdnwas utilized. On the
follower side, two separate computers runniblipuntu 22.04.4 LTS executed their respective versions of ptp4l.

4.2.3.1 TRACEEXTRACTION ANAODELVALIDATION
Five distinct network scenarios were engineered to trigger the behaviors specified in the PTP state machine:

1 Scenario 1 (Ideal Conditiondpaseline execution under optimal network conditions with zero artificial
delays or drops.

f Scenario 2 (Egress Traffic Delay)t Y R2Y M Ya RSflF&a NS Aya2SOiSR Ayidz
intervals last between 10 and 60 seconds, separated by random gaps of 10 to 60 seconds.

1 Scenario 3 (Network Disconnectiong)emporary disconnections are introduced by randomly shutting
down the network interface following the same timing pattern as Scenario 2.

1 Scenario 4 (Announce Timeoutd)he follower parameter logAnnouncelnterval is setddexpecting a
message every ~31.25 ms) while the leader continues broadcasting at the default rate, rapidly triggering
announce timeouts.

1 Scenario 5 (Sync Timeoutg)nalogous to Scenario 4, the parameter logSyncinterval is forcédtto
rapidly trigger synchronization timeout conditions.

Each scenario was executed at least 500 times, generating 300 traces for learning and 200 traces for validation
(each trace spanning arbinute window). The stopping criterion required the FDT to recognize 100% of the
learning traces and at least 90% oéthalidation traces. As shownTable39, stable convergence was achieved
across all scenarios on the very first iteration.

Table39- Validation trace acceptance rates across different network scenarios

ptp4l v3 98.5% 94.0% 94.0% 96.0% 94.0%
ptp4l v4 95.0% 96.0% 94.0% 98.0% 94.0%

4.2.3.2 PROPERTIRMERIFICATION AMINALYSIS

The properties were formalized inttormulas specified withMITL logic [54].The initial 11 properties are
transformed into 11 MITL formula@-1 to F11)Because UPPAAL SMC uses a simuibtisad approach,
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property verification outputs a probability value within the interval [0, 1] alongside a 99% confidence interval.
Table40 summarizes these verification results.

Deliverable B.5

Table40- Satisfaction probabilities for MITL properties across ptp4l versions

F1 [0.99, 1.00] / [0.99,1.00]/ [0.99,1.00] [0.99,1.00] [0.99,1.00]/ [0.99, 1.00]/
[0.99,1.00] [0.99, 1.00] [0.99, 1.00] [0.99, 1.00]
F2 [0.99, 1.00] / [0.99,1.00]/ [0.99,1.00] [0.99,1.00] [0.99, 1.00]/ [0.99, 1.00]/
[0.99, 1.00]  [0.99, 1.00] [0.99, 1.00]  [0.99, 1.00]
F3 [0.99, 1.00] / [0.99,1.00]/ [0.99,1.00] [0.99,1.00] [0.99, 1.00]/ [0.99, 1.00]/
[0.99,1.00] [0.99, 1.00] [0.99,1.00] [0.99, 1.00]
F4.13 [1.00, 1.00] / [1.00,1.00]/ [1.00,1.00] [1.00,1.00] [0.99, 1.00]/ [0.99, 1.00]/
[1.00, 1.00]  [1.00, 1.00] [0.99, 1.00]  [0.99, 1.00]
F5 [1.00, 1.00] / [0.99, 1.00]/ [0.99,1.00] [0.99, 1.00] [1.00, 1.00]/ [1.00,1.00]/
[1.00, 1.00]  [0.99, 1.00] [1.00, 1.00]  [1.00, 1.00]
F6 [1.00, 1.00] / [0.00,0.01]/ [0.00,0.01] [0.00,0.01] [1.00,1.00]/ [1.00,1.00]/
[1.00, 1.00]  [0.00, 0.01] [1.00, 1.00]  [1.00, 1.00]
F7 [0.99, 1.00] / [0.99,1.00]/ [0.99,1.00] [0.71,0.73] [0.99,1.00]/ [0.99, 1.00]/
[0.99,1.00] [0.99, 1.00] [0.99, 1.00] [0.99, 1.00]
F8 [0.99, 1.00] / [0.99,1.00]/ [0.99,1.00] [0.96,0.98] [0.99,1.00]/ [0.99,1.00]/
[0.99,1.00] [0.99, 1.00] [0.99,1.00] [0.99, 1.00]
F9 [1.00, 1.00] / [0.99, 1.00]/ [0.00,0.01] [0.49,0.51] [0.99, 1.00]/ [0.99, 1.00]/
[1.00, 1.00]  [0.99, 1.00] [0.99, 1.00] [0.99, 1.00]
F10 [1.00, 1.00] / [0.00,0.01]/ [0.00,0.01] [0.00,0.01] [1.00,1.00]/ [1.00,1.00]/
[1.00, 1.00]  [0.00, 0.01] [1.00, 1.00]  [1.00, 1.00]
F11(16s)  [1.00,1.00]/ [0.00,0.01]/ [0.10,0.11] [0.00,0.01] [1.00,1.00]/ [1.00, 1.00]/
[1.00, 1.00]  [0.00, 0.01] [1.00, 1.00]  [1.00, 1.00]
F11(17s)  [1.00,1.00]/ [0.99,1.00]/ [0.89,0.91] [0.99,1.00] [1.00,1.00]/ [1.00, 1.00]/
[1.00, 1.00]  [0.99, 1.00] [1.00, 1.00]  [1.00, 1.00]
F11(18s)  [1.00,1.00]/ [0.99,1.00]/ [0.96,0.98] [0.99,1.00] [1.00,1.00]/ [1.00, 1.00]/
[1.00, 1.00]  [0.99, 1.00] [1.00, 1.00]  [1.00, 1.00]

The results reveal that while core transitions under nominal states behave correctf5) Isignificant
deviations from the IEEE 1588 standard occur under adverse network conditions (Scenarios 2 and 3), tied directly
to error-handling behaviors:

9 Violation of F6 & F10Neither version transitions from Faulty back to Initializing upon a Fault_cleared
event. Instead, the learned models reveal that the implementations bypass this path entirely, resulting in
low satisfaction probabilities.

9 Structural Divergences in ptp4l v4 (F7 & F8nder Scenario 3, ptp4l v4 displays extra, 1stemdard
transitions out of the Listening and Uncalibrated states (e.g., direct transitions to unknown internal states
'<>" on Fault_cleared), failing the strict constraints mandated by the standard. Linchké@Tgelogs
confirm that these stem from an extra monitoring port introduced in v4.

1 Residence Time in Faulty State (FINpminally configured to exit the Faulty state after 16 seconds,
statistical evaluation shows that under traffic delays (Scenario 2), both implementations require slightly
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longer (~17 s) to recover. Under network disconnections (Scenario 3), ptp4l v3 exhibits a delayed tail
reaching up to 18.457 s. Conversely, ptp4l v4 displays a tighter distribution, strictly adhering to the
threshold when relaxed to 17 seconds, which swgg¢hat a legacy timing issue in v3 has been addressed
in v4.

4.2.4 BEVALUATION OF TWNPPROACH
While the proposed passive FDT approach successfully exposes behavioral anomalies and version deviations, it
is bounded by specific constraints:

1 CompletenessPassive learning is inherently constrained by the variety of execution logs available. For
instance, a Synchronization_fault event cannot be safely triggered without active system perturbation and
is thus absent from the models.

1 BlackBox LimitationsThe framework identifies externally observable deviations but cannot pinpoint
whether they stem from implementation bugs, deliberate design relaxations, or auxiliary logging
mechanisms.

1 Generality:Despite focusing on a single leadeliower topology, the Passta framework is system
agnostic. It can easily scale to complex topologies (rdolthain, multileader) or alternative time
sensitive protocols by simply adapting the trace extraction regexutesdand defining the corresponding
event abstractions.

5 HNALKPIOVERVI®

As part of thevalidation of success for the proje@GSANDBOKad a goato measure at least one KPI for each
of the KPI families defined in Deliverable.2morder to not only achieve but surpass this expectation, an effort
was made to measure every possible previously definediKPle followingTable4l, these KPIs aréisted, with
information relating to whether they were measured or ntite method by which they wermeasuredwhere
evidence of said measurement can be fouaddany notes regarding said KPI.

Tabled1- Final Overview of measured KPIs within®&NDBOX

Capacity Peak Data Raté’DR Yes Wraparound Deliverable Measured at all 4
(Network) Core testing D5.3 platforms
using Deliverable
LoadCore Tool D5.5
Area Traffic CapacitARR  Yes Network UE Deliverable Measured in Malaga
Simulation D5.5
using UESIM
User Density/Connection  No Lack of necessary
Density COD infrastructure during
measurement
campaign
RIS Capacity Enhancemer Yes Physical Deliverable
(RCE Testing in D5.5
Malaga City
Centre
Capacity (User) User Experienced Data Yes Wraparound Deliverable Measured at all 4
Rate UDR Core testing D5.3 platforms
using Deliverable
LoadCore Tool D5.5
Latency Service Provisioning Time Yes Custom Deliverable Measured in Malaga
(Orchestration) (SP7J measurement = D5.5
script
integrating
with TNLCM
deployment
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Slice Provisioning Time Yes Custom Deliverable Measured in Malaga
(SLY measurement D5.5
script
integrating
with TNLCM
deployment
Latency Control Plane LatencZPl Yes Wraparound Deliverable Measured at all 4
(Connectivity Core testing D5.3 platforms
Layer) using Deliverable
LoadCore Tool D5.5
User Plane LatencyPL Yes Wraparound Deliverable Measured at all 4
Core testing D5.3 platforms
using Deliverable
LoadCore Tool D5.5
Delay Deviation/Jitter Yes Wraparound Deliverable Measured at all 4
(DDJ Core testing D5.3 platforms
using Deliverable
LoadCore Tool D5.5
RIS Update Rat®RUR Yes Internal Deliverable
Testing with D5.5
prototype
device at QUB
Channel Spectral EfficiencysPE Yes Network UE Deliverable Measured in Malaga
Simulation D5.5
using UESIM
Received Signal Quality  Yes Field Deliverable
(RSQ Measurements D5.5

using NEMO in Deliverable
Athens and D4.2

Malaga
EMF Self EMF Exposur8EE Yes Device Deliverable
measurement D5.5
at EMF lab in
Oulu
Inter EMF ExposurdégB Yes Device Deliverable
measurement D5.5
at EMF lab in
Oulu
RIS Radiated Beam No No experiments
Directivity relating to RIS
RIS Radiated Beam Peak No Radiation analysis
Isotropic Power were conducted
RIS Radiated Beam No
Radiation Pattern
RIS Reflected/Refracted  No
Beam EVM
Reliability Operational Network Yes Wraparound Deliverable Measured at all 4
Reliability Core testing D5.3 platforms
using
LoadCore Tool
Session Reliability Yes Wraparound Deliverable Measured at all 4
Core testing D5.3 platforms
using
LoadCore Tool
Packet Loss RatPI(R Yes Wraparound Deliverable Measured at all 4
Core testing D5.3 platforms
using Deliverable
LoadCore Tool D5.5
Frame Loss Rate No Not measured
specifically
Compute Computational Resource = Yes Measured Deliverable
Optimisation/Usage@QUU with D5.5
RAU ECUSOl Scaphandra
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powered tool

interfacing
with Open
Nebula
Optimisation Periodicity No
Energy Network/Device Energy Yes UXM based Deliverable Measured in Malaga.
Efficieny OEE testbed setup = D5.5 Testbed developed in
collaboration with 6G
VERSUS
NFV Energy Efficiency Yes Measured Deliverable
(NEB with D5.5
Scaphandra
powered tool
interfacing
with Open
Nebula
Security Anomaly Detection Yes N2 and N6 Deliverable
Precision ADB ADP D5.5
implemented
and measured
with ML
models
detecting
synthetic
attacks
Security Conformance Yes Open5GS Deliverable
(SEQ deployed D5.5
through 6G
SANDBOX
toolkit tested
by applying
3GPP SCAS
test cases
Tenant Data Privacy No No partner had the
necessary
infrastructure for this
measurement
Localisation Localisation Accuracy No Localisation was only
measured in terms of
validation of basic
functionality, due to a
lack of
technology/necessary
resources to go any
further.
Direction Accuracy No
Localisation Integrity Partial Deliverable
D5.5
Open Call
Report
Service Safety, Service Safety, Integrity No Was deemed not
Integrity and and Maintainability suited for 6G
Maintainability SANDBOX
Al Native Al/ML AccuracyAMA) Yes Done with Deliverable
Capabilities custom setup D5.5
under auspices Open Call
of Open Call Report
AI/ML Training Yes Done with Deliverable
Effectiveneskffectiveness custom setup = D5.5
improvement AME) under auspices Open Call
of Open Call Report
Al/ML Precision No
AI/ML Training Time No

AI/ML Processing Times  No
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