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ABSTRACT

6G-SANDBOX defines a large-scale testing framework for 6G enabled networking, and as such its
testing methodology contains many novel processes and technologies. This document is the project’s
deliverable that presents the final description of the experimental methodology employed within 6G-
SANDBOX. The document follows the format of a walk-through guide; it is structured in sections
ordered following the workflow of the experimentation process execution, each process step being
detailed in a separate section. The experiment definition, trial network creation, experiment
execution, data post processing and data storage/management are all covered in the document, in
such a way that an experimenter can use this document to understand and appropriately execute an
experiment within 6G-SANDBOX.

KEYWORDS

6G, Testing, Methodology, Trial Networks, Automation, Experiment Life Cycle Management

GLOSSARY

6G-Library: A repository containing templates and definitions used to generate Trial Network reports.
Bastion VM: A secure access point to the TN providing VPN, DNS, and SSH gateway functionalities.
Component: A unit within a Trial Network, such as a VM or service, deployed with specific functionality.
Descriptor: YAML configuration defining components, dependencies, and parameters of a TN.

Experiment Life Cycle Manager (ELCM): A graphical user interface designed by the University of Malaga for the
purpose of creating and executing experimentation

InfluxDB: A time series database developed by InfluxData for the purposes of storage and retrieval of time series
data

Task: In ELCM — An individual executable function in the ELCM infrastructure
Test Case: In ELCM — A set of tasks compiled together to under one Execution ID

Test Campaign: In OpenTAP — A full set of experimentation instructions, comprising of various test plans and
generating a large number of KPIs

Test Plan: In OpenTAP — A set of test execution commands comprising various test steps designed to generate a
small number of KPIs

Test Step: In OpenTAP — An individual test execution command, consisting of anything from flow control to a
tool command to initiation of post processing code

TNLCM: Trial Network Lifecycle Manager, the orchestrator that deploys, monitors, and finalizes the TN.

Trial Network (TN): A modular environment composed of deployable 6G Library components for network
experimentation.

Trial Network Report: A markdown-based summary file generated for each component during deployment.
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1 INTRODUCTION

6G-SANDBOX designs a full stack, top to bottom testing solution for 6G enabled networks and network
components, and as such the methodology and theory behind testing conducted within 6G-SANDBOX is quite
complex. It has also been shaped and molded over time from its original inception at the point of the proposal
of 6G-SANDBOX, by the evolving needs and capabilities of the project partners and infrastructure. This
deliverable therefore serves as the final reporting on the 6G-SANDBOX experimentation methodology,
describing the process that was and is to be followed in the conduction of all experiments within 6G-SANDBOX

1.1 DOCUMENT STRUCTURE AND EXPERIMENTATION METHODOLOGY OVERVIEW

The deliverable is structured in an illustrative way, presenting the key steps of the 6G-SANDBOX experimentation
methodology in the order that these steps are to be conducted. This means that this deliverable can also serve
as a guide to experimenters and platforms admins, supporting them to conduct experiments on a 6G-SANDBOX
platform. With this in mind, what follows in this subsection is an overview of the Experimentation Methodology
within 6G-SANDBOX, as well as the corresponding section in the Deliverable that the methodology step is
discussed in.

1. Experiment Ideation and Definition — This is the first step of the Experimentation Methodology, where
an experimenter approaches 6G-SANDBOX with their idea and requirements, and these will get
converted into specifications for the 6G-SANDBOX Experiment, detailing, specifically for the design of
the Trial Network. This step is discussed in Section 2

2. Trial Network Creation — Once an experiment has been ideated and all required parameters are
understood; the next step is to create the relevant Trial Network. From the point of view of the
experimenter, if all necessary information has been provided, this is a process entirely done by 6G-
SANDBOX site admins, with the experimenter receiving a report upon completion of the process
detailing information about the access and operation of their new Trial Network. This is discussed in
Section 3

3. Experiment Execution — With the experiment understood and the Trial Network spun up, the
experimenter can now begin to run their experiment(s). There are two main ways this can be done
through the 6G-SANDBOX infrastructure, those being through the use of ELCM or the use of OpenTAP
Campaign Manager. The use of both of these methods is detailed in Section 4.

4. Post Processing — Once execution of the experiment or a given part of an experiment is complete, the
generated data must be post processed in order to present the desired KPIs to the experimenter. This
post processing depends heavily on the pre-established definitions of the KPI as well as the format of
the initially generated data. This step is discussed in Section 5

5. Data Collection and Storage — One of the goals for 6G-SANDBOX is the generation of data sets that can
be used to inform research in the 6G space for years to come, and as such the way that generated data
is stored, manipulated and presented for future use is extremely important. This is discussed in Section
7

With a general overview of these 5 steps now in mind, each can be explored in more detail.

2 EXPERIMENT REQUIREMENTS AND TRIAL NETWORK DESIGN

In 6G-SANDBOX the experimentation methodology begins with the identification of the specific goals and
requirements of each experiment. These requirements often include objectives such as validating KPIs under
specific network conditions, testing a new protocol, or benchmarking Al/ML models. In order to begin the
process of testing within 6G-SANDBOX, these requirements need to be transformed into the design of a Trial
Network.

Grant Agreement 101096328 — 6G-SANDBOX — HORIZON-JU-SNS-2022 5
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When identifying requirements, they fall into two main categories:

e Identification of the required resources (e.g., RAN node, edge servers, etc.). The requirements extracted
at this point will be used for the definition of which components need to be included within the Trial
Network. These can either be physical nodes or virtual deployments.

e Identification of the test conditions. The requirements extracted at this phase will be used to configure
the components included in the Trial Network. This includes details such as the type of traffic that the
network is expected to operate with.

This information can be collected in a variety of ways, but most often involves the experimenter being assigned
an admin at the 6G-SANDBOX platform that their experiment will be running upon. The admin may organize a
meeting, provide a questionnaire, or some combination of both in order to collect the necessary information.
They will then relay this information internally, passing it any technical personnel that are required in order to
parse and act upon the requirements.

Both of these initial identification steps are extremely important for the definition of the experiment but
specifically the Trial Network, as making modifications to certain core aspects after deployment of the Trial
Network is possible, but involves intervention from a 6G-SANDBOX site admin, as is detailed in Section 3. More
granular definitions and information may be required for a specific test case or aspect of an experiment,
especially if it involves a custom component or device under test produced by the experimenter. This typically
involves defining a set of necessary conditions and actions that need to be undertaken, as well as how the
generated data will need to be processed and stored. The sources of this generated data will also need to be
defined, in terms of which logs from which components of the trial network will need to be saved. This
information about the required executions and conditions is required and passed to the methods used by 6G-
SANDBOX to perform experiment execution, which are discussed in Section 4. Through this method of keeping
the definition of their experiment up to date through constant contact with the 6G-SANDBOX platform, the
experimenter ensures their requirements and conditions are always met in order to enable their
experimentation within 6G-SANDBOX.

3 TRIAL NETWORK CREATION

Once the experimenter’s requirements are fully understood and all necessary resource and condition
identifications have been made, the process of Trial Network creation can be initiated. Deliverables D4.1 [1] and
D4.2 [2] delved into the process of how a Descriptor is created, and how to apply it into the TNLCM [3] to start
the deployment of the necessary infrastructure. This Section will go in depth into the deployment and operations
of a Trial Network from the perspective of the experimenter, describing the various actions performed and
generated resources they will receive in order to aid them in the usage of the Trial Network.

3.1 TRIAL NETWORK REPORT

One of the key steps of the deployment pipeline of each TN component is the generation of a report file in
markdown format. This report is generated from a custom template for each component (present in the 6G-
Library repository [4]) and updated with the runtime variables of the pipeline and Ansible playbook [5]
execution. The report is uploaded to the S3 object storage (MinlO [6]) along with the rest of the given Trial
Network’s files.

Following the modular approach of 6G-SANDBOX, each singular report is self-contained, and defined
independently, directly corresponding to the details of the component it describes.

Grant Agreement 101096328 — 6G-SANDBOX — HORIZON-JU-SNS-2022 6



SAND
BOX

The typical component will generate a markdown report that is like the ones shown in Figures 1 and 2. Figure 1
shows the simple, text-based format, whereas Figure 2 shows the fully rendered format that will eventually
appear in the final overall report on the Trial Network.

# eucncdemo-vm_kvm-ubuntu22_04

The component ‘eucncdemo-vm_kvm-ubuntu22_04" has been succesfully created.

title="UBUNTU">

It consists of an Ubuntu 22.04 LTS Virtual Machine
## Important information:

*k0penNebula VM IDxx: '3
*kVM memoryxx: ‘4096 MiB®
*kVM VCPUsxk: “2°
*kVM available storagexk: ‘25 GiB®
*%VM network interfacesxk:
**Yjson
192.168.199.2

Figure 1: Trial Network markdown report example

-

2.7 EUCNCDEMO-VM_KVM-UBUNTU22_04

The component eucncdemo-vm_kvm-ubuntu22_04 has been succesfully created.

ubuntu

It consists of an Ubuntu 22.04 LTS Virtual Machine

2.7.1 IMPORTANT INFORMATION:

¢ OpenNebula VM ID: 3476

¢ VM memory: 4096 MiB

¢ VMVCPUs: 2

e VM available storage: 25 GiB

¢ VM network interfaces:
{'1275":'192.168.199.2'}

Figure 2: Trial Network markdown rendered reporting the successful deployment of component ‘vm_kvm-ubuntu22_04’ inside the Trial
Network ‘eucncdemo’

Each components developer determines the content and level of detail in their report; however, the
recommended approach is to follow the structure outlined in Figure 3.

tn_id }}-{{ entity_name }}

Grant Agreement 101096328 — 6G-SANDBOX — HORIZON-JU-SNS-2022 7



The component “{{ tn_id }}-{{ entity_name }}  has been successfully created.

(Optional link to a image that can be imported from the TNLCM at pdf render time)

Some short description of what the component is and how does it fit inside the Trial
Network.

E.g. what technologies are now enabled, or what other components does this component
depend on

This description can include links to external documentation, but it is advisable to
move more generic information to the end of the report/annex.

## Important information:

Ambiguous section, with a resume of the core metadata of this component.

This can include values like inputs/outputs/generated data, or the time range during
which this component will be available.

Also, usage information

## Functionality 1

Information about one functionality of this component. This can include 1links to
webUIs, tokens/credentials, etc.

## Functionality 2
Another functionality of this component. The order between different functionalities

is according to its relevance.
Figure 3: Template report for 6G-Sandbox library components

Most URLs in the generated reports require name resolution, so they will only be accessible if the experimenter
is connected to 6G-SANDBOX through a provided VPN, and the trial network’s DNS server is configured to
correctly resolve the domains in question. Both VPN and the DNS server are services within the Trial Network’s
Bastion VM, which will be elaborated on in the next section.

Once a Trial Network becomes active — a state reached when all of its components have finished deploying —the
TNLCM is ready to generate a final Trial Network report in PDF format. This report includes all the generated
markdown reports of the Trial Network components, fully rendered with working links, and with the addition of
a cover, an index, a generic introduction for non-experienced users and possible annexes. This report will be
used by the experimenter to guide them through the more technical aspects of using their now deployed trial
network.

Grant Agreement 101096328 — 6G-SANDBOX — HORIZON-JU-SNS-2022 8
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Trial Network Report: eucncdemo

Date: 02/06/2025

Trial Network Report — eucncdemo — 6G-SANDBOX — HORIZON-JU-SNS-2022

Figure 4: Cover of a Trial Network Report PDF file. The full report can be seen in Annex 1

3.2 TRIAL NETWORK OPERATIONS

An active Trial Network makes multiple useful files available to the experimenter. In addition to the PDF of the
final report, there are also files such as SSH keys for virtual machine access, an SSH configuration file, VPN
clients/configurations, and many other types of necessary configuration files. Any files containing text will have
their content copied into the final trial network report in their corresponding chapter as well. For the purposes
of an experimenter beginning their interactions with the trial network for the first time, the most important
chapter of the final report is the one that describes the Trial Network Bastion. This contains:

1. The ssh keypair to SSH into the rest of the components as user ‘tnuser’. The keys are also available as
separate files to be downloaded

2. Instructions on how to import the SSH keys and a preconfigured sshconfig file into the experimenter's
testing device (preferably Unix-like, Windows not tested).

3. The generated WireGuard [7] VPN client configurations. These files are also available as separate files
to download.

4. URL, user and password for the Technitium [8] DNS Server included in the Bastion.

The Bastion itself is not reachable by the experimenter due to the security risk that Bastion access poses for the
rest of the 6G-SANDBOX infrastructure. However, the experimenter does have limited freedom and flexibility to
troubleshoot name resolution, and the clients connected to their Trial Network.

Grant Agreement 101096328 — 6G-SANDBOX — HORIZON-JU-SNS-2022 9
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In certain situations, the experimenter may wish to connect external equipment to trial network components,
be it new measurement equipment or new components to be put under test after the trial network has already
been deployed. By default, this is not possible, as opening new firewall exceptions during runtime is not
supported. If this is desired or necessary, the intended process is to either know the intended exceptions in
advance and add them to the Trial Network’s Bastion prior to deployment or ask for manual intervention from
an admin at the 6G-SANDBOX platform in question.

With all of this in mind, the experimenter is now ready to begin executing tests in their 6G-SANDBOX trial
network. The details of the methodologies for doing this are described in Section 4.

3.3 SAMPLE TRIAL NETWORK INTEGRATED WITH EXTERNAL EQUIPMENT

For illustrative purposes, included here is an example of a deployed trial network alongside external equipment.
This trial network was deployed for the EUCNC conference [9]. It supported a demonstration where a virtualized
5G core on the trial network was attached to a radio outside of the trial network, with multiple mobile phones
attached to the core through said radio.

Local Lan: 192.168.220.0/24
VPN Segment: 10.7.0.0/24

UE Segment: 10.45.0.0/16 TN_VXLAN: 192.168.199.0/24
Allowed IPs: 10.21.12.0/24,192.168.199.0124,10.45.0.0116, 10.11.28.012477 PRIV_VXLAN: 10.21.12.0/24
1021.12.200 1021.12201
EUCNC PREMISES VIRTUAL DATACENTER TRIAL NETWORK EUCNC
192.168.199.6/24
ELCM @ @ @ @
UpF AMF
kubernetes
IP: 192.168.220.10/24 INTERNET - 0 OpenSGS
GW: 192.168.220.1 EXT IP: 10.11.28.XXX/24 Lo )
INT IP: 192.168.199.1/24 W EXTP: 192168190 024
VPN IP: 10.7.0.1/24 slozi1z.
VPN LAYER 3 W
] PRIV_VXLAN
BASTION
IP: 192.168.220.1/24
GW: INTERNET GW
D E——, 192.168.199.2224  192.168.199.7/24
3.6 and 3.7Ghz band N78 UERANSIM
UE STF INFLUX GRAFANA PROMETHEUS VM SERVICE 1 BACKUP
1P 10.45.0.10/24 192.168.199.4224 | | 192.168.199.524 | | 192.168.199.8/24
GW: ;UPF? ;1045.017
TN_VXLAN
SERVICES
~DNS: htp: uma

:5380
- Route Manager API: http://bastion. eucncdemo.6gsandbox.uma.internal:8172/docs
- OneKE: ' ke-cluster. uma.internal

ke-cluster. uma.internal/

- Opens5GS: ' uma.interal/
- InfluxDB: V2.
- Grafana: http://grafana-v11 u
- ELCM: http-//elcm-exp. uma.

Figure 5: Diagram of the Trial Network design for EUCNC 2025 demo

The radio and UEs are configured beforehand with the specific parameters required from the core, such as the
PLMN. To achieve the setup shown in Figure 5, the descriptor shown in Figure 6 is applied to the TNLCM and the
trial network is activated.

trial_network:
tn_vxlan:
type: "tn_vxlan"
dependencies: []
input: {}

tn_bastion:
type: "tn_bastion"
dependencies: ['tn_vxlan'l]
input:

Grant Agreement 101096328 — 6G-SANDBOX — HORIZON-JU-SNS-2022 10



one_bastion_vpn_clients: 5
one_bastion_vpn_allowedips:
"192.168.199.0/24,10.7.0.0/24,10.21.12.0/24,10.45.0.0/16"

one_bastion_fw_exceptions:
— "192.168.220.0/24"
one_bastion_nat_exceptions:
— "192.168.220.0/24"
- "10.21.12.200"
- "10.21.12.201"

vnet—n2:
type: "vnet"
name: '"'n2"
dependencies:
— "tn_bastion"
input: {}

oneKE-cluster:

type: "oneKE"

name: "cluster"

dependencies:
— "vm_kvm-ubuntu22_04"

input:
one_oneKE_external_vnet: "tn_vxlan"
one_oneKE_internal_vnet: '"vnet-n2"
one_oneKE_metallb_range: "10.21.12.200-10.21.12

open5gs_k8s—core:
type: "open5gs_k8s"
name: "“core"
dependencies:
- "oneKE-cluster"
input:
one_open5gs_k8s_target: "oneKE-cluster"

one_open5gs_k8s_tac: 1
one_open5gs_k8s_mcc: '"999"
one_open5gs_k8s_mnc: "70"
one_open5gs_k8s_msin: "0000000100"

influxdb-v2:
type: "influxdb"
name: "v2"
dependencies: ["open5gs_k8s-core"]
input: {}

Grant Agreement 101096328 — 6G-SANDBOX — HORIZON-JU-SNS-2022




grafana-v1l:
type: '"grafana"
name: "v11"
dependencies: ["influxdb-v2"]
input: {}

elcm—exp:
type: "elcm"
name: "exp"
dependencies:
- "influxdb-v2"
- '"grafana-v11"
input:
one_elcm_influxdb: "influxdb-v2"
one_elcm_grafana: "grafana-v11l"
Figure 6: EUCNC 2025 Trial Network Descriptor

After activation, the VPN node shown in Figure 5 would import and use the VPN configuration generated by the
networks Bastion. In Figure 6, the list of whitelisted IPs for the Bastion is also present, with these relating to the
physical equipment in use.

4 RUNNING EXPERIMENTS

With the trial network defined and deployed, the next step of the process is to actually run the tests desired by
the experimenter. A key aspect of test execution within 6G-SANDBOX is that it should be done in an automated
manner. This allows for the efficient execution of large-scale test campaigns with minimal input from the
experimenter once execution has begun. 6G-SANDBOX supports two (2) concurrent methods for the automation
of test execution, those being the use of the ELCM [10] and/or the OpenTAP Campaign Manager Tool [11].

4.1 RUNNING EXPERIMENTS WITH ELCM
The Experiment Lifecycle Manager (ELCM) [10] provides a new graphical interface for editing test cases and

executing experiments. An experiment can consist of the execution of one or more test cases, which are
managed and run by the ELCM sequentially.

Grant Agreement 101096328 — 6G-SANDBOX — HORIZON-JU-SNS-2022 12
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@GG-SANDBOX Home  Create Experiment My Profle  Info

- 0 X
* 9 o

Toggle Theme  adz - Logout

CREATE EXPERIMENT

Name

(O Avoid running other experiments at the same time

Test Cases

O STRIAMINGTESTCASE
() STREAMINGTESTCASE_2

Scenario

a]

None

Manage Test Cases / UEs

Create Test Case / UE

Existing Files
File Type Actions
STREAMINGTESTCASE Test Case -u

STREAMINGTESTCASE_2

o NG

Add Experiment

Figure 7: ELCM graphical interface for the creation of experiments

Type

Standard v

Upload File
® Test Case O UEs

Seleccionar archivo | Ni...do

Upload

v

Once the experiment has been created, the experiment can be executed, and the results of all the executions

can be also accessed, as seen in Figures 7 and 8.

v 7 6G-SANDBOX x  +

€ 5 X ANoesseguo el

umaii inde

=] Name

Type

@GG-SANDBOX Home  Create Experiment My Profile  Info

EXPERIMENTS

Actions

- 06 X
* 9 9@

Toggle Theme  adz - Logout

ACTIONS

31 May 2025, 12:22:05
Ran experiment: eucnc demo test

14 test 10

13 demo eucnc

EUCNC DEMO
TEST 2

EUCNC DEMO
TEST 1

10 test9

15 eucnc demo test 3 Standard

Standard

Standard

Standard

Standard

Standard
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Figure 8: ELCM graphical interface for the execution of experiments
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v | @ 6G-SANDBOX x 4+ - o X
<« C A Noesseguro elcm-exp.eucncdemo.6gsandbox.uma.internal:5000/experiment/edit_test case?test case_name=STREAMINGTESTCASE&file_type=testcase w O o @
%GG-SANDBOX ne reate Experiment My Profil n Toggle Theme  adz- L

Edit Testcase: "STREAMINGTESTCASE"

Version: a
Name: STREAMINGTESTCASE

~ Sequence:
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Figure 9: Editing the tasks within an ELCM test case

In this context, a test case is essentially a collection of tasks grouped under the same Execution ID. Based on

the tasks defined in the test case, the ELCM generates a sequence of actions that make up the experiment—
this process is referred to as Experiment Composition. These tasks will have links and specific instructions for
components within the given trial network.

There are two types of tasks that can comprise a test case:

e Top-Level Tasks: These are defined directly within the first level of indentation of the test case . They
are executed in the order specified by their Order field and always run sequentially.

e  Child Tasks: These are defined under the Children field of a Top-Level or another Child Task. They do
not have an Order field of their own; instead, their execution is controlled by the logic of their parent
task.

The composition process only applies to Top-Level Tasks; with each being treated as an indivisible unit along
with its tree of child tasks. During composition, all task definitions from the UEs and test cases included in the
experiment descriptor are gathered into a single ordered list, sorted by the Order field of each Top-Level Task.
Top-Level Tasks always execute sequentially, similarly to the behavior of conventional programming languages.
However, Flow Tasks can be used to alter the control flow of child tasks. The repository for ELCM contains a full
list of Flow Tasks, General-purpose tasks and guidance on how to implement new tasks [12] [13] [14].

If a Grafana [15] instance is available and configured, the ELCM can automatically create a Dashboard for
displaying some of the most important raw results generated during an experiment execution. In order to use
this functionality, the test case definition must include a collection of Grafana panel definitions. For each
experiment execution, the panels defined by all the test cases selected will be aggregated in a single dashboard.
The repository features instructions for the definition of a dashboard for a given test case [16]. It is also possible
to download full reference test cases either for direct use or for use as a basis for defining new ones [17].
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4.2 RUNNING EXPERIMENTS WITH OPENTAP CAMPAIGN MANAGER

After the setup of the experiment environment as described in Section 3, one of the methods through which
test plans/campaigns can be executed in the environment is through the use of the OpenTAP Campaign Manager
Tool [11]. This is a tool developed around the OpenTAP open-source project [18], with a significant amount of
development coming from Keysight Technologies. OpenTAP Campaign Manager provides a simple interface and
implementation that allows for the creation, running and monitoring of tests featuring multiple disparate tools
and features.

The Campaign Manager has 3 main structural components. The first of these is the Runner, which is a piece of
software that has to either be present in the experiment environment or have access to it over some sort of
network connection. In the case of 6G-SANDBOX, the Runner can be deployed as a component in the Trial
network or be permanently present within the infrastructure of a given platform. This Runner receives
instructions on what needs to be performed in order to enable test execution. This can range from the activation
of testing tools, modification of network parameters, exporting results to internal tools for further processing,
and a vast variety of other options. A runner can run multiple different test campaigns at once, as long as the
resources its accessing are available.

The runner receives its instructions from the second of the main components, the Campaign Manager interface.
From this interface, an experimenter can create, run and monitor the execution of a Test Campaign. A test
Campaign is comprised of multiple Test Plans, each corresponding to the generation of a specific KPI or set of
KPIs. Each Test Plan in turn is made up of a set of Test Steps, which are the individual steps that need to be
performed in order to successfully execute the test. Test Campaigns and Plans can also be saved for future use,
further simplifying the process of interacting with the tool for those that are not extensively familiar with it. In
the Campaign Manager, a Test Campaign can be assigned to a Runner that has been registered to a user group
the experimenter has access to. Upon the initiation of the Test Campaign, all the instructions are sent to the
Runner at once, which means the Runner can continue execution even if connection to the Campaign Manager
is lost. The experimenter can monitor the progress of the Test Campaign from within the Campaign Manager
Interface.

The final piece of the puzzle is the central OpenTAP repository [19]. This is not hosted within 6G-SANDBOX and
is not even a part of the project but is instead a publicly hosted repository containing a variety of plugins for use
with OpenTAP. The Campaign Manager and the Runner do not have inherent knowledge about any given testing
tool — the commands, functions and Test Steps for interfacing with tools are stored in plugins in this repository
and the Runner fetches whichever plugins are marked as necessary once a Test Campaign is sent to the Runner
and run.

Figure 10 shows the main test execution interface of the OpenTAP Campaign Manager. On the left side of the
screen, the list of Test Plans included in this Test Campaign is visible, each named after the result they are testing
for. The first of these Test Plans has been expanded, showing the individual Test Steps that comprise the Test
Plan. In the middle, the monitoring system for monitoring the progress of the Test Campaign is visible, which
can show the progress per individual Test Step. On the right, the parameters for the Test Campaign, editable or
otherwise, are displayed.
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Figure 10: The main test execution interface of the OpenTAP Campaign manager

5 POST-PROCESSING

5.1 GENERAL POST PROCESSING METHODOLOGY

Running of experiments within 6G-SANDBOX generates vast amounts of data, but for the data to be translated
into KPls, stored, used and shared for the purposes of furthering research it must be post processed. Following
the best practice of experiment execution within 6G-SANDBOX, this is also a process that is automated to the
largest extent possible. As described in Section 4, experiment execution in 6G-SANDBOX, be it through ELCM or
the OpenTAP Campaign manager, follows a format of test steps, combined into test plans, which come together
to create a full experiment execution. Post processing follows the same principles, being comprised of test steps
or combinations of test steps that can either be included within the original test campaign or run after the fact.

Data generated by test instruments within 6G-SANDBOX most often takes the form of large, keyed databases,
which are most often produced as .csv files. These files usually represent the measurement of a given value at
consistent time intervals over the course of the execution time of a given test plan. While this can obviously be
graphed to provide information about the process of the measured value over time, more often than not further
work is required to extract KPIs from this data. 6G-SANDBOX Deliverable 2.1 [20] contains details of the specific
definitions of these KPls, including the equations and tertiary data that is required to calculate them. To leverage
this information, specific code exists for each KPI that takes the generated .csv file as an input and outputs the
calculated KPI. Due to the simplicity of these operations this code can be quite flexible in terms of language and
implementation. For example, one implementation involves writing said code in Python [21] and running it on
the OpenTAP Runner used through the OpenTAP Campaign Manager experiment execution. The
implementation of these post processing scripts is the responsibility of the automation developers within 6G-
SANDBOX.

The time taken to post process data and generate KPIs varies heavily, depending on the complexity of operation
required for KPI generation and the amount of data being analyzed. Some KPIs for example simply consist of the
code finding the last value or the highest value in the sequence, while others involve the data being ordered
based on some given parameters, and then the corresponding value being selected based on a predefined
function. As mentioned previously, these post processing steps can be run as part of the test campaign
execution, or afterwards on preexisting data. The results of these post processing steps can be presented to the
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experimenter in the form of a spreadsheet or .csv file, usually divided into individual sheets by KPI, ready for
them to use or perform whatever further processing they may require.

At time of writing, examples of post processing can be seen in Deliverable D5.3 [22], but will also feature in the
final Deliverable 5.5 on test results within 6G-SANDBOX [2].

5.2 PLATFORM SPECIFIC TESTING POST PROCESSING METHODOLOGY

Some testing campaigns or operations are not available at the 6G-SANDBOX level and instead are specific to
each platform. Such testing campaigns usually relate to platform specific capabilities that are not shared by the
other platforms and also feature highly customized test steps, network setups, and result formats. As such, the
post processing steps and methodology for these tests can vary significantly from the norm described previously,
as they are up to the discretion of each platform for any given test that they run. At time of writing, no examples
can be given, but it is worth noting that 6G-SANDBOX does provide the space and flexibility for these more “out
of the ordinary” testing and processing schemes.

6 DATA COLLECTION AND STORAGE

The final aspect of the experiment methodology within 6G-SANDBOX is the collation of the generated and
processed data for the purposes of holistic presentation to the experimenter and long-term storage for the
benefit of future experimenters and the research community at large.

6.1 METHODOLOGY

The methodology for data collation has been described in Deliverable D2.3 [23]. An InfluxDB [24] is deployed as
a component inside of a Trial Network, where every measurement is stored along with a minimum set of
metadata. This approach allows for filtering, parsing and generally processing the experimental data for given
research. In addition, should an experimenter decide to share their results with a wider community, all part of
the data contained in a Trial Network can be coupled with a Data Descriptor, where the experimenter can declare
additional metadata for the results, and then the data can be exported to the Platform Central Repository.

Platform

\

( Manual search and

retrieval

Platform central repository
(InfluxDb)

Data Description(s)
Data: | |
- {Name: "RTT", Table: "Table1”, Meas:
“Meas1", Desc: "Round Trip Time’}
- {Name, Table, Meas, Desc}

- {Name, Table, Meas, Desc}
: L J Export to Zenodo

TN data
integration

Artifacts storage oISl
Trial Network desc.
Data description
6G Library ref.
Experiment desc.

— L : Export to Data Spaces

e . )

Figure 11: Data reusability in 6G-SANDBOX

The Platform Central Repository is itself another InfluxDB database, ensuring direct compatibility. This database
stores a curated sub-set of all the measurements generated in an experimentation platform. The data contained
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in the Platform Central Repository are structured in a specific pre-determined manner, include description on
basic processing and handling. This allows them to be accessible through the use of simple APIs.

Additionally, other useful artefacts, such as the original Trial Network Descriptor or references to used
components can be stored in the centralized Artefacts Storage. This central storage provides longer term storage
that is not dependent on the existence of the original Trial Network and allows experimenters to continue
processing the data without consuming resources in the platform that could be useful for other experimenters.

6.2 METADATA HANDLING

When committing data to long term storage, a common structure for metadata is required to make sure that all
reported data is re-usable from future experimenters and well-documented. The Test Data reusability sub-group
within the SNS-JU TMV has developed a common metadata template (CMT) with major contributions from the
6G-SANDBOX project. This template has been agreed among all the SNS-JU projects and has been used as a
blueprint for the development of a central Metadata Registry System (MRS) for the SNS-JU projects. The 6G-
SANDBOX project has offered its facilities to temporarily host (until the end of the project's lifetime) metadata
from all the SNS-JU projects.

The proposed CMT structure is based mainly on what existing Metadata registry systems request during an
addition of a new record (SLICES RI MRS [25], Zenodo [26], OpenAlIRE [27], DataCite [28] etc.), and also what
bibliographies include as vital information to best represent results coming from end-to-end experimentation
processes (e.g., the ETSI TR 103 761 V1.1.1 [29] and 3GPP TS 28.552 [30])

In the proposed CMT, three main groups of information are requested, referring to:

e Dataset Identity (Basic fields regarding the ownership and the identity of the Dataset)
e Dataset Object Characteristics (Information on the Dataset model, size, availability etc.)
e Dataset Content Information (Dataset content description and its production process)

As depicted in the figure below, the CMT is used by the SNS-JU projects to store their metadata to a single
reference Metadata Repository System, while the actual data can be stored at any repository (decided by the
SNS-JU project) as long as the Metadata Repository System links to it.

Metadata

Registration System

7!
Metadata

Datasets

W
LT

Figure 12: A Common metadata template is used to store metadata to a single Metadata Repository System for all SNS-JU projects

7 CONCLUSION

6G-SANDBOX is a large project with a lot of moving parts, and thus methodologies used within facilitating its key
functionalities must be defined clearly. With the definition explored in this Deliverable, 6G-SANDBOX can
provide experimenters with a consistent albeit flexible method of interacting with the infrastructure, facilitating
them to perform research in the 6G space at a greater scale but at a significantly reduced effort on their part
than would be expected otherwise. This Deliverable also serves as a guide for any experimenters looking to
perform research within the 6G-SANDBOX framework. While the details of every experiment may differ, the
information represented here will always be at the core of the experimentation process within 6G-SANDBOX.
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1 INTRODUCTION

A Trial Network with the identifier "EUCNCDEMO" was created as of June 2, 2025 on 6G-SANDBOX site UMA
(University of Malaga). Below you will find a summary of the components deployed or accessible from the Trial
Network, and all the relevant information to access the virtual infrastructure as well as the URLs to access the
services and their credentials, after connecting to the private VPN that provides access to the Trial Network.

2 COMPONENTS

2.1 EUCNC-TN_BASTION

The component eucncdemo-tn_bastion has been successfully created. The tn_bastion is the
main Virtual Machine of the Trial Network, serving as its default gateway, firewall, DNS
server and VPN server.

2.1.1 |MPORTANT INFORMATION:

e OpenNebula VM ID: 3475
¢ VM network interfaces:

"11": "10.11.28.217",
"1275": "192.168.199.1"

2.1.2 SSHKEYPAIR

A pair of ed25519 ssh keys is created as part of the tn_bastion's deployment. Use the
private key for ssh access to other component's with user tnuser.

To use them, please write the private key on a new file on .ssh/misc-eucncdemo-
id_ed25519 and give it permissions 0600.

You might incur ssh silent warnings if the permissions are not set. Debug ssh connections
with flag -v.

The tn_bastion VM is not meant to be accessed by experimenters, so it has no tnuser created
Public key:

ssh-ed25519 AAAAC3NzaC1llZDIINTESAAAAIJfeKS8XCmkdpv2D8Yf7LzH+ctlwcozz8DVr/CorCrBg
tnuser@eucncdemo

Private key:

b3B1bnNzaClrzXktdjEAAAAABGS5VbmMUAAAAEbMOUZQAAAAAAAAABAAAAMWAAAALZC2gtZIW
QyNTUXOQAAACCX31ikvFwppHab9g/GH+y8x/nLZcHKM8/Ala/wgKwqwYAAAAThGz1FXxRs5R
CQAAAAtzc2gtZWQyNTUXOQAAACCX3ikvFwppHab9og/GH+y8x/nLZcHKM8/Ala/wgKwqwYA
AAAEDAkz9y5aplm@pWsYPI5DACb4AdDIZ9ar3qgrLI9F15AZ5feKS8XCmkdpv2D8Yf7LzH+
ctlwcozz8DVr/CorCrBgAAAAEHRUAXN1ckB1dWNuY2R1bW8BAgMEBQ==

----- END OPENSSH PRIVATE KEY-----
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2.1.3 WIREGUARD VPN CLIENT CONFIG

Access to the Trial Network can be performed using one of the following Wireguard VPN
client configuration files:

wg_clientO:

[Interface]

Address = 10.7.0.2/24

DNS = 192.168.199.1

PrivateKey = i02faSV90TmhhcOF1lvruhE6elIgdLzkaDIei+DKaYF@=

[Peer]

PublicKey = OWVB26GOXhIUXp3X89Dju3GjghLUw8vGYRzTMa8VEA®=
PresharedKey = bBSUFBXi47ahpRxL4aMe407g0gUXvv6qUxPYarmuWLg=
AllowedIPs = 192.168.199.0/24,10.7.0.0/24,10.21.12.0/24,10.45.0.0/16
Endpoint = 150.214.47.156:39817

PersistentKeepalive = 25

wg_client1:

[Interfacel

Address = 10.7.0.3/24

DNS = 192.168.199.1

PrivateKey = MGRoMfMtOPkhXDKw2pgMa4L+cPQUVAWG7akRIKckzFI=

[Peer]

PublicKey = @WVB26GOXhIUXp3X89Dju3GjghLUw8vGYRzTMa8VEAQ=
PresharedKey = ZT+s+StLJ7U9uNHjiulrPddNgGc6zGajMSACmMGT]]js=
AllowedIPs = 192.168.199.0/24,10.7.0.0/24,10.21.12.0/24,10.45.0.0/16
Endpoint = 150.214.47.156:39817

PersistentKeepalive = 25

wg_client2:

[Interfacel

Address = 10.7.0.4/24

DNS = 192.168.199.1

PrivateKey = 0Gg5MIstsvwQjzvVFTbvhhRY70pFRNSEPGkpDnNRUKEk=

[Peer]

PublicKey = 0WVB26G0XhIUXp3X89Dju3GjghLUw8vGYRzTMa8VEAQ=
PresharedKey = T7mfm61ler7Ggls 174KGk8J4pV6UvNzwe2AIMx5xDhkY=
AllowedIPs = 192.168.199.0/24,10.7.0.0/24,10.21.12.0/24,10.45.0.0/16
Endpoint = 150.214.47.156:39817

PersistentKeepalive = 25

wg_client3:

[Interface]

Address = 10.7.0.5/24

DNS = 192.168.199.1

PrivateKey = OEkzja/PlemyeJxWQK/@I9kLO3FJIbN5+8+750e7plnU=

[Peer]

PublicKey = OWVB26GOXhIUXp3X89Dju3GjghLUw8vGYRzTMa8VEAO=
PresharedKey = pccyEPOexEbhsxxyvPnuSx7c5EMjNmQe182MQO4uUxA=
AllowedIPs = 192.168.199.0/24,10.7.0.0/24,10.21.12.0/24,10.45.0.0/16
Endpoint = 150.214.47.156:39817

PersistentKeepalive = 25
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wg_client4:

[Interface]

Address = 10.7.0.6/24

DNS = 192.168.199.1

PrivateKey = +GjzXQB8dgg32SHROIPIALn1PVWe5GhLs1xhz/VGOQVk=

[Peer]

PublicKey = 0WVB26G0XhIUXp3X89Dju3GjghLUw8vGYRzTMa8VEAQ=
PresharedKey = xR4TLIPkgW8qT7pMFGBS@OK+Aq9EHZE@K100oNgFcnjS0=
AllowedIPs = 192.168.199.0/24,10.7.0.0/24,10.21.12.0/24,10.45.0.0/16
Endpoint = 150.214.47.156:39817

PersistentKeepalive = 25

WARNING
Only one experimenter can use the same VPN client simultaneously.

2.1.4 TECHNITIUM DNS SERVER

You can access the Technitium DNS web portal
from

Credentials to login are:

e user:admin
e password: I0r1aPzAYjlzfDRIM3KMENVmMmMK2YZUDmi3urgRn1ln5w=

2.2 EUCNCDEMO-TN_VXLAN

The component eucncdemo-tn_vxlan has been succesfully created.
The tn_vxlan is the main subnetwork of the Trial Network, connecting all components, and
reachable to the experimenter through the Wireguard VPN server in the tn_bastion.

2.2.1 |MPORTANT INFORMATION:

e OpenNebula VNet ID: 1275

e VXLAN subnet: 192.168.199.0/24
e VXLAN first IP: 192.168.199.1

e VXLAN address size: 254

e VXLAN netmask: 24

e VXLAN gateway: 192.168.199.1

e VXLAN DNS: 192.168.199.1

e VXLAN MTU: 1500

e VXLAN guest MTU: 1450
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2.3 EUCNCDEMO-VNET-N2

The component eucncdemo-vnet-n2 has been succesfully created. It works as a secondary
subnet inside your Trial Network components

2.3.1 |MPORTANT INFORMATION:

e OpenNebula VNet ID: 1276

e VXLAN subnet: 10.21.12.0/24
e VNET first IP: 10.21.12.1

e VNET address size: 100

e VNET netmask: 24

e VNET gateway: None

e VNET DNS: None

e VNET MTU: 1500

e VNET guest MTU: 1450

2.4 EUCNCDEMO-ONEKE-CLUSTER

The component eucncdemo-oneKE-cluster has been succesfully created.

The Kubernetes cluster has been deployed as a OneKE Service, with the Skooner
Dashboard helm chart already deployed. OneKE is a minimal hyperconverged Kubernetes
platform that comes with OpenNebula out of the box. It is based on RKE2 - Rancher’s Next
Generation Kubernetes Distribution with preinstalled components to handle persistence,
ingress traffic, and on-prem load balancing.

OneKE Service has four different Roles:

e VNF: Load Balancer for Control-Plane and Ingress Traffic.

e Master: Control-Plane nodes

e Worker: Nodes to run application workloads

o Storage: Dedicated storage nodes for Persistent Volume replicas
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Workers Storage

Kubernetes Cluster

2.4.1 |MPORTANT INFORMATION

OneKE public VNET: tn_vxlan

¢ OneKE private VNET: vnet-n2

e CNI: canal

e multus enabled: True

o metallb enabled: True

e metallb IP pool: 10.21.12.200-10.21.12.240

o traefik enabled: False

e SSL/TLS passthrough enabled in the nginx-ingress: False

o Skooner Dashboard URL: https://skooner.oneke-cluster.eucncdemo.6gsandbox.uma.internal

o Skooner Dashboard
token: eyJhbGciOiJSUzI1NilsimtpZCl6lI19aVTdvaUxzZzl6aINVUENUMNITMFpCMkFVem
xIblQ5amh3U1ppb0dQNTAIfQ.eyJhdWQiOlsiaHROcHM6Ly9rdWJlcm51dGVzLmRIZmF
1bHQuc3ZjLmNsdXNOZXIubG9jYWwilLClya2Uyll0sImV4cCI6MjA2MzYyMzU1NywiaWF
0ljoxNzQ4MjYzNTU3LClpc3MiOiJodHRwczovL2t1YmVybmVO0ZXMuZGVmYXVsdC5zd
mMuY2x1c3Rlci5sb2NhbClsimp0aSI6ImFkMGE3NGUwWLWNIODctNGEIMCLIMTY2LTA
XOTYxZjZIODhmMCIsImt1YmVybmV0ZXMuaW8iOnsibmFtZXNwYWNIljoic2tvb25Icilsl
NNIcnZpY2VhY2NvdW50Ijp7Im5hbWUiOiJza29vbmVyLXNhliwidWIkljoiOGVIMTgwNT
ktODBjMCO0MzBkLWFjNDQtOTAOQY2JhZDVkZThhIn19LCJuYmYiOjE3NDgyNjM1NTcsIn
N1Yil6InN5c3RIbTpzZXJ2aWNIYWNjb3VudDpza29vbmVyOnNrb29uzXItc2EifQ.IN60OR
letmkRJ2RNvqwTWXUo11tzAI4FvTCeOWi9G4agH41XRYccCC5vozwWGhAZkr8291N2
Fm623F7J09DS00pUMB80IkjCMEMYwp7pjvgeBBYEFDIUJtBfrwwUcldrtlts6DS4_[zAw3
c9lznxMjrkAe65-uPYITZ-
pubmwFdC8HATI6HNUYBiLYNXbOWOWXEFNXT _ZWecLK4FxSLC3pr_h6HgkrD1S6ukKy
cXQUIMe5SLDf7TIW63pkSzq8vgOa0CxaVI8JuhDDvsuBLYXsNBfPTGOMBYgYG6cloSU
VnHM8654-k7FOXHSHx6mPloYNvqFelxh94GvQbg39nhg0ODg

e Longhorn Dashboard URL: https://longhorn.oneke-cluster.eucncdemo.6gsandbox.uma.internal

e base64 encoded KubeConfig file:

LSOtCmFwaVZlcnNpb246IHYXCmNsdXN0ZXJzOgotIGNsdXNOZXI6CiAglICBjZXJ0aWZpY2

FOZS1hdXRob3JpdHktZGFOYTogTFMwdEXTMUNSVWRKVGICRFJWSIVTVVpKUTBGVVI

TMHRMUzB0Q2sxSINVSmxSRUSEUVZ)clowRjNTVUpCWjBsQ1FVUKITMEpuWjNGb2E

ycFBVRkKZSUKVGCVFXdESVMGwzU1VGWIIGWIVVVIFUW14NVIUSIZIVXhZVG13S1kyN

WFiRO5wTVdwWIZVRjRUbnBSTkUxcVdYcE5ha2t3VFVIMFAFUIVTVEZOUKZWNVRtcEZI

VTVFUVhsT1JtOVISRIJOTVUXRVZYbE9SRVY1VGtSQmMVRcEISbTkzU2tSRMFVMURRVW

RCTVZWRIFYZDNXbU50ZEd4TmFURjZXbGhLTWxwWVNYUIpNalpCVFZSak1FOUVTVE
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pOZWtsNVRrUkNXazFDVFVkQ2VYRKhDbE5OTkRsQlowVKhRMES4UjFOTKSEBEJKMFZ)
UVRCSIFVSktjVXRxU2xkcFdFaDRiVzFKVGO5YWMyWTNkQ3RQUzBaWFIrMUtSM1JaSz
A4cmRUSIIVMILZFRaTFNWbDVRVXBrTWpKWIFVaERibWxGU3psT1drY3hlakZvWm5
aVVRUaEhRMDVNT1RaRU56SIFhMm92TVNOCVVXcENRVTFCTKVKQk1WVmtSSGRGU
WdvdmQxRkZRWGRKUTNCRVFWQkNaMDVXUOZKTIFrRm1PRVZDVKVGRVFWRKIMM
DFDTUVKQk1WVmtSR2RSVjBKQ1VE6QKNNbTVYT]FGM2IwMVINVEZCYzFCRKNrMVhjV]FsSIMzZFpRaOpSVIVoQmQwbDNDa2gzV1VSV1VgqQnFRaOpuzD
BadIFWVkIjMXBGUmpCVFFrTkxhVmhNUjlsaGRuWkpablEwZHpnNFIzZZDNRMmRaU1V
0dldrbDZhak/GUVhKSIIGTKJIRWGNLVWxGSloxbGIWVTFtZVdwNK5TdFhNbkZITVRCW
WRERTFkbmQOVnpCdWNFNVIXVOpyTIVZNVAHMURNM2hrUjBWRFNWRKRPSFKOWIZ
0ak5IWXISVIVyVkFveU1rUkdRbFZUYUU1RFNDOHIVWGXOY]FSVWFraG1WelF6YTBOe
IRIYZIQUW9OTFMwdEXVVK9SQOJEUIZKVVNVWkpRMEZVUIMwAEXTMHRDaTBOTFMw
dFFrVKhTVTRNUTBWU1ZFbEdTVUSCVKVVAEXTMHRMUXBOU1VsQ1pWUKRRMEZTSz)
kQmQwbENRV2RKUWtGRVFVdENaMmR4YUd0cVQxQIIVVVICYWtGcIRWTkpkMGXCV
1VSV1VWRKVSRUpzZVdFeVZYbE1WMDV6Q21GWFZuVmtRekZxV1ZWQmVFNTZVVF))
JVVVICWjA1SIFVUKNSa0ZwUWtVM1ZYTnZNRIkxYkVIMU1XbDVUVGRyYOVAcIN6WIB
iM1pyYUVSTUNrb3dNbXQOVIZOcWRXeExaVVISU1doQINVczBNM2xVU1ZkbIRVOHIN
REJQTM5SeGNFUNFRWGxyZDJjemQwVIRZV3QyTOVsUmRsTmIjRzFsU2dvdEXTMHRM
VVZPUKNCRFJWSIVTVVpKUTBGVVITMHRMUzB0Q2c9PQogICAgY2xpZW50LWtleS1kY
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XRhQOiBMUzBOTFMxQ1JVZEpUaUJGUXICUVVrbFdRVIJGSUVORIdTMHRMUzBOQ2sxSV
kwTkIVVVZGU1UxbIRUUTBUVzR5ZGpVNFpYTm5Zek]YTUhCcmQzUkRaMjk1TWxabm
QzZHpOMOZYTWxOc2NXeGtUVXB2UVc5SFEWTnhSMUSOTKRrS1FYZEZTRzIWVVVSUI
owWRkZXalpFTOVWVO5S5WTTRUVGhrUTBoek4xUktUVFZCVjNoWE1HczNWVFpgYmO5U1
VXRllaelpWYIZaRkOXTmhUVmhsTWtSRINRbzBPRTQOTTNoaVRIRmhVVEpGZUVST1150
DBiR3gwV2s5eFIsTmISRW96VUhGM1BUMEtMUzBOTFMxXRIRrUWdSVU1nVUZKSIZrRI
VSUOJMUIZrdEXTMHRMUWS89Cg==
e Node IPs:

{

"master_0":"10.21.12.2",

"storage_0":"10.21.12.4",

"storage_1":"10.21.12.5",

"storage_2":"10.21.12.6",

"vnf_0":"192.168.199.3",

"worker_0":"10.21.12.3"

}

If you need detailed information about OneKE you can visit the official documentation:
https://github.com/OpenNebula/one-apps/wiki/oneke ops#operating-oneke

The validity of the Skooner Dashboard token is ten years from now. If you need to create
another one, use this command:

kubectl create token skooner-sa -n kube-system --duration=8760h

More info here: https://github.com/skooner-k8s/skooner
2.4.2 How 10 DEBUG ONEKE

In case access to the Kubernetes cluster via the kubeconfig file is not enough to

troubleshoot issues, you might need to access OneKE's nodes via ssh. To do so, please paste
the content of file misc-eucncdemo-ssh_config into your current ssh configuration.

ssh eucncdemo-oneKE-cluster-vnf_0

ssh eucncdemo-oneKE-cluster-master_0
ssh eucncdemo-oneKE-cluster-worker_0
ssh eucncdemo-oneKE-cluster-storage 0
ssh eucncdemo-oneKE-cluster-storage_1
ssh eucncdemo-oneKE-cluster-storage_2
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2.5 EUCNCDEMO-OPEN5GS_K8S-CORE

The component eucncdemo-open5gs_k8s-core has been succesfully created.

0 Open5GS

Open5GS is a C-language Open Source implementation for 5G Core and EPC, i.e. the core
network of LTE/NR network (Release-17)

Deployed Open5GS includes the following 5G Core components:

e NRF - NF Repository Function
e SCP - Service Communication Proxy
e  AMF - Access and Mobility Management Function
e SMF - Session Management Function
e UPF - User Plane Function
e  AUSF - Authentication Server Function
e UDM - Unified Data Management
e UDR - Unified Data Repository
e PCF - Policy and Charging Function
o  NSSF - Network Slice Selection Function
e BSF - Binding Support Function
If you need detailed information about Open5GS you can visit the official

documentation: https://open5gs.org/open5gs/docs/guide/01-quickstart/

Current versions:

e Open5GS:v2.7.2
e Helm Chart used: v2.2.6

2.6 IMPORTANT INFORMATION

e Kubernetes Cluster: oneKE-cluster
e PLMN ID (MCC): 999
e PLMN ID (MNC): 70
e TAC: 1
e  S-NSSAI (SST): 1
e S-NSSAI (SD): 000001
e AMFN2IP:10.21.12.200
e UPFN3IP:10.21.12.201
e  Open5GS Dashboard URL: https://open5gsk8s-core.eucncdemo.6gsandbox.uma.internal
e  Web portal credentials:
o admin
o 1423
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2.7 EUCNCDEMO-VM_KVM-UBUNTU22_04

The component eucncdemo-vm_kvm-ubuntu22 04 has been succesfully created.

ubuntu®

It consists of an Ubuntu 22.04 LTS Virtual Machine

2.7.1 |MPORTANT INFORMATION:

e OpenNebula VM ID: 3476

e VM memory: 4096 MiB

¢ VMVCPUs: 2

e VM available storage: 25 GiB

e VM network interfaces:
{'1275":'192.168.199.2"}

2.8 EUCNCDEMO-UERANSIM-BOTH

The component eucncdemo-ueransim-both has been succesfully created.

UERANSIM
S5G SOLUTIONS

UERANSIM is a simulator for both an UE and/or a RAN (gNodeB). Both utilities are separated
into two different services, stopped and disabled by default:
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ueransim_gnb.service: gNB simulator service defined

at /etc/systemd/system/ueransim_gnb.service. Its behaviour is defined through
the /etc/UERANSIM/open5gs-gnb.yaml file

ueransim_ue.service: User Equipment simulator service defined

at /etc/systemd/system/ueransim_ue.service. Its behaviour is defined through
the /etc/UERANSIM/open5gs-ue.yaml file

If you need detailed information about what each parameter in the input files mean, check

the official documentation.

Component configuration logs can be foud at /var/log/post-ueransim.log

2.8.1

2.8.2

IMPORTANT INFORMATION:

OpenNebula VM ID: 3486

VM memory: 2048 MiB

VM VCPUs: 2

VM available storage: 10 GiB

VM network interfaces:
{'1275":'192.168.199.7'}

GNB

Service ueransim_gnb.service is currently running and enabled with the following

configuration:

2.8.3

Linked Open5GS: open5gs_k8s-core
AMF IPv4 address: 10.21.12.200
TAC: 999

MCC: 999

MNC: 70

Slice SST: 1

Slice SD: 000001

UE

Service ueransim_ue.service is currently running and enabled with the following

configuration:

Linked gNBs: localhost

gNB Search List: localhost

MCC: 999

MNC: 70

MSIN: 0000000100

Resulting SUPI: imsi-999700000000100

Permanent Subscription Key: 465B5CE8B199B49FAAS5FOA2EE238A6BC
Operator Code: ESED289DEBA952E4283B54E88E6183CA
Session APN: internet

Session SST: 1

Session SD: 000001
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2.9 EUCNCDEMO-ELCM-EXP

The component eucncdemo-elcm-exp has been succesfully created.

2.9.1 |MPORTANT INFORMATION:

e OpenNebula VM ID: 3485
¢ VM memory: 2048 MiB
e VMVCPUs: 2
e VM available storage: 7 GiB
e VM network interfaces:
{'1275":'192.168.199.6'}
2.9.2 ELCM BACKEND

The backend dashboard is available on port 5001.

http://elcm-exp.eucncdemo.6gsandbox.uma.internal:5001

2.9.3 ELCM FRONTEND
The frontend dashboard is available on port 5000.

http://elcm-exp.eucncdemo.6gsandbox.uma.internal:5000

Information to access to the frontend dashboard:
Registration is required to access the frontend dashboard in the following link:

http://elcm-exp.eucncdemo.6gsandbox.uma.internal:5000/auth/register

Fill the form with your information.
Login with your credentials in the following link:

http://elcm-exp.eucncdemo.6gsandbox.uma.internal:5000/auth/login

2.10 EUCNCDEMO-PROMETHEUS-METRICSERVER

The component eucncdemo-prometheus-metricserver has been succesfully created.

2.10.1 IMPORTANT INFORMATION:

e OpenNebula VM ID: 3487

¢ VM memory: 2048 MiB

e VMVCPUs: 2

e VM available storage: 7 GiB

e VM network interfaces:
{'1275":'192.168.199.8'}
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2.10.2 PROMETHEUS v2.53.4

Prometheus is available on port 9090.

2.11 EUCNCDEMO-INFLUXDB-V2

The component eucncdemo-influxdb-v2 has been succesfully created.

2.11.1 IMPORTANT INFORMATION:

e OpenNebula VM ID: 3483

¢ VM memory: 2048 MiB

e VMVCPUs: 2

e VM available storage: 7 GiB

e VM network interfaces:
{'1275":'192.168.199.4"}

2.11.2 INFLUXDB v2.7.11 INFORMATION:
InfluxDB is available on port 8086.

http://influxdb-v2.eucncdemo.6gsandbox.uma.internal:8086

e Username: admin

e Password: adminadmin

e Organization: testing

e  Bucket: testing

e Token: default-token-testing

2.12 EUCNCDEMO-GRAFANA-V11

The component eucncdemo-grafana-vl1 has been succesfully created.
2.13 IMPORTANT INFORMATION:

e OpenNebula VM ID: 3484

e VM memory: 2048 MiB

e VMVCPUs: 2

e VM available storage: 7 GiB

e VM network interfaces:
{'11275":'192.168.199.5'}

2.14 GRAFANAV11.6.0
Grafana is available on port 3000.

http://grafana-vll.eucncdemo.6gsandbox.uma.internal:3000

Information to access to Grafana dashboard:

e Username: admin
e Password: adminadmin
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