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ABSTRACT

This deliverable includesformation about the development and integration activities performed

across all tasks of Work Packagé4. y 4 SANI GA 2y | yR YIFylF3ISYSyd 2F c¢bD
6GSANDBOX. A 6G trial network, thentral conceptof the project, is a fully manageable and
configurable networkhat isoffered as a testbed texperimentes. Actual components/technologies

in the trial networks (core network, RAN, devices, etc.) are provided by the four platforms in the
project (Athens, Berlin, Malagand Oulu), andhey are mainly implemented in WorRackage 3

GhLISY FyR NBdzAl 6f S c¢cD f ARadiagddtakdi®e NbulisNdnt WP3 WS G 6 2 NJ
input to enhancethe four platforms and to create the necessary coordination and orchestration
process to manage the trial networkBhiswork package includes three main activities:

a) building a 6GSANDBOX framework for deployment, configuration, sharing, coordinainoh
orchestration of the trial network components with information from tlierary.

b) constructions of digital twins of some resources/components to be part of the trial networks
replacing the actualesources.

c) expanding the technologiesn the existing four platforms with additional components
following a welldefined integration process.

The four existing platforms in BGANDBOX are mature infrastructure created and usquenious
projects, including 5G PPP and national projects. They are now expemolé&-SANDBOX wittnial
network support and with new components, including digital twins. The objective of this deliverable
is to report only on thdatestfeatures and the activities tomplementthesenew featureswithin the
project. A full description with all the capabilities per platform is offereseiparatedocuments to be
distributed as part of the documentation of experimenters availabletgds://www.6g-sandbox.eu

This document is the final version produced in the project and replaces the previous version D4.1.

KEYWORDS
Trial Network, 6G libraryDigital TwinsIntegration

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022 6
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1 INTRODUCTION

1.1 Document Structure

This document is organizedto three parts.To create a selfcontained document, the deliverable
beginswith a summary othe 6GSANDBOX ecosystem atapotential users irsection2. Areference
to the mainsupporting tools islsoincluded in this section.

Then,Part 2 insections3 and4 is devoted to the 6GSANDBOX experimentation framewo8ection
3 details the status of the trial network manager, whadtdresseshe highest-levelaspects of creatig
and mana@ng trial networks. Section4 describes the deployment aspects and usevinfualized
infrastructure to support the trial network$&ection 5 reports the activitigglated toDigital Twirs.

In the third part,Section 6 reports the integration activitieperformedper platform.

1.2 TargetAudience

This document isntended to be helpfulto the entire SNS JU community anble 6GSANDBOX

ecosystem asdescribed in Section 2. However, the document is strongly recommended for testbed
developers interested in creating a new-8&88NDBOHlatform thatreusesthe framework developed

in the project. Such replication is encouraged as part of SNBjdttivesand it is an objective ithe
6GSANDB®project. { dzLJLI2 NII F2NJ NBLX AOlF GA2y OFy ©6S LINRDARS
an adhoc agreementAll of the software tools described in sections 2 and 3 are offered as-open
sourceto any interested pay.

2 6GANDBOXCOSYSTEM

2.1 6GSANDBOArchitectureand Keyloncepts

The 6GSANDBOX Reference Architectuas described in D2.fi1], follows a structureof 3 layers
wherein each layer abstracts and encapsulates specific functionalities. This design allows for the
reduction of perceived complexity by providing a simplified interfilaceend-users.Theycan engage

with the system without requiring an idepth understanding of itthternal operations. At the same

time, this approachdivides the inherent complexity into more manageable components, promoting a
structured and easily understandable system

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022 7
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Figurel. 6GSANDBOXTrchitecture

From bottom to top, the Physical Infrastructure Layer encompasses the tangible elethants
constitute the 5G/6G network, computational resources, measurement equipment;used devices,

and any additional devices essential for specific experiments within the testbed. Thisslagdre
expanded by incorporating external resources from other Testbed Domains, experimenter premises,
or the public cloud through VPN connectivity. The Resource Management Layer, situated above the
Physical Infrastructure layeutilizesInfrastructure Managerss(ich asOpenNebula, OpenStacind
PROXMOX, etc.) to centrally manage the diverse capabilities within the testBaddly, the
Experimentation Lifecycle Layer serves as an interface connecting Experimenters (users of a Trial
Network) with the underlying Resource Management layer. Its primary function is to oversee the
lifecycle of various Trial Networks, encapsulatitige testbed resources made accessible to
experimenters.

Within architecture the TNLCM serves as tlesere component responsible for orchestrating the
creation and management of Trial Networks. Simultaneously, the 6G Library, hosted on GitHub,
provides a comprehensive set of software components and accompanying documentation. This
initiative aims to estalish an open reference software library, facilitating the seamless instantiation
of Trial Networks.

Furthermore, the overall architecture aligns with the 3rd Generation Partnership Project (3GPP)
approach toimplementingOpen APIs. This decision is rooted in the necessity for Trial Networks to
expose APIls to 66ANDBOX userollowingthis decisionthe chosen Framework for APl exposure is
CAPIF, ensuring a standardized and effective interface for interactiontheitineatedTrial Networks

2.2 ExperimenteProfiles andAccesdevel

In this section, thdeadingroles that a third party can play the 6GSANDBOX facility are defined,
indicating the access level provided, the integration activity required, as well as the services that the
6GSANDBOX provides.

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022 8
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Tablel: Third Party Roles in B6ANDBOX, profile, access levels, and services provided

Services offered by

Role Profile Access level Integration Required 6GSANDBOX
The TNU has access 1 Whateveris provided
Someonewho creates test to the portals used through the Experimenters
cases (or uses the available | for experiment Portal
6G ones) and conducts . conduct, and the TNU (Optional) A 9 TN selection. N
measurement campaigns. software has secure o 9 Test case composition.
SANDBOX . - ; containerised . L
Trial The TNU can also bring an | API interaction to avplication or 1P 9 Third-party application
application, deploy it, and every component bp deployment.
Network S : network node .
link it (through API that is part of the . 9 Supportfor using the APIs
User (TNU) | . - . . provided by the TNU. )
interaction) to a Trial selected Trial provided by the TN
Network that is selected and| Network providing selected.
activated for the experiment.| API services through 9 Results collection and
CAPIF. analysis.
Someonewnho creates a Trial | The access level of a :
Network from the TNUincludes(i) U TN G OIIEE
L 1 TN exploitation for
components that the 66 admin rights to Provisioning of experiments conducted
SANDBOX facility provides | configure a specific visioning xp ;
6G 3 3 : computational either by the TNO itself or
(i.e., the 6GLibrary and the portion of : :
SANDBOX . . . resources as well as by third parties.
. technologies physically computational : . .
Trial int ted in the 66 configurations for the | § Test case composition.
Network integrated In the TESDLIEES WINEE Ui TN components 9 Third-party application
oneratoro | SANDBOX Platforms). The | TNis seorhosted | -\ 2P S deo P yt PP
wEer (TNO) TNO can also play the role o] and i) remote access| components to the eployment. h
a TNU or allow other TNUs tq to platform-specific GGLpb 1 Supportror LEig bz A
experimentwith the Trial physical or virtual torary. provided by th? TN created
Network created. components to setip Il Resultg collection and
the Trial Network. analysis.

1 SW/HW components that
incorporate 6G technologie
or services that are
integrated and become part

gy | Someone mattnngs oG | A5SE GPRIoT | Oreraneans, | of e SGSANDRON oty
Technology I viF;tuaI cc?myonents support services e |.ntegrated SR
Provider | solutions and is willing to . P bp remain for further use by
. . and interfaces related to the . . .
for the 6G | integrate them with one or ) . . the project or third parties).
.| needed to integrate a| integration process )
SANDBOX | more Platforms for expanding e | CAPIfeompliant APIs
facilty | the 6GSANDBOX capabilitie] SPECTIC SW/HW Sl 1D E e :
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2.3 Trial Network User

The role of Trial Network User (TNU) can be played by someboereates test cases (or uses the
available ones) and conducts measurement campaigns. The TNU can also bring an application, deploy
it, and link it(through API interaction) to a Trial Network that is selected and activated for the
experiment. A TNU has access to the portals useddaductingexperiments In contrastthe TNU
software has secure APl interaction to every component that is part of the selected Trial Network and
provides API seices through CARPIF

0 R &
‘9\\0 (&‘ql z‘} (Q.Q N
: N R e
g o 0\\o° & L 3& O
R @ \“Q‘o ©
Front End TN user ‘ v
Gl Portal and APIs |
6G-SANDBOX Trial 6G Library
i Open Repository with
Network hfecyde INCHEBgEy N ingredients forthe Trial
(THLCM) J Chee) =

TN management
and ov I
res

scheduling

Y — — [ §
|_Fronténd | 6G KPIs & KVIs Open
Experimentation Fundamental Repository with the

Manager { TN tools @ || experimentation results

| =
-

Infrastructure Manager (e.g., opennebula and K8s) =

Physical components ready for reservation to become part of Trial Networks.
Data || These components include commercial network core, outdoor gNBs, O-RAN
network implementations, RIS components, Satellite links etc. in 4 different locations:
/ Berlin | Athens | Malaga | Oulu

Figure2. Trial Network user representation of the interaction witie 6GSANDBOX facility

2.4 Trial Network Owner/Operator

The role of Trial Network Operator (TNO) can be played by sonwelomereates a Trial Netwonksing

the components providedoy the 6GSANDBOX facilitfi.e., the 6GLibrary and the technologies
physically integratednto the 6GSANDBOX Platforms). TNO can also play the role of a TNU or allow
other TNUs to conduaxperiments withirthe Trial Network created. The access level provided to a
TNO is thesame as thaprovided to a TNU plus (i) admin rights to configure a specific portion of
computational resources where the TN is sethosted and (ii) remote access to platforrapecific
physical or virtual components to set the Trial Network.
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v
Front End TN user
ortl nd APls

SO Open Repository with
Ingredients for the Trial
A ™O =
H S = S
™ Platform A
management capabilities and
: and overall resource
: resource availability
: scheduling Offline addition
of the physical
— — 6G KPIs & KVIs open component's
Experimentation | | Fundamental Repository with the representation
Manager TN tools experimentation results
.............. [ P
Physical components ready for reservation to become part of Trial Networks.
Data These components include commercial network core, outdoor gNBs, O-RAN
network implementations, RIS components, Satellite links etc. in 4 different locations:
Berlin | Athens | Mala Oulu

Figure3. Trial Network Owner/Operatog representation of the interaction with the 6GANDBOX facility

2.5 6GSANDBOX 3rd Party Technology Provider

The role ofa third-party technology Provider can be played by someat® brings 6G component(s)
or software solutions and is willing to integrate them with one or more Platfdovexpandthe 6G
SANDBOX capabilities.third-party technologyProvider has access to platforspecific physical or
virtual components and interfaces neededit@orporatea specific SW/HW component.

Open Repository with
i for the Trial

A TNO
Platform N
TN management capabilities and
and overall resource
resource availability
scheduling Offline addition of
— the physical
) FrontEnd o . 6G KPis & KVIs Open component's
Experimentation | | Fundamental Repository with the representation
Manager TN tools experimentation results
............. v
Physical components ready for reservation to become part of Trial Networks. ‘ < N ‘
Data These components include commercial network core, outdoor gNBs, O-RAN
network | implementations, RIS components, Satellite links etc. in 4 different locations: Platform 3 "TY
Berlin | Athens | Malaga | Oulu Sdtis pr:i( or

Figure4. 3 Party Technology providerrepresentation of the interaction with the 6GANDBOX facility
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2.6 6GSANDBOX 3rd Party Platform Owner/Operator

This role is for the owner/operator of an eftd-end experimentation platform/testbed who is
interested in adopting 668ANDBOX framework (i.e., the concept of creating TNs on top of the
testbed). The 3rd Party Platform Owner utilizes an instance B3@G8ANDBOX Toolkihat has been
developed in the project to support the TNs concept.

6G-SANDBOX toolkit

B‘\i
ER)
S0
A° (’\:.:p“)\o‘
3
= P Pls  f
6G-SANDBOX Trial
» Network lifecycle manager | ¢y
(TNLCM)
resource =
: scheduling |+
§
: 6G KPis & KVIs open
: Fundamental
J TNtools | & || o s | [ !
: S L AL
-------------- > Infrastructure Manager (e.g., opennebula and K8s) v
Physical components ready for reservation to become part of Trial Networks. & x
| These components include commercial network core, outdoor gNBs, O-RAN [
implementations, RIS components, Satellite links etc. in 4 different locations: Platform 3 Party
owner Tech

Berlin | Athens | Malaga | Oulu Provider

Infrastructure Manager (e.g., opennebula and K8s) IS} 3+ party
£ Platform
Hosting Platform for the 6G-SANDBOX toolkit owner

Figure5. 3¢ Party Platform Owner/Operatag representation of the interaction with the GANDBOX facility

2.7 Main SupportingTools

Before presentingthe updatesto the experimentation framework angblatform upgrades,it is
necessary tantroduce, as areference,the main supporting tools that ar&key componentsof this
evolution. These tools can be differentiated into deployment toas;hestration, testingand
measurementFormore information about these toolsefer to deliverables D3.1 and D5.1.

Deployment tools:

These are the necessary tools t@velopingcomponents ira Trial Network

9 Terraformt This tool facilitates the creation of virtual infrastructure across private cloud
providers, enabling the setup of virtual networks, machines, containers, Kubernetes clusters,
and more. Terrafornstreamlines the infrastructure provisioning process.

1 Ansible Employed for comprehensive component configuration, equipment setup, and
integrations, Ansible enables firgrained actions on Trial Network components. Its
idempotent nature ensures reliability in configurations

1 Jenkins This tool serves as the orchestrator for deploying componetd executing
deployment processes efficiently. Jenkins streamlines and automates deployment workflows.
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1 Bash Enabling scripting for standalone operations, Bash provides flexibility and customization
in executingvarious operational tasks.

Orchestration:

OperNebula isthe proposedsolution © provide the private cloud infrastructure that will be used in
the project. It relies on libvirt, recommending the use of the KVM hypervésat includegesource
control (authorization authentication and accounting) via ACLs and POSIX rules with several
authentication methodsand frontend high availabilityOpenNebula providesnaXML-RPC interface
that can be accessed with different interfaces, for instance:

1 OpenNebula command line interface (CLI)
1 The graphical web interfaces, Sunstone andHsige.
1 Terraform (executes instructions over the OpenNebula endpoint)

The networking model fa@penNebulavould require three different connections (can be overlapped)
as shown irFigure6, whichcan be used to emulate thgroject network necessities.

Datastore Datastore Frontend(s)

images System

Service Network

Public Network

Host Host Host
Hypervisor Hypervisor | ~777 Hypervisor

Private Network

Figure6. Networking model of OpenNebula

Once the OpenNebula infrastructure is running, it provides the creation and access to the following
resources:
9 Virtual Networks: logical partition of networks used to interconnect VMs.
9 Virtual disk images (images): physical storage that will be treated as a VM disk
9 Datastores: volumes to store the necessary data for the VM to run
o Image datastore: the globally used images
0 System datastore: stores each Wyecific image
o Files: Stores specific files
I Templates are a way to create VMs and Virtual networks with a similar configuration. A
template Instance will generate a VM, thus VM or instance will be ugedchangeablyfor
the same concept.

Allthe previous resources can be grouped with treage of:
9 Clusters: a logical partition of Nodes, Virtual Netwogksl datastores.
1 Virtual Datacenter (VDC): a logical partition of the previously mentioned resources with access
control.
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Testing & measurement

These arghe tools (softwarein Table2 and hardware inTable3) that Keysighis providing to the

platforms.

Software Tool
Hawkeye

BreakingPoirW¥E

IXNetwork

IXLoad

CloudPeak:

Cyperf:

Threat Simulator

LoadCore

EXata

PathWaveSystem Design

RICTest

Hardware Tool
Wavgudge

Table2: Keysight Software tools

Definition

Hawkeye is an active network performance monitori
platform that can be used for QoS monitoring, application &
web monitoring, WAFi monitoring, cloud monitoring, etc.
BreakingPointis a security testing tool for performin
penetration testing on networknfrastructure.

IXNetwork is avirtualized network performance testin
solution that emulates a wide rangs networking protocols
and traffic types.

IXLoad is a virtualized muftlay services testing solution th:
delivers comprehensive functional and performanesting to
validate user quality of experience (QoE) in physical and vi
networks

CloudPealenablesusers to validate and benchmark VMwar
vCenter and OpenStadiased privateclouds andcan run
evaluations on a testbed faither a single compute node ¢
large environments with many racks.

CyPerf supports the creation of digital twirof users,
applications, and attackenablingthe replicaion and tesing
of QOE in reaivorld network environments.

Threat Simulator is a breach and attack simulation platfo
that provides enterprise security teams with insightto the
effectiveness of their security posture and actional
intelligence to improve it.

LoadCore test solution addresses the testing and validatio
5G elements in the core network.

EXata is a platform for digital twin# is a discrete even
simulation platform that allows modelling and performan
evaluation of local area networks (LAN), wide area netwc
(WAN), wireless networkand communication protocols.
PathWave System Design is a software platform that ena
RF system architects, designers, and verificatieams to
create and simulate complex RF systems with high acct
and speed.

RICTest emulates @GRAN network nodes and traffic profiles «
different RANLY G St € A3Sy G /| dneifands,
allowing testing of the Near Re@lme RIC (and of xApps
hosts) and of the NoifReaiTime RIC (andf rApps it hosts).

Table3: Keysight Hardware tools

Definition

Wavejudge Wireless Analyzer Solutions are a set of-ibwer
air monitor toolsets that offer users reéime visibility of the
interactions between the physical and protocol layers
wireless transmissions.
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Hardware Tool
UeSIM DuSIMQUSIM

RuSIM
N670% DC Power Analyzer

AC680B Basic AC Power Sourci

O-RAN Studio

VXGVectordgnal Generator

AC Power Analyzer

Novus

MTRX

PROPSIM

NemoWirelesssolutions

Definition

UeSM (SW), bIM, @9M enable infrastructure vendors
chipset providersand mobile operators to validate eftd-end
Radio Access Network performance by emulating real netv
traffic over both radio and &RAN fronthaul interfaces
RuSIMenables infrastructure vendors, chipset providers, &
mobile operators to easily perform functionalpnformance,
and performance testing of -@AN distributed units (DUS)
over fronthaul functional split optioi.2x.

The N6705C DC Power Analyzer provides unrivi
productivity gains for sourcing and measuring DC voltue
current into the DUT

The AC6803B basic AC power soupcevides stable and
reliable power up to 2000 VA. An intuitive user interface ¢
flexible I/O connectivity. It can be programmed to varic
output characteristics and measures the consumption of
connected load.

Open RAN Studiteaturespowerful GRANfocused toolsfor
construcing, playing, captuing, and measung O-RAN traffic
over 10 Gbps to 25 Gbps (fronthaul) Ethernet interfaces.
VXG Vector Signal Generators are a {@igt solution for
millimeter wave signal generation applications.

The PA2203 IntegraVision Power Analyareables the display
of voltage, current, and power traces for four distinct chann
in realime.

Novus load modules givime flexibility and scale needed t
validate from 100Mbps to 100GE technologies. They sup
GrLfARIGAZY 2F [@SNA H (KN
IxLoad test solutions.

The E6464A Multi Transceiver RF Test Set provides up
VSA and up to 64 VSG in one instrument. Highly scalable
featuring an advanced digital MIMO and massive MIMO si
weighing matrix, it is purposbuilt to support beamforming
measurements in these contexts.

The programmable multiport time and phase cohere
PROPSIM RF transceiver platform provides full cootred RF
signal time, phase, and amplitude. In addition to fale RF
channel emulation, PROPSIM platforms support RF s
measurements and signal waveform transmissions v
embedded signal analyzer and waveform generators.
Nemo Network solutions improve the user experience and
quality of a network in a cosffective way leveraging
optimized and automated processes. In this case, three
parts of the Nemo ecosystem will be implemented. The Ne
Handy Handheld Measurement Solution is an Andi
application that measures wireless diagnostics informat
with regard to the air interface and @@dQoE for mobile
applications. A higher understanding of the performance
these cases can be achieved with the Nemo Outdoor N [
Test Solution. Allowing for the measure of real user QoE
supporting all stages of the mobile network lifecycle, f
collected data can be subjected to comprehensive p
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Hardware Tool Definition

processing to analyze and glean subtle insightsther post
processing and analyseef any gathered data can be
performedusing the Nemo Analyze Drive Test Post Proces
Solution.

3 TRIADb 9 ¢ 2 h WIFEQYCLENDMANAGEMENT

3.1 Trial NetworkOverview

Thearchitecture ofa Trial NetworKTN)was described iD2.1 This sectioroutlineshow a TNcan be
deployed based on th& E LIS NA&A Yré&yyirérieNtEThe deployment procedure is schematically
depicted inFigure7, which showsall building blockenvolved From left to rightthe procedure is as
follows:

1 First,the experimenter access the 6GSANDBOX facilithrough a portalwhich isopen to
experimentersand support different profilesand access levels.

1 The experimenter will then define the Trial Network in a descriptdrich comprises the
needed components and specific configurations.

9 After that, the Trial Network Lif€ycle Manager (TNLCMyhich is a key component
developed in 66ANDBOXyill receive the specified TN descriptor awil ensure thatall
necessary informatiotis providedfor the creaion of the TN For more information about
TNLCMplease refer to theletailsprovidedin this sectiorbelow.

1 Finally, TNLCNhitiates the deployment of the requested TRor this purpose, th& NLCM
interactswith Jenkins, whicbverseedhe requesting deployment anchanages configuration
changes.Section4 below provides adetailed explanation ofhow the TN resourcesare
deployed and configured

TNLCM
Jenkins
Trial Network pipeline . s ) open
. g Provides
o Y Termaform—==— £ QPS]
Component 2: VM 1:N 1:1 |
—_ L D Generates
& l
| 2N
e\ Component 1
aneiaLe Configures, Bastion

Component n
VNET
Component 2
VM

Virtual infrastructure

Figure7. Procedure foirial Networkdeployment and configuration

3.2 Trial Network Lifeycle

The Lifeycle of a Trial Network refers to all the possible states a Trial Network cam bem its
definition as a Trial Network Descriptor until its decommissignAt any time, a Tridlletwork may
GNFyaArAGA2y G2 |+ RAFTFSNByYydG aidl S ,or8shaseiptiorfid Y
be updated, leading to the creation, remoyak reconfiguration of componentsvithin the Trial
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Network. There are no preconceptions regarding the amount of time a Trial Network may persist, its
usage or the number of users that can perform experimentatimmit.

The TNLCM (Trial Network LEgcle Manager) is, within the E&ANDBOX Architecture, the entity
that ensures every Trial Netwoin each platform is accessible and in working order, as well as
orchestrates the necessary actions requitecchange the state of a Trial Network when necessary.
To achievethis, it leveragesboth its featuresand manags and delegagsthe execution ofspecific
workflows to other componentsvithin the same layer (the Experimentation Lifecycle Layer) or the
layer below (the Resource Management Layer).

3.3 TNLCM Design and Architecture

The TNLCM has been designed as a modapglication to make specific components easily
replaceable or extendablevhile minimizing the effect of changes in other parts of the application. At
the same time, there is an emphasis on reusabiditipwingseveral data structures and generic logic
to be sharedacrosdifferent components of the application.

By following these ideas, the TNLCM architecture is currently organized in the following components:

1 Core The Core component implements the basic logiaianaginghe lifecycle of the Trial
Networks and thenecessaryunctionality for communicating with the Resource Management
[Fe@SN® LGQ&a | faz NBaLRyaAhofcSmpdnenhd tieHNIZM A v 3
platform owners and experimenters can use for creating, managing and inspecting Trial
Networks.

1 FrontEnd:The FrontEnd included with the TNLCM is a web application tailored for use by
platform owners providinginformation and functionality for handling atial networksonthe
platform. To achieve this, the Frefindutilizesthe APIs exposed by the Core component.
Other Frontends for example, a simplified one tailored for Experimenters or Trial Network
owners can be developed buytilizingthe same APIs, either by an external developer or by
the 6GSANDBOX consortium.

1 Scheduler(s) Schedulers can make use of the APIs exposed by Core for automatically
retrieving information about the status of one or more Trial Networks, and to perform
changes to the status or configuration of such Trial Networks. Multiple schedulers may be
active d the same time, each accessing different Trial Netwak&anwhile, Trial Network
ownerscanmanually, or through a FrofiEnd, use the same ARtsmodify and inspect the
status of their Trial Networks.

The components described above are active applications, that is, they are expected to be running
processe®n a hostmachine, communicatingiith each otherand with externakntities throughthe
use of REST APIs.

3.4 TNLCM Implementation

The TNLCM is being implemented using Pythor8.3The TNLCM repository contains separate
directoriesfor each mgor component, which can be executed independently while having access to
the standarddefinitions shared by multiple components. This organization was chosen as it leads to
an easy deployment both directly in the host machamelas containerized components orchestrated
using dockeccompose.
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For the implementation of the required REST API, the Basleb application framework, along with
the FlaskRESTM] extensions have been selected. FRIKSTX eases the creation of well documented
RESTTful APIs, while Flask is a proven and extensible franfewaed app developmenwith a strong
community and support.

With regards to the backend and the management of other components of the architecture, the
TNLCMan executespecificactions on its own, for example, making direct use of the command line
or ssh interfaces. More complex actions, such as those defined for each component inltite £¢

are delegated to Jenkins. Jenkprsvidesa set of pipelineshat can be used generically for executing
everyday actions and implementicgmmon changes to a Trial Network. These pipelines are executed
by the TNLCM wherequired, by feeding them with the details that are specific to each Trial Network
or componentAn exampleof these interactionsn the deployment of a vxlais shown irFigures.

ﬁ J' tn_id json
i Python-Jenkins API
Des:cr:]llptor 11 ython-Jenking
Y vxlan.ymi vxlan.yml
THLCM Jenkins pipelines BG-Library

Figure8. Example of TNLGBE&NkKins interaction

~

Every Trial Network managed by the TNLCM isspeaificstate, & dzOK | & oMt dzydyaASyRIXID ¢ K
Lifecycle of the Trial Network is implemented as transitions between different statesncapsulate

FYR 60SGGSNI 2NHIYyATS (GKS AYLI SYSyidlidAaz2ys GKS ¢b]
inheriting from a base implementation but contéig the specific logic requiretb transition to a

particular state.Lifecycle management is partially asynchronous

TNLCM is a state machine thettablesthe deployment of trial networksvhich progresshrough
variousstates and transitiongigure9 shows the current state dhe machine. The states are:

9 activated: the trial network is deployed in OpenNebula and réadyse.

1 created: the triahetwork descriptor is created but not yet validated.

9 destroyed: the trial network deployment is removed from OpenNebula and ready for
deploymentagain.

9 failed-activation: the trial network deployment failed. It is waiting for the user to try again.

9 failed-destruction: the trial network deployment removal failed. It is waiting for the user to
try again.

1 purged: all the information about the trial network is removed from the database.

1 validated: the trial network descriptor is created and validated. It is rdadgeploymentin
OpenNebula.

The transitions are:

 iniaka G F S ™ ONBF G§SRY ONXBSI (i Shadnot bebidvalidated/ystiilts 2 NJ R
allows saingthe descriptor for further editing later.

 intalkadF 4GS ™ St ARFISRY ONBFGS FYyR @GFfARFGS t
checkdf the descriptor can be deployed.

T ONBIGSR h ONBIFGSRY SRAG GKS dGNRIE ySGg2N] RS:
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ONBIGSR ™ @FfARFGSRY FLWLXe&e @GFHtARFGARZY G2 GKS
ONBIF SR Ih LIJZNHSRY NBY2@S Iff GKS AYyTFT2NXIGAZY
Gt ARFGSR M LWZNBSRY NBY2@S Fft (GKS AYTF2N¥I (A:;
Gt ARFGSR I FOGAGFGSRY FTOGAGKGS GKS GNARFE ySi
@ t A RI G SativdlipnFrialinétvioRk deployment failed. It is waiting for the user to try

again.

failed OG A @I { A-&ctivatiby: rétly thé tSaRnetwork deployment and it fails again.

failedt OGAGI GAZ2Y I I OGASI (SRY NBGNE GKS GNRAFE yS
failed OUA Gl GA2y h RSaAaGNRBe@SRY NBY2@S (GKS GNRI
ready fordeploymentagain.

I OGAGIGSR ™ RSaiNRPeSRY NBY2@S (KS (GNRIt ySig
for deploy again.

I OG A @I ( SdestrblgedT thiak rietévd®k deployment removal failed. It is waiting for the

user to try again.

A0NRB&SR b LIJZNHSRY NBY2@S |ttt GKS AYyF2NXNI GA:
& 0 N2 & S-RetivAtjort retdy th&tRal network deployment and it fails.

RSaiNRe@SR M OGAGIGSRY NBGUNER GKS GNRLFE ySig2l
faledRSa G NHzOG A2y I RSaiGNREe@SRY NBGNE GKS GNRAIf
successful.

failedR S & (i NHzO (i A-@esfructibn: TetryAttie $ridl network deployment removal and it

fails again.

A« T
) U

- purged -

N Y,

purging

creating
e created Y
e purging purging
creating activating
= .
Trial . T T
Network validating {_failed-activation
Descriptor e
activating/destroying
validating activating
~ validated : destroyed ;
. R activating ~——— o
aclivating destroying/activating
activated destroying

destroying

( failed-destruction ) destroying

Figure9. TNLCM State Machine
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At any given time, using the TNLCM API, a scheduler or a user can mark a Trial Network for transition.
Independently, the TNLCM periodically (currently ksesond intervals) checks thstatus and
information of every registered Trial Network. When required, the TNLCM generates a new Transition
Handler to perform the necessary changes for the Lifecycle of a specific Trial Network. Since Transition
Handlers are implemented as independehtdads, multiple ones can work in parallel with different

Trial Networks.

3.5 TNLCM Interfaces
The TNLCM API is composed of differtdtions, as depicted Figurelo:

Trial Network Lifecycle Manager - TNLCM ®

callback Namespace for handler the data retumned by Jenkins after deploy a component v
|ibra|’y Namespace for library management o
sites Namespace for sites management “
trial-network nNamespace for trial netwerk management N
USer Namespace for user -

Figurel0. TNLCMAPInamespaces

CallbackSection:

The callback section handles the interaction between Jenkins and TNLCM. Through the POST request
that is enabledJenkins notifies TNLCM that it has finished deploying a component indicated in the
descriptor file that defines the Trial Network.

LibrarySection:

Responsible fohandling and controlling the connection with the @dbraryrepaository. In this case
different endpoints are providedsuch as returning the components available in a particular branch
of the 6GLibrary, component informatioranddescriptor file templatesamong others

Sites Section:

Responsible for handling and controlling tbennection with the 6&andboxSites repositoryThis
repository includesprivate information from 6GSANDBOX platform#. provides several requests,
including one to obtain the components available on a platform

Trial Network Section:

Responsible for handling and controlling trial network stafitse Trial Network section provides the
different endpoints to carry out the state machine showrigure9.
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User Section:

Responsible for handling and controlling user access. TNLCM implements user management to control
who accesses the AHlhe developed Frontend consumes the TNLCMIAEDNtains different views

Login View:

The Login viewHigurel1l) allows to login TNLCM.

Figurell. Login into TNLCM
Register view:

The register viewHigurel?2) allowsthe creation ofa new user to access TNLCM.

x

Create an Account

Figurel2. Register new user into TNLCM
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DashboaradVview:

Once logged in, you are redirected to the dashbogkijure 13). The dashboard is a pantilat
contairsinformation about the trial networks linked to the logg@duser includingthe status of the
trial network, its creation date, the site where it was deployethdlogs of the deployment process.

All Networks

Create Network via File

uuuuu
05/20/2025 OTA0A3
05/20/2025 13:15:46.
05/20/2025 133411

05/20/2025 13:41:44

Figurel3. TNLCM Dashboard

Create Trial Network/iew:

The trial network creation view allows adding or editing components alrdafiged and generating
a descriptor, which will be interpreted by the TNLCM API. ddsxriptor file describes thérial
network. In this caseas shownn Figurel4, a MongoDB databassomponenthas been added

Create New Trial Network

Trial Network Name

Search Components Selected Components

“ocukss & rickas © *
ke ic_k8s L
iswireiess_rad xa_andpcint
WEVSIGHT nongoDB 0
ks8500_runne mongeds loadcore_age! nolda_radio

0L RE@

(Grafana

Figurel4. Create Trial Network Descriptor

A trial network can also be created edited by importing a template as a fi®nce the trial network
is activated, ican be selectetb obtain information about the report file.
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Report View:

In the report view Figurel5), information is provided to access the different components deployed
in the trial network.

t2-tn_vxlan

mponent *t2-tn_vxlan has been succesfully created. The *tn_vxlan® is the main subnetwork of the Trial Network, connecting all components, and reachable to the experimenter through the Wireguard VPN server in the *tn_bastion

Important information:

OpenNebula VNet ID: " 345°
VXLAN subnet: *192,168.199.6/24"

VXLAN first IP: *192.168.199.1°

VXLAN gateway: *192.168.109.1"
VXLAN DNS: *192.168.199.1°
VXLAN MTU: " 1500°

VXLAN guest MTU: * 1450

t2-tn_bastion
omponent *t2-tn_bastion' has been successfully created. The *tn_bastion" is the main Virtual Machine of the Trial Network, serving as its default gateway, firewall, DNS server and VPN server
Figurel5. Trial Network Report
Al AGENT

To streamline the configuration and deployment of components in the Sandbox ecosystem,-a multi
modal Al agentwas developed toassist users in creat validatirg, and adapting YAML:-based
network service templates. The core functionality of the agent is defined using LangGraph, a Python
framework designed for building multep, multipath agent workflows with memory and state
management capabilities.

¢tKAA F3ASyid f SgeiNlamSyatdo-mindIngdels Both acessed securely through
Azure OpenAl Serviceintegrated within LangGraph nodes, to intelligently process user inputs,
analyze component metadata, and synthesize valid deployment configurations.
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_start__

‘ initial_configuration
| orchestrator |
v :
check_yaml_example ‘
‘ parse_components ‘ consult modify
end {
end check_dependencies
l _ v
create_yaml_template consulting_node ‘ madify_yaml_template ‘
gy — —

Figurel6. Al agent taassist configuration and deployment of components

4 RESOURGEIDNETWORKIANAGEMENT

4.1 Resource Management Layer Interfaces

OpenNebula has beeselectedasthe Virtual Infrastructure provider for the components of a Trial
Network.

Like most cloud providers, OpenNebula exposes a series of APentidethe management of the
cloud itselfto be done using thirgbarty tools, such as Terraform, which is the tool selected in the
projectto create and manage virtual infrastructure.

Terraform has become a standard in the industry, generating a large communityrantfitude of
documentation, as well as integration wittumerouscloud providersThisis an excellentadvantage

if, in the future any new site that wants to join the projeseeksto use a cloud provider other than
OpenNebula.

A Trial Networkcomprisesseveral components of the 6G Libraiycludinga Bastioh, VNETsand
others The TNLCM is the orchestratesponsible fodeploying each component and managing the
life cycle of the Trial Network.

Each component of the 6G Libraryslmeen designed to bentirely defined through declarative files
and code eachof them is completely selfontained,allowingit to have a life cyclesuch as being
versioned, without affecting the rest of the components, the TNLGMhe trial networks that are
already deployed.

When a component is included in a Trial network, a series of input variables and dependeusies
be managed by the TNLCM.

1 The term "Bastion" is used to refer to a Bastion host (or jump server), which is a server on a trial network that
hosts various services (e.g., DHCP, DNS, VPN, etc.) and manages external access to the Trial Network. In most
use cases, Bastion implement¥BN server that enables remote access to the Trial Network.
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When the TNLCM has all the information necessary to deploy a component, it sends the request to a
Jenkins pipeline, which uses the component definition itself to deploy the necessary infrastructure
through Terraform, using the component definition itselfid then configuring itsekind others, if
necessaryusingAnsible, another industry standard tool.

Tral Network

Component 1: Bastion ]
Jenkins

pipeline

[ Component 2: VM ] = Provides E’Open

Senerates

\
|
6\
configuras Bastion
ANSIBLE Component n
T VNET
Component 2
Wi

Virtual infrastructure

[ Component n: VMNET ]—

Figurel?. Procedure andComponentdor TNinfrastructuredeployment and configuration

Depending on the nature of each componetitere will be those that deploy infrastructure and
configuration Theseothers only deploy configuration, othershat only deploy infrastructure and
othersthat only provide information. However,the principlesfor defining them and the toolaused
are not always the same.

Tofacilitate thedeployment of a Trial Network, OpenNebulairaplementingseveralimprovements
to providethe TNLCM witlas much information as possible.

4.2 Updates to OpenNebuland Terraform

To achieve the goals proposéd this project, the following improvements have been made by
OpenNebula Systems:

4.2.1 DEPLOYMENT IMPROVEMENTS

OneDeployis a set ofAnsible playbooks thaautomate the deployment of an OpenNebuttoud
infrastructure. Itenables thefull deployment of digh-Availability HA) cluster, declaring all necessary
nodes and networks.

Ansible is a Python application for IT automation. It can deptyware, configure systems, and
orchestrate complex deployments and workflows.
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Figurel8. Ansible as part of OneDeploy

4.2.2 POWER MEASUREMENT ONVNIS

To obtain power metrics for the running VMS;aphandre[5] has been used. This softwaegaables
granular power measuremewf RAPL (Running Average Power Limit) exten$iommetrics obtained

are only accountable for CPU and memory power usage. Thus, other resources (i.e., storage,
refrigeration) will not be answerable, but they will give a trend for usage spikes. For every VM process
(container or pod), @onderation of its CPU usage is calculated and can be used to estimate its power
consumption.

4.2.3 ONEKEIMPROVEMENTS

The OneKEerviceis provided by OpenNebul8/stems and deploys eainimal, hyperconverged
Kubernetes clusteon top of an existinginfrastructure. To improve the functionality and make it a
better fit for the project, the followindeatureshave been implementeth version 1.31

1 Container Network Interfaces (CNI) addedMultus and Calico
1 Improvement of the akgaping ofKubernetes to speed up deployments
1 Enhancsstability and usability in clustenanagement

4.2.4 TERRAFORM IMPROVEMENTS AND BUGFIXES

OpenNebul® &erraform provider had a few bugs that were detected dimeéd to support the full
deployment of complex application servidaghis project This is needed to automatically deploy k8s
clusters (OneKE) as part of the trial network.

The two main issues that were addressed were

1 Identification of several bugs the Terraform provider
1 Extend the provider to include additional data to automate the TN deployment (communicate
VIP from LB services)
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5 ACTIVITIESIDIGITATWINS

5.1 Digital Twins of 66&ANDBOHlatforms

Digital twins(DT) are poised tplay a pivotal role in 5@nd-beyond by enabling the creation of high
fidelity, realtime virtual replicas of physical networks, infrastructure, and services, thereby facilitating
predictive analytics, dynamic resource optimizatiandtraining data generatioffior AI/ML modes.
Beyond current network capabilities, these virtual models support scetased planning for future
technologies such as 6G, enabling researchers to simulate complex interactions between multiple
system components before physical deployment.

In alignment with these emerging trends, SANDBOX leverages Keysight's EXata DT software to
establish itself as atate-of-the-art experimental platform for 6G research. This integration enables
comprehensive testing and validation of new concepts while providing researchers with an agile
environmentfor explolingand refiring future networking paradigms

Indeed, EXata is a netwoEKT that replicates the network in a simulation environmeehabling the
prediction ofits performance Specifically, EXata provides users with the following capabilities:

1 Full5G stacksimulation.

1 Ability to run both artificially generated and real traffievith the latter possibly injectethto
the simulation

1 Ability to introduceimpairmentsto said traffic

1 Estimation of a comprehensive list of netwedated KPIs measured at the various layers of
the 5G NR protocol stack.

Figurel9. EXata Digital Twin software
Within the contextof 6 ! b5. h- X 9. GF Q& O Llemhantetby itSgsating I &S
the SIRADEVolcano 5QRayTracerthrough the Open Chl project namedRAYPLICATHis EXata
extensionenables the Ray Trace(RTibasedsimulation ofthe wireless channethus allowing 66
SANDBOX Experimentéosaccuratelycharacterizahe wirelesgpropagation environment
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To validate, calibrate, and demonstrate the integration of the proposed framework, SIRADEL, KEY, and
'al O2yRdzOGSR SEGSYyairgsS FAStR YSIHadNBYSyida Ay
area (an urban environment characterized by narrow streets) taedAda Byron Building (an open

area comprising parking lots and vegetation) on thaversity of Malagacampus. The calibration
process was initiated by acquiring empirical measurements of the Radio Signal Received Power (RSRP)
using a 5G moderaquipped sanner connected to the Ada Byron 5G test network. The collected
ground truth data was subsequently employed to calibrate the EXata Digital Twin and refine the RT
map to align as closely as possible with the-weaild RSRP measurements.

Specifically, in the case of the Ada Byron calibration, the ground truth data collection was conducted
along the path illustrated ifigure20. This path was subsequently modeled within the EXata platform,
as depicted irFigure21, to enable a direct comparison betwesimulatedand empirical data.

Figure20. RSRP traces acquired via i@ measurementst the University of MalagAda Byro®@ 5G deployment

A -
e
bt
el y
o

Figure21. EXata DT of the Ada Byron 5G deployment. The red and blue flags depict the waypoints of the path followed by the scanner
when acquiring the RSRP traces
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The RSRP values generated within EXata were systematically compared against the empirical
measurements collected during the field trials. An iterative calibration process was then employed to

refine the Ada Byron DT scenario, with the primary objectiveioimizing the discrepancy between

the simulated and empirical systemighis calibration process comprisegfining and incorporating

the base station configurations into thEXatascenariossuch as theconfiguration files from Nokia

based deploymentandreplicating in the DT the 2D mapA (1 K | O O dzNibciitién povededby & A (1 S & ¢
UMA

Thanks to the DT calibratiotie initial deviationdepictedin Figure 12has beeignificantly reduced

The final calibration results, which demonstrate a close correspondence between the simulated and
measured RSRP profiles, are presented in Figure 13. This iterative approach ensured #ad the
Byron DTaccurately reflects realorld propagation characteristics, thereby enhancing its suitability
for 5G-and-beyondnetwork validation, scenario testing, and systéwel optimization.

S0rF

Measured
Predicted

-60 [

J0F

80 F

90

-100

Averaged Received Signal Power [dBm)]

110 F

120 2 2 2 2 2 2 2 :
0 100 200 300 400 500 600 700 800
Distance from original position [m]

Figure22. RSRP obtained in EXata ("Predictedt}ss groundtruth measurements ("Measured"), before the calibration process
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Figure23. RSRP obtained in EXata ("Predictedt}stss groundtruth measurements ("Measured"gfter the calibration process

G GKS GAYS 2F gNAGAYy3 (GKAA RSEAOGSNIofST GKS OF
(an example of which is depicted Figure23. RSRP obtained in EXata ("Predictedsss ground

truth measurements ("Measured")after the calibration procegsremain pendingfinalization.
Consequently, these results will be presented in Deliverabl®,.conjunction with the findings

related to the Athen®Ts (f the NCSRD and OTE deployments, respectiaetyhusallowing for a
comprehensive evaluation and comparison of the calibration outcomes across both urban
environments.

g
o
c
®
-
=3
>

Figure24. Example of RSRP measurements acquired in Malaga downtown

5.1.1 AMARISOFRANATNCSRBAMPU$ATHENS PLATFORDIGITALTWIN

As part of the Athens platform Digital Twin using EXata, a new RAN equipment (outdoor) has been
deployed, to support a scenario for the basic configuration of the 5G SA network available in NCSRD
(one gNB attached to the core) that would allow the indigdexecution of multiple outdoor
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tests. The Octo portmulti-band antenng as depicted inFigure25, is 1.4m long with 65° azimuth
beamwidth,and supportghe 14272690 MHz and 3108200 MHz frequencies (4 wide band ports).

TR

i

g4

Figure25. AmarisoftRAN equipment for Exata at NCSRD Campus

The development of theEXataDT will follow the methodologylesigned and consolidated when
developing theMalaga DTs. Accordingly, the workflow viltlude the establishment of a basic
topology on the NCSRD campus map, involving a gNB, 5G core, and UE mbbititythisscenario
will be used to generat®kRSRP values EXathich are to besubsequently compared against field
measurements. Thiatter will be performed with the Nemo Handy application provided by, KiaY
the results will be reported in WP5.

1

Figure26. Basic configuration and topologytbe EXataDT of theNCSRD camp@s pD {! RSLIX 2é8YSy i @
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Figure27. Android device with Nemo Handy application

5.1.2 ERICSSORANATOTEACADEMY CAMPUATHENS PLATFORMIGITALTWIN

Concerning the preparation @fDTof the Ericsson gN@&epicted inFigure28, that is supportingthe
OTE Academy outdoexperiments, thedetailedconfiguration in Eata has beerreplicatedincluding
radio propagation patterns as well as transport detailed thekey configuration information depicted
in Table4.
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Table4: Ericsson RAN Configuration in EXATA
Product/Sector Radio4408IRLB848

SITE ID 5151
CELL ID 131
PLMN ID 20202
nrPCl 501
rachRootSequence 115
nrTAC 15100
ARFCNDL/UL 636666
h IBwDL/UL
bSChannelBwDL/U 100000
(KHz)
configuredMaxTxPo AX50mMW
wer
Latitude 38,0492
Longitude 23,7878
s\ - - A cellRange 100m
Figure28. Ericsson Radio 4408 n78guipment forEXataat ssbFrequency 634080
COSMOTE/OTE Acade@gmpus tddSpecialSlotPatter| (TDD_SPECIAL_SLOT_PATTE
n 03) , [6:4:4]
TDD_ULDL_PATTERN_0O1
IDIP - = -
tddu aftemn UL/DL pattern is DDDSUUDDDO
NR Numerology 30Khz
Frequency Band 3500

Figure29. Basic configuration and topology thie EXateDT of theCOSMOTE/OTE Acaderaynpus5G SA deployment
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5.1.3 O-RUPOWERCONSUMPTION DIGITAL TWIN

In line with the commitment to create a Ddf the 6GSANDBOX platform(fased onreallife
measurementsKeysightand UMA developed a testbed for carrying o@RU powerconsumption
measurementsThis testbed wihen serveas thedata-factoryto create the first proofof-concept of
maximizing the accuracy of the DT by relying on actual measurement of the digitized target

To emulate the parameters that the DT will receive and then measure the behavior of the digitalized
Device Under Test (DUT), the testliedtures the capability of: neasuingthe energyconsumed by

the O-RU andii) emulatng the traffic that the GDU would send to the ®U so that it can recreate

the different conditions that can impact the-RU power consumption.

In particular, the testbed is organized as showirigure30, A LiteON @RU acts as DUFor energy
measurement purposes, the latter is connected to a Keysight DC power analyzer (N6705C) that can
provide up to 600 W with highrecision measurement$(025% + 50 uV voltmeter and 0.025% + 8

nA ammeter accuracy, respectivgg)).

PC

Ethernet A
............................... - { Signal Studio |
: Ethernet

l ORAN Studio + ----- O-nnnnenns P orrmmmmnenna ey

' [ OpenTAP (Automation) + »»»»»» g i Dpcap files
I File ;

i.»| Signal Generator 0-DU Emulator
M9484C VXG » (U5040A) : Data
> : Points
Fiber
5 : )
<
RF Cables ORU Power
> < !
— <
Signal Analyzer DC Power Analyzer |
MXA N9020B (N6705C)

Figure30. O-RU measurement testbed for developing the corresponding DT

To exercisethe O-RU on theO-RAN CUS (Control, User, and SynchronizaRtan)es, the DUT is
O2yySOGSR G2 YSeé ahaie@datorwpion mots! asa ¥est an@irBrinEnt that
includes and integrates with Keysight tools in both RF and Protocol Dof8hifverall, the testing
tools interact as follows: the U5040A-MJ emulatorgenerates message with a specifiedset of
network parameters, such as MCS or bandwidthen,the ORU entes an extended transmission
state during which the N6705C Power Analyzedasuesthe O-RUpower consumptionFinally, an

RF detector is used to identify which part of the power consumption belongs to the TX state of the O

RU.
The choice of focusing on energy consumpiias given by the fact that it isa@ncrete KPI that can

be validated against real measurements to verify its accuideyertheless, both the measurement
frameworkand the twinning processewill become the templatdor creaing similar DTsof other

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022 34



SAND
% BOX

network nodes such UEs and-DUs and possibly spanningther KPIs such as radio performance,
coverage, etcMoreover, since at the time of writing this deliverable the results related to tHeUD
DT have not been finalized yet, they will be reported on D5.4/D5.5 instead.

5.2 Digital Twin6G LibraryComponent

In addition to making thdlalaga and AthenBTsavailable to Experimenters via tséandalone EXata
VMs deployed at the corresponding facilitidsXata has also been integrated as a l6@rary
component. The latteallowsExperimenters tonclude EXata las pat of a Trial Networkin turn
enablingthe programmatic retrieval afisightsand predictionsaboutthe twinned live network.

Component 1

Component 2 - EXata DT component APls - Custom webserver
= (OpenAPI) gl (Python FastAPI server)
T A
Component N - 1 1
|
|
EXata service €—I—>  pocker
Trial VM of N-th Single Compose
Network Component Docker ¥ stack-
Compose specific
Docker glack MariaDB service «—|—> network

Figure31. Highlevel diagram of EXata 6G Library component

The component has been implemented a®acker Composstack comprisingtwo services: one
hosting an instance of EXata, aifi@ other hosting an instance of the official MariaDB sefvithe
two services interact via a staskpecific network, withthe EXatainstance dumping the simulation
results onto the MariaDB servic&his architecturedepicted inFigure31, enablesExperimenters to
spin up multipleDT Docker Compose stacks, eachatsal fromthe others.

The interactionbetween eperimenters and/or the reminder of the Trial Network with the DT
componentoccursvia northbound API€xposed by a custom Python FastAPI wetver The latter
accepts HTTRquests andranslates them into commands tbhe EXata and MariaDB Docker services.
In particular, the welserver exposes the followi@penAPI 3.@Plsalsosummarizedrigure32.

2Docker Hub | mariadb
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scenario ”~
/scenario/add Add a scenaric -
/scenario/delete/{scenId} Deletes a scenaria g~
/scenario/list Lists the available scenarios v
/scenario/run/{scenId} Runs a scenario o
simulation ~
/simulation/delete/{simId} Deletes a simulation v

/simulation/getResults/{simId} GetSimulation Results v
/simulation/getStatus/{simId} Gets the status of the specified simulations v
/simulation/list/ GetSimulation List v

/simulation/stop/{simId} Stops the specified simulation Vv

Figure32. DT 6G Library component Open/APs

/scenario/add: Adds a scenario to theeb server. The scenario is to be uploaded as a zip file, which
must contain the EXataTscenario folder.

/scenario/delete: Deletes the specified scenario, unless it is used for a running simulation. In that
case, it needs to be explicitly stopped beforehand.

/scenariol/list; Provides a list ahe available DT scenarios.

/scenario/run: Runs the specified scenario. Note: The scenario cannot be used for multiple
simulations at the same time: previous simulations using the same scenario must be finished or
manually stopped before launching a new one.

/simulation/delete: Deletes the specified simulation, unless it is running. Before removing the
corresponding Dockeservicesand the local simulation artifacts, the latter are dumpedatfile and
backed ugor data analysis

/simulation/getResults Returnsthe results corresponding to the specified simulation.

/simulation/getStatus: Gets the status of the specified simulation, specified as ongrofhning,
stopped, finishederrored;}.

/simulation/list : Lists the simulation runs
/simulation/stop : Stops the specified simulationitifis running.

The intended workflow is théollowing. Experimenters arexpected toeither re-use one of the pre
defined EXatascenarios i(e., the Malaga and Athens DjTer create a DT of the Trial Network
interest using the standalone EXatéMs. Then, prspective users wouldreate and instantiatéhe
TN which would feature the EXata DTcomponeni and add the EXatascenario using the
corresponding API cdllscenario/add. With the TN in placeExperimentercanthen achievea DF
informed closedloop control of the TN by repeatedtyiggering DTsimulations(/scenario/run)and
analyzing the corresponding resuftsimulation/getResults)
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Different entities managehe four 6GSANDBOX Platforms and therefore apply different rules and
concepts. Throughoutthe 6GSANDBOX projecthe testbeds were continuously upgraded, and
efforts were made to keep the approaches as closely aligned as possible to provide a seamless
experience for experimenters. To bring the platforms online quickly and support Open Call 1, each
platform initially applied its own method for integrating new components. Some platforms loosely
followed the approaches adopted during the 5GENESIS projecseweyal partners had also
participated in that consortium.

Since the reporbn D2.1, the platformdavereceived individual updatesvhichare described in the

following subsection on a pgalatform level.As many of the tools developed for the BANDBOX

project were still in development during the early stages, the adopted approach was to first integrate
SIFOK G22ft Ayid2 GKS al2YS tfF0iF2N¥é 2F GKS RSOSTt ;
state, it was tested by the other platforms based on the initial documentation made available in the
6GSANDBOX Gitid group, which also hosted the @Gbrary. Most tools followed a declarative

distribution model based on containers or virtual machine images, enabling easy deployment of
O2YLRySyilda 2y GKS GFNBSG LXFGF2NY¥Qa KeLISNIIAA2N ¢

TheBerlin Platform for instance provides adedicatedsection on the Shared testbed which includes
multiple networks and capacity on the existing VMware clusteith access to shared RAN
components. Dedicated resources are added to the project tenant reserved foBGRANDBOX
project in addition to the shared serviceBhe existing VMware cluster was used to deploy Keysight
measurement tools, along with license servers and support appliances. Extensions from both Open
Call 1 and Open Call 2 were successfully deployed in the VMware cluster. Additiopatlgditated
OpenNebula cluster was used for the automated deployment of experiments via #8ABBBOX
Toolkit. Custortailored VPN connectivity was provided to experimenters, supporting both platform
use and extensions from Open Calls.

TheAthensPlatform approacho integration activitiescenters on upgradingesources on the cloud
infrastructure toaccommodatehe necessargoftwarecomponents and tooldollowingii KS LINR 2S O G
advancements, anslupporingopencallers fromRounds 2 and 3Moreover,the automatedapproach

of deploying components through TNLCM has bftealized supporting the crossite deployment

capabilityof the testbed(NCSRD, OTE)

TheMalagaPlatformintegration strategy must be differentiated depending on whettter deployed

tools are hardware or software. For hardware, particul&dysighequipment specific locations have

been reserved to allocate the equipment. The work has been focused on providing connectivity to the
new rooms and initial configurations to prove interoperability with the rest of the platform. Regarding
software tools, a clouthased approach has been followed to accommodate the new services.
Networks have been deployed using the OpenNebula infrastructure to host services for Open Call
participants across Rounds 1, 2, and 3. With the automation mechanisms for Trial Network
deployment now fully implemented, this has become the standard integration method for software
components.

The Oulu Platform targetsintegration by deploying an application server to connect the upper
controller and proving VPN connectivity for external pggtto access resources, configurations, or
customized applications within the 5GTN platform.significant part of this approachinvolves
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deploying cloudbased applications and téeg services over the 5GTN platforprovidingservicesto
external requesters. Regarding clebdsed applications, a clodzhsed XR service and Digital Twins
Box from ICTRas beerintegrated via 5G modems (from OBADIAN])plus 5GTMIM cards.

6.1 PlatformExtensionsDevelopedduringOC1& OC2

Platform extensions developed by third parties during Open Call 1 and 2 were added to-the 6G
SANDBOX platforms when technically and operationally viable, after being successfully integrated into
the respective Pilot Platform.

The ANALYSADCI which has been fully deployedh the Athens platform(NCSRBite), aims to
deliver a technical solutionthat encompassesthree main functionalites NWDAF, Location
information, and multi-link backhaul managementMoreover, ANALYSAT has the objective of
demonstrating how thehree new proposed functionalities can jointly support the introduction of
novel management features for network automation in sateléteabled mobile networks. This is
achieved through the implementation of a usase application thaeverageghe information data
from the new Network Data Analytics and Location Services.(L&8Xposed by the mobile network
which automatically select between satellite and terrestrial backhaul link technologies based on
aggregated mobility and traffic load analytics dada well as predictions builtsingML techniques.
However,to implement a flexible solutiomhat is ready and easy to deploy and integrate in other
testbeds, ANALY SA&s delivered selfcontained approach that integrates NWDAF and the Location
Management Function (LMF) capabilities within the opearce free5GC platforandexposethem
through CAPIF fasther experimenters

TheONEmMNEBolution is designed to seamlessly integrate a microsenbessd Network Exposure
Function (NEF) into three distinct testbeds: Athens, Malaga, and Berlin platforms. This solution offers
NEF services related to QoS control, analytics, event monitorirdytraffic influence.Given the
microservicesased architecture of the NEF solution, the containers (services) will be deployed within
a k8s cluster. Moreoverhe implementation includeshe integration of a demo application function,
which seds various requests to the NEF to validate its ceeevices basedn specific use casete

NEF adhergto the CAPIF, ensuring that all NEF serndcesccessible to gperimentersin a secure

and standard manner

The 6GLoRaGRANDCL1 project aims to enhance the capabilities of theSBGIDBOX platforms by
integrating LoRaWAN functionalities. This integration involves connecting LoRaWAN gateways,
devices, and network/application servers at the University of Granada through starethr8iizPP
protocols to the 6GSANDBOX platform. Depending on the platform's features, this connection will be
established either through the 'NeBGPP InterWorking Function' (N3IWF) or as a simulated
gNodeB/UE combination. The initial development and intégrephases will take place on the Berlin
platform as a pilot site. The 6B3RaGRAN testbed will empower researchers to conduct LoRawWAN
experimental campaigns through a web interface. This interface enables them to select a 6G
SANDBOX platform, customizaffic generation patterns, and creatnd assign radio resources to
LoRaWAN network slices. A REST API will be accessible to modify the assignment of radio resources to
nodes based on redgime metrics,enablingthe evaluation of different radio resourcassignment
solution®) LIS NJF .2ANdiiongI) &Il LoRaWAN traffic, along with its metadata (e.g., RSSI, SNR,
selected channel, and spreading factor), will be available through an MQTT interface.
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The ASTRAIOCL1 project proposes an-RANsolution based oran opensoftwaredefined radio
testbed that interacts with neaReaiTime (neatfRT) RAN Intelligent Controllers (RM)is workis
currently beingdeployed in the Malaga platform The testbed aims to provide realistic use cases and
facilitate progress in RAN data collection for smart network resource management. The project
leverages opessource libraries, such as srsRAN, and establishes a standardized E2 interface for data
exchange beveen RAN and neeRT RC.This integration supports the 66ANDBOX Consortium's
goal of expanding with new opesource RAN and RIC functionalities, promoting standardized
interfaces and exposing services through 3GPPP Callited API<inally, he addedunctionalities

by ASTRAL contribute to four main domains in the 6G evoluBtinoing and Dynamic Resource
Allocation, Intelligent RAN Optimization and Management, Open Interfaces for Enhanced Service
Innovation and Integration of Advanced Technologies.

The ARROWOC1 projectaims to conduct a series of systematic experiments using anb@bad
platform that provides Apowered digital security mechanisms as a holistic software solution with
interconnected enginesln pursuit of this objective, ARROW will deploy its security framework
adapted to the characteristics of the Malaga platform witBi@ SANDBOX-ollowingthe successful
deployment, they will extend the capabilities of the-éklabled SDN systemproviding a
comprehensiveexperimental environment for cybersecuriip 5G and beyond ecosystem$he
proposed SDN implementation in ARROW emerges as an optimal solution, offering enhanced security
and network adaptability. It serves as a complement to microservices orchestrators like Kubernetes,
facilitating: (i) reatime monitoring across all netwhk elements centrally; (i) the implementation of
threat identification modules for reaime detection of existing and unknown threats; and (iii) the
establishment of reafime securiy events throughout the entire network based on threat
identification module decisions.

TheRADIANTOCL1 project aims tdesign and develop 5G Re-compatible modems that winable
6GSANDBOX consortium members to experimetith four different infrastructures.The nain
objectives of the proposed infrastructure components are: (i) to provide 5G modems that fulfil the
three profiles,that is,small size modems, medium size modesmnsl fixed CPE{ii) to participate in
the integration and validation of the 5G modems; {i)provide support for field test measurements,
maintenance, and potential upgrades. To this ahdse modems, which represent a natural evolution
of existing 5G Releass modems, will be developed, integrated and validatethanOulu platform
initially. Subsequently,testing, including different field tests and related measurements and
evaluatiors, will be extended tdhe otherthree platforms.This also includes the support for software
and hardware maintenance, as well as potential upgradesrttatneed to be performedhroughout
the entire lifetime of the 6GSANDBOX project.

RAYPLICATEC1 proposes to integrate its advanced-tiacing capabilities into the Digital Twin (DT)

of the Malaga platform, introducing two key components: the Volcano propagation model and the
Volcano Channel package. These componemsable accurate 3Bray tracing for sulbGHz,
millimeter-wave, and sullfHz bands across various environments, supporting scgke urban
scenarioandsmallerscale simulations within buildings. The Volcano Channel package predicts radio
channel properties with a graphicabker interface and script mode, enabling the computation of
wideband, MIMO, dynamic, and upcoming H#Sed radio channel coefficients. The proposal
emphasizes the accuracy, robustness, and computational speed of the sokurtimer details on the
integration of this Open Call activity with the Digital Twin developments #8ABDB®), particularly

the collaboration with Keysight and the involved platforame provided in Sectio.
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REACT 6®C2targets the implementation of a complete clostmbp system to enhance the
intelligent functionalities of the current 66ANDBOX testbed, including RAN equipment and
interfaces, NeaRT RIC and xApp templates, and intelligent RAN control functionaliiesrdject
contributes to the testing and validation of Al/Miased, energgfficient resource allocation
algorithms within realistic 6G network deployments. It provides a comprehensive service and
management orchestration framework incorpoiag both NorRT and NeaRT RIC components,
along with Central Unit functionalities. An intuitive software development kit enables the creation of
Al/ML-based xApps, supported by anRRANcompliant E2 interface for telemetry and control across
the ORAN achitecture. REAGEAG also integrates a portable, scalable, and flexible RAN software stack
that includes full DU and CU implementations, validated on a wide range of hardware platforms and
pre-integrated with various €@RAN split 7.2 Cat A Rldviceand 5GCore solutions. Furthermore, it
delivers a programmable suite of intelligent services in the form of xApps, capable of supporting
diverse communication scenarios and performance metrics, while mitigating conflicts that may arise
from contradictory xApp bedwviors. All these components are integrated into the Malaga Platform,
where they serve as a basis for validating advanced RAN intelligence and orchestration mechanisms
within the 6GSANDBOX framework.

TheFlow-QOSproject aimsto integrate an ultrafast learning Al into the 5G UPF to optimize traffic
flows on demand by manipulating the QoS valussigned to specific data flows. The Project was
started as part of the OC2 withbfunding from the 6GSANDBOX Project. The Project consortium
decided to develop and integrate the FlowQOS frameworkrén-kind contribution after it was not
selected as funded OC2 Project by the external reviewers.

RISFORCHhose activities leveraged the Malaga testbe¢ R YS@ aA3IKGiQa | ySOK2AO0
Rosa, Californjaepresents a key 6GANDBOX contribution to 6G standardization effofih this

project, 6GSANDBOo0k an active role irdeveloping and promoting standardizedneasurement

framework for RIS. This initiativavhich wasformalized through the ETSI Work Item on RIS
Measurement][9], produced a set oEMF KP]geported in D2.4which serve as readily measurable

and standardized metrics for system validation and compliance assesskhemover, given thathe

ultimate objective of RIS is to enhance data rates within covecagstrained areas, 6SANDBOX

will also undertake measurement campaigns to evaluate the effectiveness of RIS in improving end

end capacity. However, since the corresponding trials are scheduled for May 2025, i.e., after the
submission of this Deliveraflthe results of such measurement campaigns will be repartdab.4.

TheNWDAFStreamAnalyzerproject, deployedwithin the Athenstestbed atNCSRDleverages the
StreamAnalyzer platformThisadvancedstreaming analyticsolutionincorporates a range oAil/ML
models previously developedor commercialapplicationsto build preliminary NWDAF Proof of
Concept (PoC)n the context othis project StreamAnalyzenas been further extendedith specific
3GPPRcompliantfunctionalities enabling it to support standardligned analytics for 5G and beyond
networkdeploymentsThe N\WDARB £ | G SR { G NBF Y! yI ft &1 SNDR&a SyKIyOSy
project have been tested and validated in a realistic scenario imgd5G smartphone connected to
the Demokritos Amarisoft Radio, which in turn was connedtethoth Open5Gsand Amarisoft 5G
Core. The prediction algorithm for tinseries prediction, related to the number of active Ukis]the
download and upload rate of a UE, was the L&hgrt-Term Memory (LSTM). This algorithm was
chosen amongst others because it fitted the patterns of tihee seriesinvolved inthe experiments
involvingthe metrics of interesguite well The setup of the experimentation environment consisted
of a blend of simulation and realorld components, allowindor the development and testing of
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NWDAF_StreamAnalyzer. With this setup, the project achievedbjectives;(l) Simulaing various
realworld conditions in a environmentinvolving multipleUEs (using UERANSIM) and (II) Gemgyat
live traffic from real mobile 5G devices and physical Amarisoft gNodieBight of the above, the
NWDAF Event Satription Service has beeimplemented providing predictions for the 3GPP
TS29.520 Eventt)E_ COMMUNICATI®©AhdNUM_OF_UE

6.2 Athens Platform

6.2.1 OVERALDESCRIPTION

As outlined in D2.11], the planned activitiesf the Athen®  LJf Ifaill Godcétdnginfrastructure
enhancement involve expanding existing functionalities and upgrading or replacing components to
support the featuresand the frameworkof the 6GSANDBOXacility. At the time of writingvarious
enhancements have been implemented in both NCSRD and COSMOTE sites, as visually represented in
Figure33. Theextensionsand added componentsriginating from OC1 and OGite highlighted in

blue, while updategsmplementedfrom M18to M30, the time of this deliverableare indicated irred.

The green color represents thgpdates of thecomponentsin P1(M1-M18), and the black color

reflects the platform and the initial status before 6GSANDBOX updatesoccurred
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Figure33. Athengplatform updateddiagram

6.2.2 NCSRETE

The NCSRDsite has undergone several updates encompassing both hardware and software
componentso enhanei KS (G Sa0G0SRQa LIS NF Zhddhhayic@Sents ryfade tdthelLd: 6 A f
platform from M18 up to M3Qare as follows

Clou Infrastructure node updates

Updates on endpoints and UEs
OpenNebulaonfiguration to support both &és

TN NTNFailover mechanisr{Setup and validation)
TNLCM Deployment and cross site configuration

=A =4 =4 4 =4
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6.2.2.1Q_ OUDINFRASTRUCTUNEDEUPGRADE

ThePROXMOX nodat the NCSRD siten the Athens platformis composed othree Dell PowerEdge
R350 servers, which hawendergonean upgradeprocessthat enhanceshoth storageand memory
resources,thereby increasng the number of instances that can be supported concurrentliis
improvement enables the platform teupport agreaternumber of experimentersThe total capacity
has now reached 7.5 TB SSD of storage, 1TB SSD High Availability atuiag@4 GB of RAM.
Therefore, hese improvements aim teupport the experimentalactivities of the project and
accommodate futuraisecasesand requirementgrom open callers anéxperimenters

Moreover, thepreviously installeddpenNebulanstance és described in D4.has been upgraded to
enhance itamemory and storage resourceSpecifically, the memory resources have been upgraded
to 1 TB RAM and the storage resources to 1.5 TB SAS HDD.

#£Open Dashboard 2 oowadmin & OpenNabula
& Nebula

Virtual Machines System

60 .| i z 2,

torage Images Virtual Networks

52 699.4 GB 36 151

Hosts

Figure34. Proxmox servers in Athens platform (NCSRRits

Figure35. Proxmox servers ih i K Splaifafmi
(NCSRDy physical host

6.2.2.2UPDATES OBNDPOINTS ANDES

As part of the hardware equipment included in the testbed, several updates in endpoints and UEs
have been made to enhance connectivity, performance, fandtionality. In this regard, new devices
have been acquired:

1 USB 5G Dongle: This new dewitiers high-speed 5G connectivitygrovidingusers faster
data transfer and improved network performance, making it an essential tool for seamless
online experiences in various environments.

1 RM530NGL Module: Supporting both S#GHz and mmWave frequencies, this module
enables higfbandwidth, lowlatency connectivity, making it ideal for applications that
require fast and reliable wirelegdmmunication.

1 UGV OfRoad ESP32 Modul&his module integrates with unmanned ground vehicles
(UGVs) for enhanced remote control and data transmission, ensuring robust and stable
performance in challenging terrains.

1 RoArmM2-S- Desktop 4DOF Robotic Arm Kit: A versatile desktop robotic arm kit, offering
four degrees of freedom (DOF) for precise control.
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Figure37. RoOArmM2-S- Desktop 4DOF Robotic Arm Kit

‘Quecree
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Figure38. RM530NGL Module Figure39. USB 5G dongle with module supporting sub 6 GHz ¢

mmWave

6.2.2.3 NTNGTNFAILOVEIMECHANISM

Following the successful deployment and configuration of the OpenSé&NDator towards a
multilink access scenario (as described in D4.1), the second phase of the NTN integration focused on
validating dynamic traffic steering mechanisms using MPTCP. This implementation aimed to
demonstrateseamless failover and traffic splitting between Terrestrial and-Nemestrial links under
reaHtime network conditions.The emulator has been installegn virtual machines within the
OpenNebula instance, as showrFigure40. The emulated satellite network comprises three entities:

the satellite gateway, the satellite, and the satellite terminal.

£ Open VMs & cccadmin @ OpanNetx
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PR B2
Imtancem
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Network
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s
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Figure40. Dedicated VMs for the NT¢U'N failovemechanism irDpenNebula.

The topologyf the TNPNTNfailovermechanismisdepicted inFigure41 andcomprisedoth terrestrial
and nonterrestrial network components. These two types of networks are connected using Multipath
TCP (MPTCP), whiehablestraffic to flow over bothpathssimultaneously

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022 43



SAND
BOX
Breakdown of the amponents

1 5G User Equipment (UE): The device that generates the traffic, connecedansoft 5G
1 gNBand UPF are supported lay all-in-one 5G solution of Amarisoft the Athens platform.
1 MPTCP Client: Runs anedicated machine usingultipath TCP support in the Linux kernel
1 MPTCP Proxy and Server: Located at the opposite end, receiving the incoming traffic and
allowing measurement and visualization of throughput per path.
1 OpenSAND Emulator Components:
o0 Gateway(GW) Sends traffic from the UE to the satellite link.
o Satellite (SAT): Simulates the satellite connection, including its delay.
0 Satellite Terminal (STiReceives satellite traffic on the other side and forwards it to

the server.
/wf? \
3 A
o d -y

SG:NR MPTCP aw 57 MPTCP
NB vpr — MF —— SERVER
@ i) & Client Proxy

Figure41. Multi-Link Access scenario

Moreover, a wekbased interface is implemented to support the management of the deployment.
This interface provides users with a control panel to manage key system componerdsrdigiire

and monitor the network & 6 S KHro@gh hélinterfacea user can start and stop the individual
OpenSAND components and select the desired network path configuration: Terrestrial only, Satellite
only, or Hybrid modewhichallowsboth pathsto be usedsimultaneously).

Dashboard

OpenSAND

SG-NR

Select Network Mode

P ] ==

Figure42. Web interface for the TMTN failover mechanism

The setup designed to support the Terrestrial Network (TN) link is illustrateigure43 below. This
configuration showcases the integration of key hardware components necessary for establishing and
evaluating the terrestrial segment of the network.

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022 44



Figure43. Amarisoft 5G and connected UE with iperf client

6.2.3 COSMOTE@TEACADEMYSTE

Regarding thedevelopments of theCOSMOTEsite of the Athens platform,further to the
developments reportedn D4.1[2] the following updatescan be reported and are detailed the
subsequent paragraphs

1 MOCN Configuration dhe EricssorgNBso that the RAN equipment can seamlessly serve
both COSMOTE (AN 20202 and NCSRD (PLMB101, 99970)ilot networks.

I Updates on UEs (mmWave CRESs)that to test the installed NRDC mmWave RAN.

1 Cloud Infrastructure Node Installatio@penNebulanode as part of the TNLCMso that to
support Trial Networks (TNHstantiationmanaged through the Athens TNL@Mtance.

9 Ericsson RAN 6G Library Comporigevelopment and Testing withindeedicated Athens TN.

1 OutdoorEricssorgNBat OTE Academy Campus EXATA Digital Twin

6.2.3.1 MOCNGCONFIGURATION

RAN Network sharing allows resource sharing between hosting and participating opgiratdSCN

(Multi Operator Core Network), the baseband units, the radio units, and the spectrum cell carriers are
shared between the operator§ ofacilitate the experimentationwith the enterprisegradeEricsson

RAN equipment installed at the OTE Academy (§itat is graphically depicted iRigure44). MOCN
configuration has been appliedo that to serve simultaneously subscribers of WOSMOTE (PLMN
20202) and NCSRD (PLMN 999848 networks.

Dot 4479 B78L
4130MI\:I|\|;1|8) LTI AT LU
X
i
Connection box
RDI RDI
Radio Radio
4408 4408
B78R n78R
2xNR TDD C1 CPRI
-
WAN
10G6 | TNA|TNB | TNC
BB6630 NR:

5G NR TDD up to 150 MHz carrier BW

Figured4. Ericsson gNB System diagram

Figure46. Oufgdorand Indoor(DOT)Antennas
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The onfiguration applied and tested is depictedliable5 and supports CUPS (Control and User Plane

Separation) for efficient transport.

Table5: MOCN Configuration &ricsson NB

gNB OAM IP 172.17.39.100
gNB OAM SUBNET 255.255.255.224
gNB OAM ROUTER || 172.17.39.126
gNB OAM VLAN ID 499
PLMNId 20202 99999
gNB CP IP 172.31.44.13 172.31.44.17
gNB CP SUBNET 255.255.255.252 255.255.255.252
gNB CP ROUTER IF 172.31.44.14 172.31.44.18
gNB CP VLAN ID 2819 2823
gNB UP IP 172.31.43.13 172.31.43.17
gNB UP SUBNET 255.255.255.252 255.255.255.252
gNB UP ROUTER IF 172.31.43.14 172.31.43.18
gNB UP VLAN ID 2820 2824
AMF IP #1 172.25.3.5 10.220.2.104
SD ID 16777215 16777215
SST ID 1 1

6.2.3.2UPDATES ONES(MMWAVECPE)

For the testing of the mmWave Ericsson RAN equipment installed at COSMOTE site, devices that
support New Radio Dual Connectivity (NR), enabling simultaneous operation across both
Frequency Range 1 (FR1) and Frequency Range 2afeRfcessarySpecifically, Band 78 (3500

3600 MHz) is utilised as the Master Node (FR1), ensuring robudtani connectivity, while Band

258 (2670Q@27100 MHz) will operate as the Secondary Node (FR2), providingdpgleity mmWave
performance CPEs with this capabiliéye rare, and after investigatiomb CPE modeisere procured
andcurrently integrated into the setupas seen ifrigure47:

T
-

1 WNC LA65G mmWave Outdoor CPE, s .
designed for outdoor deployments wit 2 g
high throughput demands o0 :

1 Zyxel 7501 F G 1

A =

Figure47.lNRDC mm\AveCPE in Athens Testbed

6.2.3.30.OUDNFRASTRUCTUNEDEINSTALLATIIOPENNEBULANODB
In OTE site a physical nod@s installed and integrateihto the AthensOpenNebulacluster, to host
TNs deployed through the TIEM process.
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= Figure49. Hosted VMs ” TE Site OpenNebula node
Figure48. COSMOTE Site OpenNebul

Node (highlighted in red box)

6.2.3.4ATHENERICSSOSARANGGLIBRARYCOMPONENT DEVELOPMENT AND TESTING

The Ericsson gNB RAN-6B@Grary Component is implemented and tested as part of the Athens
Platform based on the 66GANDBOX TN (Trial Network) component templdtee Ericsson SA
component enables the integration of physical Ericsson RAN equipment (BBU6630, RH4408) installed
at the COSMOTE Site witte Open5G8ore deployed insid6G SANDBOIXial NetworksTheaim of

the components to allow the use of the Ericsson gNB by any dynamically deployed trial network, as
scheduled and managed by the Athens TNLTME is achieved through the-dlemand scheduling of

route changes in the RAN Router Manager, overcoming the limitation of legacy RAN configurations
that cannot allow dynamic assignment to TNs in-teak. Therefore, for the Ericsson SA-BiGary
componenttheinstallation of the Route Manager componesita prerequisiteThe key parameters that
relateto the instantiation of the Ericsson RAN component include:

1 Control Plane IP: 172.25.11.2(pecific to the local gNB installation)

1 User Plane IP: 172.25.13.2@pecific to the local gNB installation)

1 AMF:10.10.10.200(default for the TNsdeployed under the bastion with the dynamic deployment
procedure

1 mcc: 001

f mnc:01

1 apn:internet

1 tac: 200

I s_nssai _sst:1

I s_nssai_sd: "000001"

For testing the sumessful deployment of th&ricsson RAN 6G librasgmponenta dedicated TN (TN2) has been

set up supporting the Open5GS and the Ericsson gNB equipmedtaaUERAN simulation componeftUE

part only) The UERAN sim has successfully connected to the gNB and the Open5GS core, as illustrated by the

following picture captured via the Open5GS core componditte (virtual) device with imsi 00101000000001 is

successfully connected and registered to the Open5GS network, pahneadeployed Trial NetworkThese

developments exist ihttps://github.com/6 GSANDBOX/6Gibrary/tree/athensdev-ericsson
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Figure50. Successful registration of the @@brary ComponeriEricssorRAN and attachment of a UE within a 6G SANDBOX TN

6.2.4 (QROSS SITE UPDATES

The Athens site comprises an interconnected infrastructure betwd@&sRand COSMOTEOTE
Academy campus)designed to support project requirements througtulti-layered architecture. At

the foundation of this setup is a shared infrastructure hosted onQpenNebulgplatform, whichThe
OpenNebula platfornservesas theprimaryhypervisor fotthe entire infrastructure, hostingll Virtual
Machines (VMs) required for both core operations and trial deployments. These VMs include essential
static services such as Jenkins, MinlO, and the Swagger API, as well as dynamically instantiated VMs
created during Trial Netork deploymentsAs depicted irFigure51, a hotable achievement is the
successful implementation of a shared infrastructure spanning both the COSMOTE and NCSRD sites.
Although the underlying hardware resources are geographically distributed, OpenNebula provides a
unified management layer, enabling seamlddd deployment, orchestration, and load balancing
across both sites. This setup ensures consistent performance and reliability, eliminating delays and
operational issues.

While the site-specific prerequisitedevelopments have been detailed respectivéty previous
sections detailsthe developments towardendto-endintegrations.
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Figure51. TNLCM deployment and cross site configuration in Atferstbed
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At the NCSRD site, a full OpenNebula (ONE) environment is deployed, hosting therer¢RE) on
top of a KVMbased virtualization infrastructurevhile at the COSMOTE site a sin@ipenNebula
domain is hostedThiSNCSRBite also includes the TNLCM stack-&ENDBOX toolkit), which utilizes
Jenkins, Terraform, and Ansible withirData Center DQ containerized environment to automate
deployment workflowghat manages the TN instantiation in both sites and acragdslitionally, MinlO

is usedfor object storage needs, supporting artifact handling and component sharing. The ONE
provider network enables virtualization and resource management, while theSARDBOX
Marketplace facilitates the selection and onboarding of the ONE image for the ntlea@s. To
support distributed operationsthe OpenNebulaNodes of NCSRD an@TE sitehave been
interconnectedunder a common administration domaailowing forenables resource federation
and crosssite distributed deploymens. The two sites are inteonnected via VXLAN tunnelgerthe
dedicateddark fibre physicdink, ensuring Layer 2 connectivity and IP interoperability between virtual
machines

Under thissetup, using thelatest versiorn(v0.5.1) of the 6G SANDBOX toolkito flavours ofTNshave
been deployed andtested. TN1 instantiating the baseline 6G SANDBOX network configuration
(UERANSIM+Open5GHBd TN2everaging the Ericsson RAN-BiBrary ComponentOTE).Each TN
site, during the creation of the TN, deploys a Bastion node for secure access and orchestration.
the network deploymenbptionsview, the TNs supported in the Athens testbbdilds aroundthe
following6G Library components:

1. Core NetworkOpen5GSThe Athen's siteurrently supports the deployment of an Open5GS
virtual machine, serving as the 5G Core. Moreover, the bastion VM is dynamically generated
via the Trial Network instantiation procedure, used for traffic filtering and routing between
the core and other comgnents

2. Ericsson gNB: A physical gNB is used to connect real User Equipment (UE) to the deployed Trial
Network's Open5GS core.

3. Route manager: A static virtual machine that forwards traffic between the gNB and the
currently active Core via the bastion VMhe Route Manager is a custom appliance, developed
as part of the 665ANDBOX library, that handles the routing configuration between the
physical equipment and the 5G core. It manages network paths, traffic routing, and ensures
proper connectivity betweerifferent network elements. The appliance must be properly
configured with the correct network interfaces and routing tables eivable seamless
communication between the RAN and core components.

4. UERANSIM: A component that can act as the virtual gNB for TN1, and has the role of the UE
for both TN1 and TN2.

TheVMssupportingthe Athens TNare graphically depicted iRigure52 below.

® tnlcm_0_(service_68) kvm O
#804 Started 11daysago {0} 4 (¥ sGB () 10.220.132 @D tnlem_o_(service_68) A wpitsilis AR oneadmin % 10220277 By +1 More
® jenkins_0_(service_68) kvm O
#803 Started 11daysago {0} 2 (MM 4GB () 10.220.1.32 &} jenkins_0_(service_68) R wpitsilis AR oneadmin ¥ 10220276 @ +3 More
® minio_0_(service_68) kvm O
#802 Started 11daysago {0} 2 (¥l 2GB ) 10.220.132 € minio_0_(service_68) A wpitsilis AR oneadmin % | 10220275 @  +1 More
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@ [6G-SANDBOX] Router Manager kvm O
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Figure52. OpenNebula VMs hosting Athens TNLCM components

6.2.5 KEYSIGHT TOOLS

In Athensplatform all the Keysightsoftware tools necessary for the evaluation and measurement
methodology have been installed as shown Tiable 6, has beendeployed on all6GSANDBOX
platforms. In addition, in the case of Malaga, also numerous hardwarehagsbeemrmade available.
Below can be found the status of software and hardware tools that have been received:

Table6: Keysight software tools ithe Athens platform

Tool Status

Hawkeye Installed
LoadCore Installed
Nemo Handy Installed
EXata Installed
CloudPeak Installed
Cyperf Installed
BreakingPoint Installed
IXNetwork Installed
IXLoad Installed

6.3 Berlin Platform
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Figure53. Berlin Platform

The Berlin testbedlocated at Fraunhofer FOKUS premjskeas undergone some extensioms
different stagesvhich areshown with green, red and blue outlines Figure53 above and described
in the following sections.
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6.3.1 VIRTUALIZATIAONFRASTRUCTURE

Thefour servers running th@©penNebulaHypervisor were reinstalled to support the latest version
(6.10) of the toolkit. During the process, the cloud solution \gesntedaccess to NFS shared storage
provided by the testbedNetAppcluster. The NFS storage pool is shared with the already existing
VMware ESXI hypervisor®penNebularuns on four Dell blade serverswith different Xeon CPU
generationsand 128 and 256 GB of RANhecluster has 500 GB of shared N&<5torage, 768 GB

of RAM, and 168 CPU corésthebeginning of 2024an additional AMD EPYC 9334 Server was added
to the OpenNebla Cluster. This server is equipped with 10FBRAM and 32 CPU cores with 64
Threads.The Shared storage can grow up to § d@&dending on the needslhe already existing
VMware ESXi clustatilizes the same storage clustdthe ESXI clusteonsistof sixCisco UCSB20G

M5 servers with 32 coresnd 255GBof RAMeach

6gsb-plubble1 2200/ 640

#4 = amd [ 10/10 45 GB /1 TB (4%)

192.168.248.5 kv
#3 = intel [ 10/10 42GB /126 GB(

192.168.248.6  ku 2200 / 5601

#2 = intel [110/10 34 GB /252 GB (14%)

192.168.248.8  kw

#1 = intel [J9/9

192.168.248.7 kw
49 GB /252 GB (

Figure54. Berlin PlatformOpenNebula Cluster

SSD Set Media Cost

4.09TiB 12TiB
USED AND RESERVED AVAILABLE
I

o 1 15
96.5 to 1 Data Reduction
372 TiB logical used

pg330_clin2_ssd : pg330_cllnl_ssd
1.81TiB 6.23TiB 2,28TiB  5.75TiB
USED AND RESERVED AVAILABLE USED AND RESERVED AVAILABLE
115 to 1 Data Reduction 81.8to 1 Data Reduction
196 Tié logical used 177TiB logical used
|0PS: 276 | Latency: 0.22ms IOPS: 146 | Latency: 0.27 ms
Throughput: 5.83 MB/s Throughput: 2.74 MB/s

Figure55. Berlin PlatformShared SSD storage
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CPU Free: 372.52 GHz

Used: 30.49 GHz Capacity: 403.01 GHz

Memory Free: 885.43 GB

Used: 647.57 GB Capacity: 1.5 TB

Storage Free: 443 TB

Used: 5.57 TB Capacity: 10 TB

Figure56. Berlin PlatformvMware cluster

6.3.2 6GSANDBOR.ATFORMOOLS

Following the developments in the technical WPs, the Berlin platform is constantly updated with the
tools developed within th&6GSANDBOXroject. The Trial Network Lifecycle Manageordinates

the creation of trial networks to support experimentation on the platform. In addition to the internal
tools, opensource tools like Terraforndenkinsand Minio were deployedwhich will be utilized by

the 6GSANDBOX Toolltd manage the Platform.

6.3.3 EXPERIMENTBHPNACCESS

Access to the Berlin Platform is provided by a dedicated VPN s@maeutilizes the Wir€&uard
protocolto provide secure tunnels into the testbed network. For eRebject the VPN server provides

an isolated instancthat entirely separates the traffic betweeprojects The VPN server is hosted as

a Linuxbased virtual machine on the VMware part of the testbed. By ukingx,the VPN iighly

flexible and can be adapted dn experimenterrequiresspecialsettings or differebh VPNprotocols

The VPN server is also used to integrate external testbeds or components from Open Callers into the
Berlin platform infrastructureln addition to the dedicated VPN servjaehich provides access to
generic 6GSSANDBGsérvicesdoes the Berlin platfornrsupportVPNaccessnto the trial networkvia

the bastion @>Library componet? A dedicatedVireGuard based VPN server is installedeach¢ b Q a
bastioncomponent Access from the Internet schieved througha dynamicport forward on the

LI I GF2N)Y 3JFt20Ff xtb aAaSNBSNI Lt G2 GKS ¢bQa ol aidaaz

6.3.4 NTNCONNECTIONS

For the NTN useases the Berlin platform provides LEO connectivity via the Starlink network. In
addition to thenon-exclusiveStarlink device that was alreadyailableon the platform, an additional
Starlink Terminal waacquiredwhich will greatly impove the availability of the Satellite link during
the experiments.To utilize Starlink connections inside the testhedVPN tunnemust be used to
connect back into the testbed from tHepaceXdUB offloading point. Currentlthe management of

the VPN tunnels is shared with tgeneralpurposeVPN accessf the platform However,an upgrade

to an integrated version with support for the TNLCM component of 6@SANDBOXroject is
underway.

Thefirst integration of NTN into the Trial network was dam&ng three dedicated virtual networks.
One virtual network provides gerie internet access via th&arlink network using a shared virtual
network. The networka@nbe attached to specific VMs inside the TN or via the bastbichrequires
manual routing and forwarding rules to be configured. The other hetworks are transparently
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interconnected via a VPN tunnel over t8arlink backend. Hosts from within the first network could
reach all hosts within the secomgtwork viaan external router. These virtual networks represent a
network located at the hub and on the terminal sidée inital implementation directly attaches the
VMs tosatellite networks.Plans are in placeo extend the bastion to integrate NTN forwarding via
configuration parameters providedt the time of TN creation.The NTN integration wa®sted by
using the Stdink system to connect a remote nomadiode to a %Core runningon the Berlin
Platform. The Nomadic nodmnsistedof anedgeserver, a Nokia BBlalongwith a power supply and
Starlink all housedn a mobile rack mounted inRelicase Depending on the location of the mobile

node UEs could handover between 5G ¢ellsichwere connecteddirectly to the 5GCore or via the
NTN backhaul link.
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Figure57. BerlinStarlink NTN integration

6.3.5 KeysiGHTOOLS

The Project has decided on a baseline number of testing tools from Keysight that shavigilable

on each platform for experimentation. In contrast to Malagdere mosthardware-based tools from
Keysight are available due to a lenmning partnership, the Berlin Platform gsimarily limited to
software-based Keysight toglexcept for two Keysight Measured AC Power Sources. The software
tools have been successfuiltegratedinto the existing infrastructure using VMware hypervisfans

the Static Middleware components and OpenNebula hypervisors for the dynamically created. Agents
Currently, the following tools are installed on the platform: LoadCore, Hawk&lpedPeak, Xata,
KS8500 OpenTap Runpand NemaoHandy &AnalyzeThe licenses of additional tools weneceived
andinstalledat the beginning of 2024 starting with<gta and Cloudpeak.

Software tools:

Table7. Keysight software tools status on the Berlin platform

Tool Status

Hawkeye Installed
LoadCore Installed

Nemo Handy Partially installed
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EXata Partly integrated

CloudPeak Installed

Cyperf License received, to be installed
KS8500 OpenTap Runner Installed

6.3.6 RANANDCORENETWORKS

The Berlinplatform primarily featuresthe Open5Gcore which Fraunhofer FOKt#S developed
Commercial cores from Amarisoft arapensource coreslike free5GS and Open5G&e also
available.The 6GLibrary component for the VM version of tlepenSGScore was developed and is
maintained mainly by the Berlin platform TeahheOpen5Gcore will beontinuallyimproved as new
releasesare made available in parallelith internal softwaredevelopments. On the RAN side of the
platform, extensions in the @RAN field arainderway More specificallythe ORAN middleware of
srsRAN, BubbleRAN, and Acceleranaamglable in the Berlifracility and could be added the 6G
Sandbox if requested by axperiment The deployment of additional -BU devices from Benetel
which cover the n78requency bandvasdone inP2of the project Theinstallation isindoors andis
available in addition to the already existing Nokia and Huawei infrastructure described if1p2.1

6.3.7 UEPooL

p“""-~ !

e Q’Qﬁé{v l--‘» .J/'_j{{f

= -

Figure58. Berlin UEPool with STF Server

The Berlin platfornoffers a variety of UEs frommultiple vendorsfor use byexperimenters. The UE

pool consists of various devices rangiram NormalSmartphones and Cellular Datebodemsto CPE
Routers The devices are connected to a hub PC running OpenSTF for remote operation of the devices.
The devices can be added to the TN if needed by the expeririéetPlatform provides access to the
Boston Dynamics SPOT robot D@&iform which is also connected to the &twork. The Robot is
shared among different Projectsing the platform and can be accessed on demand by Experiments
which focus on roboticsThe Release 17 Devices from the OC1 experimdftvecomm are also
integrated into the UE pool and can be utilized by experiments on request. As these devices are 5G
WAN routingdevicesthey need to be added manually into the TN network of the experiment.
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6.4 Malaga Platform

Theal £ F 3L LI I 0dF2N¥Qa AoosshidetolidiNaedtigeattdphidaieasithattar @l G S R
interconnectedformingthe Victoria Network. The main infrastructure was explaieedlierin D2.1;

however, it has been extended since the projech A Yy @ifh LéwA figngtionalities which are
highlighted ingreen (Period 1and red (Period 2)n Figure59. In addition,extensions to platform

coming from Open Calls are highlighted in bluethe following sectionghese updates are explained

in more detail.
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Figure59. Malaga Platform

6.4.1 UMACAMPURAN

UMA campusRAN infrastructurdnas beerupdated during the projectThe infrastructure is divided
into portable, indoor, outdoor, an@@-RANbased setups, covering a wide range of frequency bands,
including FR1 and FR2.

Portable Deployments

The portable 5G setups are designed for flexible experimentation and quick deployment in different
campus areas or external locations. UMpdstable infrastructure includes:
1 AnAmarisoft Calbox classisoftware-defined base station
1 ANokia FR2 portable systenoperating in millimeter wave bands, ideal for hitjinoughput,
low-latency use cases.
1 A Nokia portable unitsupportingn40 and n77 bands, providing midband connectivity with
mobility support.
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Figure60. Nokia FR2 portable system

Outdoor Deployments

The outdoor coveragim the campus has been improved with the additioradfokia macroRRH
operatingin the n77 band. This deployment enables reabrld testing of urban macrocell scenarios,
including coverage and mobility use cases across large open areas of the campus.

Indoor Deployments

Indoor coveragdas been also enhanced witte Vicinity 5G system operating in the/8band, which
supportshighthroughput applications ithe laboratoryenvironment

O-RANBased Deployments

UMA is also actively engaged in Open RAN research and validation activities, hosting mitidpgie O
deployments on campus:

 Two LiteOn Aln-One (AIO)units operating inn77, offering integrated RU/DU/CU
functionality for compact €RAN testing.

= L b

Figure61. LiteOn AHIn-One
1 A setup provided bySWireless includingBenetel RAN65Qn77 for outdoor coveragé and
RAN550(n78 for indoor coveragé RUs together with1SWirelessLiquid RANDU/CU and
NearRTRIG enabling fullstack GRAN experimentation.
1 TheREACHBGOC2project infrastructure combineBenetel RAN65@n77)andLiteOn(n77)
RUs, and srsRANDU, all managed viéccelleran CU/RIMffering a modular and flexible-O
RAN platform
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Figure62. Benetel RAN550 RU

Figure63. BenetelRAN650 RU

These deployment coexist with previously available RAN solutions based on Nokia cells, which were
explained earlieon D2.1 and remain available.

6.4.2 OTHERANDEPLOYMENTS

In addition to the 5G RAN deployments located within the University of Malaga (UMA) campus, two
new strategic sites have been integrated into the platform to extend the research capabilities and
practical testing environments of the testbelda Mayoraand theMalaga Tech Park

La Mayora

La Mayora is an agricultural research facility operated by CSIC, located in a rural area near Malaga. It
serves as a unique environment to explore the application of 5G technologies in thecmdomain.
A new 5G network has been deployed on site whté tollowing components:

1 2x Nokia microRRHsperating in FR1, supporting banaé0andn77 enabling midoand
coverage for datantensive agricultural applications.
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