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ABSTRACT   
This deliverable includes information about the development and integration activities performed 

across all tasks of Work Package 4, άLƴǘŜƎǊŀǘƛƻƴ ŀƴŘ ƳŀƴŀƎŜƳŜƴǘ ƻŦ сD ǘǊƛŀƭ ƴŜǘǿƻǊƪǎέ ƛƴ ǘƘŜ ǇǊƻƧŜŎǘ 

6G-SANDBOX.  A 6G trial network, the central concept of the project, is a fully manageable and 

configurable network that is offered as a testbed to experimenters. Actual components/technologies 

in the trial networks (core network, RAN, devices, etc.) are provided by the four platforms in the 

project (Athens, Berlin, Malaga, and Oulu), and they are mainly implemented in Work Package 3, 

άhǇŜƴ ŀƴŘ ǊŜǳǎŀōƭŜ сD ƭƛōǊŀǊȅ ŦƻǊ ǘǊƛŀƭ ƴŜǘǿƻǊƪǎέΦ  ²ƻǊƪ Package 4 takes the results from WP3 as 

input to enhance the four platforms and to create the necessary coordination and orchestration 

process to manage the trial networks. This work package includes three main activities: 

a) building a 6G-SANDBOX framework for deployment, configuration, sharing, coordination, and 

orchestration of the trial network components with information from the library. 

b) constructions of digital twins of some resources/components to be part of the trial networks, 

replacing the actual resources.  

c) expanding the technologies on the existing four platforms with additional components, 

following a well-defined integration process.  

The four existing platforms in 6G-SANDBOX are mature infrastructure created and used in previous 

projects, including 5G PPP and national projects. They are now expanded into 6G-SANDBOX with trial 

network support and with new components, including digital twins. The objective of this deliverable 

is to report only on the latest features and the activities to implement these new features within the 

project. A full description with all the capabilities per platform is offered in separate documents to be 

distributed as part of the documentation of experimenters available at https://www.6g-sandbox.eu.  

This document is the final version produced in the project and replaces the previous version D4.1. 

KEYWORDS 
Trial Network, 6G library, Digital Twins, Integration 
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1 INTRODUCTION 

1.1 Document Structure 

This document is organized into three parts. To create a self-contained document, the deliverable 

begins with a summary of the 6G-SANDBOX ecosystem and its potential users in section 2. A reference 

to the main supporting tools is also included in this section. 

Then, Part 2 in sections 3 and 4 is devoted to the 6G-SANDBOX experimentation framework. Section 

3 details the status of the trial network manager, which addresses the highest-level aspects of creating 

and managing trial networks. Section 4 describes the deployment aspects and use of virtualized 

infrastructure to support the trial networks. Section 5 reports the activities related to Digital Twins. 

In the third part, Section 6 reports the integration activities performed per platform. 

1.2 Target Audience 

This document is intended to be helpful to the entire SNS JU community and the 6G-SANDBOX 

ecosystem, as described in Section 2. However, the document is strongly recommended for testbed 

developers interested in creating a new 6G-SANDBOX platform that reuses the framework developed 

in the project. Such replication is encouraged as part of SNS JU objectives, and it is an objective in the 

6G-SANDBOX project.   {ǳǇǇƻǊǘ ŦƻǊ ǊŜǇƭƛŎŀǘƛƻƴ Ŏŀƴ ōŜ ǇǊƻǾƛŘŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ƻǇŜƴ Ŏŀƭƭǎ ƻǊ Ǿƛŀ 

an ad-hoc agreement. All of the software tools described in sections 2 and 3 are offered as open-

source to any interested party. 

2 6G-SANDBOX ECOSYSTEM 

2.1 6G-SANDBOX Architecture and Key Concepts 

The 6G-SANDBOX Reference Architecture, as described in D2.1 [1], follows a structure of 3 layers, 

wherein each layer abstracts and encapsulates specific functionalities. This design allows for the 

reduction of perceived complexity by providing a simplified interface for end-users. They can engage 

with the system without requiring an in-depth understanding of its internal operations. At the same 

time, this approach divides the inherent complexity into more manageable components, promoting a 

structured and easily understandable system. 
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Figure 1. 6G-SANDBOX Architecture 

From bottom to top, the Physical Infrastructure Layer encompasses the tangible elements that 

constitute the 5G/6G network, computational resources, measurement equipment, end-user devices, 

and any additional devices essential for specific experiments within the testbed. This layer is to be 

expanded by incorporating external resources from other Testbed Domains, experimenter premises, 

or the public cloud through VPN connectivity. The Resource Management Layer, situated above the 

Physical Infrastructure layer, utilizes Infrastructure Managers (such as OpenNebula, OpenStack, and 

PROXMOX, etc.) to centrally manage the diverse capabilities within the testbeds. Finally, the 

Experimentation Lifecycle Layer serves as an interface connecting Experimenters (users of a Trial 

Network) with the underlying Resource Management layer. Its primary function is to oversee the 

lifecycle of various Trial Networks, encapsulating the testbed resources made accessible to 

experimenters. 

Within architecture, the TNLCM serves as the core component responsible for orchestrating the 

creation and management of Trial Networks. Simultaneously, the 6G Library, hosted on GitHub, 

provides a comprehensive set of software components and accompanying documentation. This 

initiative aims to establish an open reference software library, facilitating the seamless instantiation 

of Trial Networks. 

Furthermore, the overall architecture aligns with the 3rd Generation Partnership Project (3GPP) 

approach to implementing Open APIs. This decision is rooted in the necessity for Trial Networks to 

expose APIs to 6G-SANDBOX users. Following this decision, the chosen Framework for API exposure is 

CAPIF, ensuring a standardized and effective interface for interactions with the created Trial Networks. 

2.2 Experimenter Profiles and Access Level  

In this section, the leading roles that a third party can play in the 6G-SANDBOX facility are defined, 

indicating the access level provided, the integration activity required, as well as the services that the 

6G-SANDBOX provides.  
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Table 1: Third Party Roles in 6G-SANDBOX, profile, access levels, and services provided 

Role Profile Access level Integration Required 
Services offered by 

6G-SANDBOX 

6G-
SANDBOX 

Trial 
Network 

User (TNU) 

Someone who creates test 
cases (or uses the available 
ones) and conducts 
measurement campaigns. 
The TNU can also bring an 
application, deploy it, and 
link it (through API 
interaction) to a Trial 
Network that is selected and 
activated for the experiment. 

The TNU has access 
to the portals used 
for experiment 
conduct, and the TNU 
software has secure 
API interaction to 
every component 
that is part of the 
selected Trial 
Network providing 
API services through 
CAPIF. 

(Optional) A 
containerised 
application or IP 
network node 
provided by the TNU. 

¶ Whatever is provided 
through the Experimenters 
Portal 

¶ TN selection. 

¶ Test case composition. 

¶ Third-party application 
deployment. 

¶ Support for using the APIs 
provided by the TN 
selected. 

¶ Results collection and 
analysis. 

6G-
SANDBOX 

Trial 
Network 

Operator/O
wner (TNO) 

Someone who creates a Trial 
Network from the 
components that the 6G-
SANDBOX facility provides 
(i.e., the 6G-Library and the 
technologies physically 
integrated in the 6G-
SANDBOX Platforms). The 
TNO can also play the role of 
a TNU or allow other TNUs to 
experiment with the Trial 
Network created. 

  

The access level of a 
TNU includes (i) 
admin rights to 
configure a specific 
portion of 
computational 
resources where the 
TN is set or hosted 
and (ii) remote access 
to platform-specific 
physical or virtual 
components to set up 
the Trial Network. 

Provisioning of 
computational 
resources as well as 
configurations for the 
TN components 
and/or addition of 
components to the 
6G-Library. 

¶ TN establishment. 

¶ TN exploitation for 
experiments conducted 
either by the TNO itself or 
by third parties. 

¶ Test case composition. 

¶ Third-party application 
deployment. 

¶ Support for using the APIs 
provided by the TN created. 

¶ Results collection and 
analysis. 

Third-party 
Technology 

Provider 
  for the 6G-
SANDBOX 

facility 

Someone that brings 6G 
component(s) or software 
solutions and is willing to 
integrate them with one or 
more Platforms for expanding 
the 6G-SANDBOX capabilities. 

Access to platform-
specific physical or 
virtual components 
and interfaces 
needed to integrate a 
specific SW/HW 
component 

On-demand and 
Platform-oriented 
support services 
related to the 
integration process 
and the component 
validation tests. 

¶ SW/HW components that 

incorporate 6G technologies 

or services that are 

integrated and become part 

of the 6G-SANDBOX facility 

(the integrated components 

remain for further use by 

the project or third parties). 

¶ CAPIF-compliant APIs 

should be offered if 

interaction/ configuration is 

needed when the 

component is part of an 

experiment.  

Third party 
host for the 

6G-
SANDBOX 
framework 

An owner of an end-to-end 
experimentation 
platform/testbed who is 
interested in adopting the 6G-
SANDBOX framework (i.e., the 
concept of creating TNs on 
top of the testbed) 

Access to an instance 
of the software 
package that has been 
developed in the 
project to support the 
TNs concept. 

¶ An end-to-end 
5G/6G testbed with 
a Kubernetes or 
similar cluster 
available. 

¶ CAPIF-compliant 
APIs should be 
provided for the 
interaction and 
configuration of 
testbed 
components within 
the 6G-SANDBOX 
framewor. 

Documentation and assistance 
on getting and using the 6G-
SANDBOX Toolkit. 
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2.3  Trial Network User 

The role of Trial Network User (TNU) can be played by someone who creates test cases (or uses the 

available ones) and conducts measurement campaigns. The TNU can also bring an application, deploy 

it, and link it (through API interaction) to a Trial Network that is selected and activated for the 

experiment. A TNU has access to the portals used for conducting experiments. In contrast, the TNU 

software has secure API interaction to every component that is part of the selected Trial Network and 

provides API services through CAPIF. 

 

Figure 2. Trial Network user representation of the interaction with the 6G-SANDBOX facility 

2.4 Trial Network Owner/Operator 

The role of Trial Network Operator (TNO) can be played by someone who creates a Trial Network using 

the components provided by the 6G-SANDBOX facility (i.e., the 6G-Library and the technologies 

physically integrated into the 6G-SANDBOX Platforms). TNO can also play the role of a TNU or allow 

other TNUs to conduct experiments within the Trial Network created. The access level provided to a 

TNO is the same as that provided to a TNU, plus (i) admin rights to configure a specific portion of 

computational resources where the TN is set or hosted, and (ii) remote access to platform-specific 

physical or virtual components to set the Trial Network. 



 

     

Grant Agreement 101096328 τ 6G-SANDBOX τ HORIZON-JU-SNS-2022 11 

 

Figure 3. Trial Network Owner/Operator ς representation of the interaction with the 6G-SANDBOX facility 

2.5 6G-SANDBOX 3rd Party Technology Provider 

The role of a third-party technology Provider can be played by someone who brings 6G component(s) 

or software solutions and is willing to integrate them with one or more Platforms to expand the 6G-

SANDBOX capabilities. A third-party technology Provider has access to platform-specific physical or 

virtual components and interfaces needed to incorporate a specific SW/HW component. 

 

Figure 4. 3rd Party Technology provider ς representation of the interaction with the 6G-SANDBOX facility 
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2.6 6G-SANDBOX 3rd Party Platform Owner/Operator 

This role is for the owner/operator of an end-to-end experimentation platform/testbed who is 

interested in adopting 6G-SANDBOX framework (i.e., the concept of creating TNs on top of the 

testbed). The 3rd Party Platform Owner utilizes an instance of the 6G-SANDBOX Toolkit that has been 

developed in the project to support the TNs concept. 

 

Figure 5. 3rd Party Platform Owner/Operator ς representation of the interaction with the 6G-SANDBOX facility 

2.7 Main Supporting Tools 

Before presenting the updates to the experimentation framework and platform upgrades, it is 

necessary to introduce, as a reference, the main supporting tools that are key components of this 

evolution. These tools can be differentiated into deployment tools, orchestration, testing and 

measurement. For more information about these tools, refer to deliverables D3.1 and D5.1. 

Deployment tools: 

These are the necessary tools for developing components in a Trial Network. 

¶ Terraform: This tool facilitates the creation of virtual infrastructure across private cloud 

providers, enabling the setup of virtual networks, machines, containers, Kubernetes clusters, 

and more. Terraform streamlines the infrastructure provisioning process. 

¶ Ansible: Employed for comprehensive component configuration, equipment setup, and 

integrations, Ansible enables fine-grained actions on Trial Network components. Its 

idempotent nature ensures reliability in configurations. 

¶ Jenkins: This tool serves as the orchestrator for deploying components and executing 

deployment processes efficiently. Jenkins streamlines and automates deployment workflows. 
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¶ Bash: Enabling scripting for standalone operations, Bash provides flexibility and customization 

in executing various operational tasks. 

Orchestration: 

OpenNebula is the proposed solution to provide the private cloud infrastructure that will be used in 

the project. It relies on libvirt, recommending the use of the KVM hypervisor, and includes resource 

control (authorization, authentication, and accounting) via ACLs and POSIX rules with several 

authentication methods and frontend high availability. OpenNebula provides an XML-RPC interface 

that can be accessed with different interfaces, for instance: 

¶ OpenNebula command line interface (CLI) 

¶ The graphical web interfaces, Sunstone and FireEdge. 

¶ Terraform (executes instructions over the OpenNebula endpoint) 

The networking model for OpenNebula would require three different connections (can be overlapped) 

as shown in Figure 6, which can be used to emulate the project network necessities. 

  

Figure 6. Networking model of OpenNebula 

Once the OpenNebula infrastructure is running, it provides the creation and access to the following 

resources: 

¶ Virtual Networks: logical partition of networks used to interconnect VMs. 

¶ Virtual disk images (images): physical storage that will be treated as a VM disk. 

¶ Datastores: volumes to store the necessary data for the VM to run. 

o Image datastore: the globally used images. 

o System datastore: stores each VM-specific image. 

o Files: Stores specific files. 

¶ Templates are a way to create VMs and Virtual networks with a similar configuration. A 

template Instance will generate a VM, thus VM or instance will be used interchangeably for 

the same concept. 

All the previous resources can be grouped with the usage of: 

¶ Clusters: a logical partition of Nodes, Virtual Networks, and datastores. 

¶ Virtual Datacenter (VDC): a logical partition of the previously mentioned resources with access 

control. 
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Testing & measurement 

These are the tools (software in Table 2 and hardware in Table 3) that Keysight is providing to the 

platforms. 

Table 2: Keysight Software tools 

Software Tool Definition 

Hawkeye Hawkeye is an active network performance monitoring 
platform that can be used for QoS monitoring, application and 
web monitoring, Wi-Fi monitoring, cloud monitoring, etc. 

BreakingPointVE BreakingPoint is a security testing tool for performing 
penetration testing on network infrastructure. 

IxNetwork IxNetwork is a virtualized network performance testing 
solution that emulates a wide range of networking protocols 
and traffic types. 

IXLoad IxLoad is a virtualized multi-play services testing solution that 
delivers comprehensive functional and performance testing to 
validate user quality of experience (QoE) in physical and virtual 
networks. 

CloudPeak: CloudPeak enables users to validate and benchmark VMware 
vCenter and OpenStack-based private clouds and can run 
evaluations on a testbed for either a single compute node or 
large environments with many racks. 

Cyperf: CyPerf supports the creation of digital twins of users, 
applications, and attacks, enabling the replication and testing 
of QoE in real-world network environments. 

Threat Simulator Threat Simulator is a breach and attack simulation platform 
that provides enterprise security teams with insights into the 
effectiveness of their security posture and actionable 
intelligence to improve it. 

LoadCore LoadCore test solution addresses the testing and validation of 
5G elements in the core network. 

EXata EXata is a platform for digital twins. It is a discrete event 
simulation platform that allows modelling and performance 
evaluation of local area networks (LAN), wide area networks 
(WAN), wireless networks, and communication protocols. 

PathWave System Design PathWave System Design is a software platform that enables 
RF system architects, designers, and verification teams to 
create and simulate complex RF systems with high accuracy 
and speed. 

RIC Test RIC Test emulates O-RAN network nodes and traffic profiles on 
different RAN LƴǘŜƭƭƛƎŜƴǘ /ƻƴǘǊƻƭƭŜǊΩǎ όwL/Ωǎύ interfaces, 
allowing testing of the Near Real-Time RIC (and of xApps it 
hosts) and of the Non-Real-Time RIC (and of rApps it hosts). 

Table 3: Keysight Hardware tools 

Hardware Tool Definition 

Wavejudge Wavejudge Wireless Analyzer Solutions are a set of over-the-
air monitor toolsets that offer users real-time visibility of the 
interactions between the physical and protocol layers in 
wireless transmissions. 
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Hardware Tool Definition 

UeSIM, DuSIM, CuSIM UeSIM (SW), DuSIM, CuSIM enable infrastructure vendors, 
chipset providers, and mobile operators to validate end-to-end 
Radio Access Network performance by emulating real network 
traffic over both radio and O-RAN fronthaul interfaces. 

RuSIM RuSIM enables infrastructure vendors, chipset providers, and 
mobile operators to easily perform functional, conformance, 
and performance testing of O-RAN distributed units (O-DUs) 
over fronthaul functional split option 7.2x. 

N6705c DC Power Analyzer The N6705C DC Power Analyzer provides unrivalled 
productivity gains for sourcing and measuring DC voltage and 
current into the DUT. 

AC6803B Basic AC Power Source The AC6803B basic AC power source provides stable and 
reliable power up to 2000 VA. An intuitive user interface and 
flexible I/O connectivity. It can be programmed to various 
output characteristics and measures the consumption of the 
connected load. 

O-RAN Studio Open RAN Studio features powerful O-RAN-focused tools for 
constructing, playing, capturing, and measuring O-RAN traffic 
over 10 Gbps to 25 Gbps (fronthaul) Ethernet interfaces. 

VXG Vector Signal Generator VXG Vector Signal Generators are a high-end solution for 
millimeter wave signal generation applications. 

AC Power Analyzer The PA2203 IntegraVision Power Analyzer enables the display 
of voltage, current, and power traces for four distinct channels 
in real-time. 

Novus Novus load modules give the flexibility and scale needed to 
validate from 100Mbps to 100GE technologies. They support 
ǾŀƭƛŘŀǘƛƻƴ ƻŦ [ŀȅŜǊǎ н ǘƘǊƻǳƎƘ т ǿƛǘƘ YŜȅǎƛƎƘǘΩǎ LȄbŜǘǿƻǊƪ ŀƴŘ 
IxLoad test solutions. 

MTRX The E6464A Multi Transceiver RF Test Set provides up to 64 
VSA and up to 64 VSG in one instrument. Highly scalable and 
featuring an advanced digital MIMO and massive MIMO signal 
weighing matrix, it is purpose-built to support beamforming 
measurements in these contexts. 

PROPSIM The programmable multiport time and phase coherent 
PROPSIM RF transceiver platform provides full control over RF 
signal time, phase, and amplitude. In addition to real-time RF 
channel emulation, PROPSIM platforms support RF signal 
measurements and signal waveform transmissions with 
embedded signal analyzer and waveform generators. 

Nemo Wireless solutions Nemo Network solutions improve the user experience and the 
quality of a network in a cost-effective way leveraging 
optimized and automated processes. In this case, three key 
parts of the Nemo ecosystem will be implemented. The Nemo 
Handy Handheld Measurement Solution is an Android 
application that measures wireless diagnostics information 
with regard to the air interface and QoS/QoE for mobile 
applications. A higher understanding of the performance in 
these cases can be achieved with the Nemo Outdoor NR Drive 
Test Solution. Allowing for the measure of real user QoE and 
supporting all stages of the mobile network lifecycle, the 
collected data can be subjected to comprehensive post-
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Hardware Tool Definition 

processing to analyze and glean subtle insights. Further post-
processing and analyses of any gathered data can be 
performed using the Nemo Analyze Drive Test Post Processing 
Solution. 

3 TRIAL b9¢²hwYΩ{ LIFE-CYCLE AND MANAGEMENT 

3.1 Trial Network Overview 

The architecture of a Trial Network (TN) was described in D2.1. This section outlines how a TN can be 

deployed based on the ŜȄǇŜǊƛƳŜƴǘŜǊΩǎ requirements. The deployment procedure is schematically 

depicted in Figure 7, which shows all building blocks involved. From left to right, the procedure is as 

follows: 

¶ First, the experimenter accesses the 6G-SANDBOX facility through a portal, which is open to 

experimenters and supports different profiles and access levels. 

¶ The experimenter will then define the Trial Network in a descriptor, which comprises the 

needed components and specific configurations. 

¶ After that, the Trial Network Life-Cycle Manager (TNLCM), which is a key component 

developed in 6G-SANDBOX, will receive the specified TN descriptor and will ensure that all 

necessary information is provided for the creation of the TN. For more information about 

TNLCM, please refer to the details provided in this section below.  

¶ Finally, TNLCM initiates the deployment of the requested TN. For this purpose, the TNLCM 

interacts with Jenkins, which oversees the requesting deployment and manages configuration 

changes. Section 4 below provides a detailed explanation of how the TN resources are 

deployed and configured. 

 

Figure 7. Procedure for Trial Network deployment and configuration 

3.2 Trial Network Lifecycle  

The Lifecycle of a Trial Network refers to all the possible states a Trial Network can be in, from its 

definition as a Trial Network Descriptor until its decommissioning. At any time, a Trial Network may 

ǘǊŀƴǎƛǘƛƻƴ ǘƻ ŀ ŘƛŦŦŜǊŜƴǘ ǎǘŀǘŜ όŜΦƎΦΣ ŦǊƻƳ ΨwǳƴƴƛƴƎΩ ǘƻ ΨtŀǳǎŜŘΩ ƻǊ Ψ5ŜǎǘǊƻȅŜŘΩύ, or its description may 

be updated, leading to the creation, removal, or reconfiguration of components within the Trial 

https://6g-sandbox.eu/wp-content/uploads/2023/07/6G-SANDBOX_D2.1_v1.5.pdf


 

     

Grant Agreement 101096328 τ 6G-SANDBOX τ HORIZON-JU-SNS-2022 17 

Network. There are no preconceptions regarding the amount of time a Trial Network may persist, its 

usage, or the number of users that can perform experimentation on it. 

The TNLCM (Trial Network Life-Cycle Manager) is, within the 6G-SANDBOX Architecture, the entity 

that ensures every Trial Network on each platform is accessible and in working order, as well as 

orchestrates the necessary actions required to change the state of a Trial Network when necessary. 

To achieve this, it leverages both its features and manages and delegates the execution of specific 

workflows to other components within the same layer (the Experimentation Lifecycle Layer) or the 

layer below (the Resource Management Layer).  

3.3 TNLCM Design and Architecture 

The TNLCM has been designed as a modular application to make specific components easily 

replaceable or extendable, while minimizing the effect of changes in other parts of the application. At 

the same time, there is an emphasis on reusability, allowing several data structures and generic logic 

to be shared across different components of the application. 

By following these ideas, the TNLCM architecture is currently organized in the following components: 

¶ Core: The Core component implements the basic logic for managing the lifecycle of the Trial 

Networks and the necessary functionality for communicating with the Resource Management 

[ŀȅŜǊΦ LǘΩǎ ŀƭǎƻ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ŜȄǇƻǎƛƴƎ ǘƘŜ w9{¢ !tL ǘƘŀǘ ƻǘƘŜǊ component of the TNLCM, 

platform owners, and experimenters can use for creating, managing and inspecting Trial 

Networks. 

¶ Front-End: The Front-End included with the TNLCM is a web application tailored for use by 

platform owners, providing information and functionality for handling all trial networks on the 

platform. To achieve this, the Front-End utilizes the APIs exposed by the Core component. 

Other Front ends, for example, a simplified one tailored for Experimenters or Trial Network 

owners, can be developed by utilizing the same APIs, either by an external developer or by 

the 6G-SANDBOX consortium. 

¶ Scheduler(s): Schedulers can make use of the APIs exposed by Core for automatically 

retrieving information about the status of one or more Trial Networks, and to perform 

changes to the status or configuration of such Trial Networks. Multiple schedulers may be 

active at the same time, each accessing different Trial Networks. Meanwhile, Trial Network 

owners can manually, or through a Front-End, use the same APIs to modify and inspect the 

status of their Trial Networks. 

The components described above are active applications, that is, they are expected to be running 

processes on a host machine, communicating with each other and with external entities through the 

use of REST APIs.  

3.4 TNLCM Implementation 

The TNLCM is being implemented using Python 3.13. The TNLCM repository contains separate 

directories for each major component, which can be executed independently while having access to 

the standard definitions shared by multiple components. This organization was chosen as it leads to 

an easy deployment both directly in the host machine and as containerized components orchestrated 

using docker-compose. 
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For the implementation of the required REST API, the Flask [3] web application framework, along with 

the Flask-RESTX [4] extensions have been selected. Flask-RESTX eases the creation of well documented 

RESTful APIs, while Flask is a proven and extensible framework for web app development with a strong 

community and support. 

With regards to the backend and the management of other components of the architecture, the 

TNLCM can execute specific actions on its own, for example, making direct use of the command line 

or ssh interfaces. More complex actions, such as those defined for each component in the 6G-Library 

are delegated to Jenkins. Jenkins provides a set of pipelines that can be used generically for executing 

everyday actions and implementing common changes to a Trial Network. These pipelines are executed 

by the TNLCM when required, by feeding them with the details that are specific to each Trial Network 

or component. An example of these interactions in the deployment of a vxlan is shown in Figure 8. 

 

Figure 8. Example of TNLCM-Jenkins interaction 

Every Trial Network managed by the TNLCM is in a specific state, ǎǳŎƘ ŀǎ ΨwǳƴƴƛƴƎΩ or ΨtŀǳǎŜŘΩΦ ¢ƘŜ 

Lifecycle of the Trial Network is implemented as transitions between different states. To encapsulate 

ŀƴŘ ōŜǘǘŜǊ ƻǊƎŀƴƛȊŜ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴΣ ǘƘŜ ¢b[/a ŘŜŦƛƴŜǎ ŀ ǎŜǘ ƻŦ Ψ¢Ǌŀƴǎƛǘƛƻƴ IŀƴŘƭŜǊǎΩΣ ŜŀŎƘ 

inheriting from a base implementation but containing the specific logic required to transition to a 

particular state.  Lifecycle management is partially asynchronous. 

TNLCM is a state machine that enables the deployment of trial networks which progress through 

various states and transitions. Figure 9 shows the current state of the machine. The states are: 

¶ activated: the trial network is deployed in OpenNebula and readyfor use. 

¶ created: the trial network descriptor is created but not yet validated. 

¶ destroyed: the trial network deployment is removed from OpenNebula and ready for 

deployment again. 

¶ failed-activation: the trial network deployment failed. It is waiting for the user to try again. 

¶ failed-destruction: the trial network deployment removal failed. It is waiting for the user to 

try again. 

¶ purged: all the information about the trial network is removed from the database. 

¶ validated: the trial network descriptor is created and validated. It is ready for deployment in 

OpenNebula. 

The transitions are: 

¶ initial-ǎǘŀǘŜ Ҧ ŎǊŜŀǘŜŘΥ ŎǊŜŀǘŜ ŀ ǘǊƛŀƭ ƴŜǘǿƻǊƪ ŘŜǎŎǊƛǇǘƻǊ ǘƘŀǘ has not been validated yet. It 

allows saving the descriptor for further editing later. 

¶ initial-ǎǘŀǘŜ Ҧ ǾŀƭƛŘŀǘŜŘΥ ŎǊŜŀǘŜ ŀƴŘ ǾŀƭƛŘŀǘŜ ŀ ǘǊƛŀƭ ƴŜǘǿƻǊƪ ŘŜǎŎǊƛǇǘƻǊ ƛƴ ǘƘŜ ǎŀƳŜ ǎǘŜǇΦ Lǘ 

checks if the descriptor can be deployed. 

¶ ŎǊŜŀǘŜŘ Ҧ ŎǊŜŀǘŜŘΥ ŜŘƛǘ ǘƘŜ ǘǊƛŀƭ ƴŜǘǿƻǊƪ ŘŜǎŎǊƛǇǘƻǊΦ 
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¶ ŎǊŜŀǘŜŘ Ҧ ǾŀƭƛŘŀǘŜŘΥ ŀǇǇƭȅ ǾŀƭƛŘŀǘƛƻƴ ǘƻ ǘƘŜ ǘǊƛŀƭ ƴŜǘǿƻǊƪ ŘŜǎŎǊƛǇǘƻǊΦ 

¶ ŎǊŜŀǘŜŘ Ҧ ǇǳǊƎŜŘΥ ǊŜƳƻǾŜ ŀƭƭ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ǘǊƛŀƭ ƴŜǘǿƻǊƪ ƛƴ ŘŀǘŀōŀǎŜΦ 

¶ ǾŀƭƛŘŀǘŜŘ Ҧ ǇǳǊƎŜŘΥ ǊŜƳƻǾŜ ŀƭƭ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ǘǊƛŀƭ ƴŜǘǿƻǊƪ ƛƴ ŘŀǘŀōŀǎŜΦ 

¶ ǾŀƭƛŘŀǘŜŘ Ҧ ŀŎǘƛǾŀǘŜŘΥ ŀŎǘƛǾŀǘŜ ǘƘŜ ǘǊƛŀƭ ƴŜǘǿƻǊƪΦ Lǘ ŘŜǇƭƻȅǎ ǘƘŜ ǘǊƛŀƭ ƴŜǘǿƻǊƪ ƛƴ hǇŜƴbŜōǳƭŀΦ 

¶ ǾŀƭƛŘŀǘŜŘ Ҧ ŦŀƛƭŜŘ-activation: trial network deployment failed. It is waiting for the user to try 

again. 

¶ failed-ŀŎǘƛǾŀǘƛƻƴ Ҧ ŦŀƛƭŜŘ-activation: retry the trial network deployment and it fails again. 

¶ failed-ŀŎǘƛǾŀǘƛƻƴ Ҧ ŀŎǘƛǾŀǘŜŘΥ ǊŜǘǊȅ ǘƘŜ ǘǊƛŀƭ ƴŜǘǿƻǊƪ ŘŜǇƭƻȅƳŜƴǘ ŀƴŘ ƛǘ ƛǎ ǎǳŎŎŜǎǎŦǳƭΦ 

¶ failed-ŀŎǘƛǾŀǘƛƻƴ Ҧ ŘŜǎǘǊƻȅŜŘΥ ǊŜƳƻǾŜ ǘƘŜ ǘǊƛŀƭ ƴŜǘǿƻǊƪ ŘŜǇƭƻȅƳŜƴǘ ŦǊƻƳ hǇŜƴbŜōǳƭŀ ŀƴŘ 

ready for deployment again. 

¶ ŀŎǘƛǾŀǘŜŘ Ҧ ŘŜǎǘǊƻȅŜŘΥ ǊŜƳƻǾŜ ǘƘŜ ǘǊƛŀƭ ƴŜǘǿƻǊƪ ŘŜǇƭƻȅƳŜƴǘ ŦǊƻƳ hǇŜƴbŜōǳƭŀ ŀƴŘ ǊŜŀŘȅ 

for deploy again. 

¶ ŀŎǘƛǾŀǘŜŘ Ҧ ŦŀƛƭŜŘ-destroyed: trial network deployment removal failed. It is waiting for the 

user to try again. 

¶ ŘŜǎǘǊƻȅŜŘ Ҧ ǇǳǊƎŜŘΥ ǊŜƳƻǾŜ ŀƭƭ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ǘǊƛŀƭ ƴŜǘǿƻǊƪ ƛƴ ŘŀǘŀōŀǎŜΦ 

¶ ŘŜǎǘǊƻȅŜŘ Ҧ ŦŀƛƭŜŘ-activation: retry the trial network deployment and it fails. 

¶ ŘŜǎǘǊƻȅŜŘ Ҧ ŀŎǘƛǾŀǘŜŘΥ ǊŜǘǊȅ ǘƘŜ ǘǊƛŀƭ ƴŜǘǿƻǊƪ ŘŜǇƭƻȅƳŜƴǘ ŀƴŘ ƛǘ ƛǎ ǎǳŎŎŜǎǎŦǳƭΦ 

¶ failed-ŘŜǎǘǊǳŎǘƛƻƴ Ҧ ŘŜǎǘǊƻȅŜŘΥ ǊŜǘǊȅ ǘƘŜ ǘǊƛŀƭ ƴŜǘǿƻǊƪ ŘŜǇƭƻȅƳŜƴǘ ǊŜƳƻǾŀƭ ŀƴŘ ƛǘ ƛǎ 

successful. 

¶ failed-ŘŜǎǘǊǳŎǘƛƻƴ Ҧ ŦŀƛƭŜŘ-destruction: retry the trial network deployment removal and it 

fails again. 

 

Figure 9. TNLCM State Machine 
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At any given time, using the TNLCM API, a scheduler or a user can mark a Trial Network for transition. 

Independently, the TNLCM periodically (currently in 5-second intervals) checks the status and 

information of every registered Trial Network. When required, the TNLCM generates a new Transition 

Handler to perform the necessary changes for the Lifecycle of a specific Trial Network. Since Transition 

Handlers are implemented as independent threads, multiple ones can work in parallel with different 

Trial Networks. 

3.5 TNLCM Interfaces 

The TNLCM API is composed of different sections, as depicted in Figure 10: 

 

Figure 10. TNLCM API namespaces 

Callback Section: 

The callback section handles the interaction between Jenkins and TNLCM. Through the POST request 

that is enabled, Jenkins notifies TNLCM that it has finished deploying a component indicated in the 

descriptor file that defines the Trial Network. 

Library Section: 

Responsible for handling and controlling the connection with the 6G-Library repository. In this case, 

different endpoints are provided, such as returning the components available in a particular branch 

of the 6G-Library, component information, and descriptor file templates, among others.  

Sites Section: 

Responsible for handling and controlling the connection with the 6G-Sandbox-Sites repository. This 

repository includes private information from 6G-SANDBOX platforms. It provides several requests, 

including one to obtain the components available on a platform. 

Trial Network Section: 

Responsible for handling and controlling trial network status. The Trial Network section provides the 

different endpoints to carry out the state machine shown in Figure 9. 
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User Section: 

Responsible for handling and controlling user access. TNLCM implements user management to control 

who accesses the API. The developed Frontend consumes the TNLCM API. It contains different views. 

Login View: 

The Login view (Figure 11) allows to login TNLCM. 

 

Figure 11. Login into TNLCM 

Register view: 

The register view (Figure 12) allows the creation of a new user to access TNLCM. 

 

Figure 12. Register new user into TNLCM 
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Dashboard View: 

Once logged in, you are redirected to the dashboard (Figure 13). The dashboard is a panel that 

contains information about the trial networks linked to the logged-in user, including the status of the 

trial network, its creation date, the site where it was deployed, and logs of the deployment process. 

 

Figure 13. TNLCM Dashboard 

Create Trial Network View: 

The trial network creation view allows adding or editing components already defined, and generating 

a descriptor, which will be interpreted by the TNLCM API. The descriptor file describes the trial 

network. In this case, as shown in Figure 14,  a MongoDB database component has been added. 

 

Figure 14. Create Trial Network Descriptor 

A trial network can also be created or edited by importing a template as a file. Once the trial network 

is activated, it can be selected to obtain information about the report file. 
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Report View: 

In the report view (Figure 15), information is provided to access the different components deployed 

in the trial network. 

 

Figure 15. Trial Network Report 

AI AGENT 

To streamline the configuration and deployment of components in the Sandbox ecosystem, a multi-

modal AI agent was developed to assist users in creating, validating, and adapting YAML-based 

network service templates. The core functionality of the agent is defined using LangGraph, a Python 

framework designed for building multi-step, multi-path agent workflows with memory and state 

management capabilities. 

¢Ƙƛǎ ŀƎŜƴǘ ƭŜǾŜǊŀƎŜǎ hǇŜƴ!LΩǎ ƻо-mini and gpt-4o-mini modelsτboth accessed securely through 

Azure OpenAI Services, integrated within LangGraph nodes, to intelligently process user inputs, 

analyze component metadata, and synthesize valid deployment configurations. 



 

     

Grant Agreement 101096328 τ 6G-SANDBOX τ HORIZON-JU-SNS-2022 24 

 

Figure 16. AI agent to assist configuration and deployment of components 

4 RESOURCE AND NETWORK MANAGEMENT 

4.1 Resource Management Layer Interfaces 

OpenNebula has been selected as the Virtual Infrastructure provider for the components of a Trial 

Network.  

Like most cloud providers, OpenNebula exposes a series of APIs that enable the management of the 

cloud itself to be done using third-party tools, such as Terraform, which is the tool selected in the 

project to create and manage virtual infrastructure.  

Terraform has become a standard in the industry, generating a large community and a multitude of 

documentation, as well as integration with numerous cloud providers. This is an excellent advantage 

if, in the future, any new site that wants to join the project seeks to use a cloud provider other than 

OpenNebula. 

A Trial Network comprises several components of the 6G Library, including a Bastion1, VNETs, and 

others. The TNLCM is the orchestrator responsible for deploying each component and managing the 

life cycle of the Trial Network.  

Each component of the 6G Library has been designed to be entirely defined through declarative files 

and code, each of them is completely self-contained, allowing it to have a life cycle, such as being 

versioned, without affecting the rest of the components, the TNLCM, or the trial networks that are 

already deployed. 

When a component is included in a Trial network, a series of input variables and dependencies must 

be managed by the TNLCM.  

 
1 The term "Bastion" is used to refer to a Bastion host (or jump server), which is a server on a trial network that 

hosts various services (e.g., DHCP, DNS, VPN, etc.) and manages external access to the Trial Network. In most 

use cases, Bastion implements a VPN server that enables remote access to the Trial Network. 
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When the TNLCM has all the information necessary to deploy a component, it sends the request to a 

Jenkins pipeline, which uses the component definition itself to deploy the necessary infrastructure 

through Terraform, using the component definition itself, and then configuring itself and others, if 

necessary, using Ansible, another industry standard tool. 

 
Figure 17. Procedure and Components for TN infrastructure deployment and configuration 

Depending on the nature of each component, there will be those that deploy infrastructure and 

configuration. These others only deploy configuration, others that only deploy infrastructure, and 

others that only provide information. However, the principles for defining them and the tools used 

are not always the same. 

To facilitate the deployment of a Trial Network, OpenNebula is implementing several improvements 

to provide the TNLCM with as much information as possible. 

4.2 Updates to OpenNebula and Terraform 

To achieve the goals proposed in this project, the following improvements have been made by 

OpenNebula Systems: 

4.2.1 DEPLOYMENT IMPROVEMENTS 

OneDeploy is a set of Ansible playbooks that automate the deployment of an OpenNebula cloud 

infrastructure. It enables the full deployment of a High-Availability (HA) cluster, declaring all necessary 

nodes and networks. 

Ansible is a Python application for IT automation. It can deploy software, configure systems, and 

orchestrate complex deployments and workflows. 
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Figure 18. Ansible as part of OneDeploy 

4.2.2 POWER MEASUREMENT ON THE VMS  

To obtain power metrics for the running VMs, Scaphandre [5] has been used. This software enables 

granular power measurement of RAPL (Running Average Power Limit) extension. The metrics obtained 

are only accountable for CPU and memory power usage. Thus, other resources (i.e., storage, 

refrigeration) will not be answerable, but they will give a trend for usage spikes. For every VM process 

(container or pod), a ponderation of its CPU usage is calculated and can be used to estimate its power 

consumption. 

4.2.3 ONEKE IMPROVEMENTS 

The OneKE service is provided by OpenNebula Systems and deploys a minimal, hyperconverged 

Kubernetes cluster on top of an existing infrastructure. To improve the functionality and make it a 

better fit for the project, the following features have been implemented in version 1.31: 

 

¶ Container Network Interfaces (CNI) added for Multus and Calico. 

¶ Improvement of the air-gaping of Kubernetes to speed up deployments. 

¶ Enhance stability and usability in cluster management. 

4.2.4 TERRAFORM IMPROVEMENTS AND BUGFIXES 

OpenNebulaΩǎ Terraform provider had a few bugs that were detected and fixed to support the full 

deployment of complex application services in this project. This is needed to automatically deploy k8s 

clusters (OneKE) as part of the trial network. 

The two main issues that were addressed were: 

¶ Identification of several bugs in the Terraform provider. 

¶ Extend the provider to include additional data to automate the TN deployment (communicate 

VIP from LB services). 
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5 ACTIVITIES IN DIGITAL TWINS 

5.1 Digital Twins of 6G-SANDBOX platforms 

Digital twins (DT) are poised to play a pivotal role in 5G-and-beyond by enabling the creation of high-

fidelity, real-time virtual replicas of physical networks, infrastructure, and services, thereby facilitating 

predictive analytics, dynamic resource optimization, and training data generation for AI/ML models. 

Beyond current network capabilities, these virtual models support scenario-based planning for future 

technologies such as 6G, enabling researchers to simulate complex interactions between multiple 

system components before physical deployment.  

In alignment with these emerging trends, 6G-SANDBOX leverages Keysight's EXata DT software to 

establish itself as a state-of-the-art experimental platform for 6G research. This integration enables 

comprehensive testing and validation of new concepts while providing researchers with an agile 

environment for exploring and refining future networking paradigms. 

Indeed, EXata is a network DT that replicates the network in a simulation environment, enabling the 

prediction of its performance. Specifically, EXata provides users with the following capabilities: 

¶ Full 5G stack simulation. 

¶ Ability to run both artificially generated and real traffic, with the latter possibly injected into 

the simulation. 

¶ Ability to introduce impairments to said traffic. 

¶ Estimation of a comprehensive list of network-related KPIs, measured at the various layers of 

the 5G NR protocol stack. 

 

Figure 19. EXata Digital Twin software 

Within the context of 6G-{!b5.h·Σ 9·ŀǘŀΩǎ ŎŀǇŀōƛƭƛǘƛŜǎ ƘŀǾŜ ōŜŜƴ ŦǳǊǘƘŜǊ enhanced by integrating 

the SIRADEL Volcano 5G Ray-Tracer through the Open Call-1 project named RAYPLICATE. This EXata 

extension enables the Ray Tracer (RT)-based simulation of the wireless channel, thus allowing 6G-

SANDBOX Experimenters to accurately characterize the wireless propagation environment. 
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To validate, calibrate, and demonstrate the integration of the proposed framework, SIRADEL, KEY, and 

¦a! ŎƻƴŘǳŎǘŜŘ ŜȄǘŜƴǎƛǾŜ ŦƛŜƭŘ ƳŜŀǎǳǊŜƳŜƴǘǎ ƛƴ ǘǿƻ ŘƛǎǘƛƴŎǘ ŜƴǾƛǊƻƴƳŜƴǘǎΥ aŀƭŀƎŀΩǎ Řƻǿƴǘƻǿƴ 

area (an urban environment characterized by narrow streets) and the Ada Byron Building (an open 

area comprising parking lots and vegetation) on the University of Malaga campus. The calibration 

process was initiated by acquiring empirical measurements of the Radio Signal Received Power (RSRP) 

using a 5G modem-equipped scanner connected to the Ada Byron 5G test network. The collected 

ground truth data was subsequently employed to calibrate the EXata Digital Twin and refine the RT 

map to align as closely as possible with the real-world RSRP measurements.  

Specifically, in the case of the Ada Byron calibration, the ground truth data collection was conducted 

along the path illustrated in Figure 20. This path was subsequently modeled within the EXata platform, 

as depicted in Figure 21, to enable a direct comparison between simulated and empirical data. 

 

Figure 20. RSRP traces acquired via real-life measurements at the University of Malaga Ada ByronΩǎ 5G deployment 

 

Figure 21. EXata DT of the Ada Byron 5G deployment. The red and blue flags depict the waypoints of the path followed by the scanner 

when acquiring the RSRP traces 
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The RSRP values generated within EXata were systematically compared against the empirical 

measurements collected during the field trials. An iterative calibration process was then employed to 

refine the Ada Byron DT scenario, with the primary objective of minimizing the discrepancy between 

the simulated and empirical systems. This calibration process comprised refining and incorporating 

the base station configurations into the EXata scenarios, such as the configuration files from Nokia-

based deployments and replicating in the DT the 2D map ǿƛǘƘ ŀŎŎǳǊŀǘŜ ŎŜƭƭ ǎƛǘŜǎΩ location provided by 

UMA.  

Thanks to the DT calibration, the initial deviation, depicted in Figure 12, has been significantly reduced. 

The final calibration results, which demonstrate a close correspondence between the simulated and 

measured RSRP profiles, are presented in Figure 13. This iterative approach ensured that the Ada 

Byron DT accurately reflects real-world propagation characteristics, thereby enhancing its suitability 

for 5G-and-beyond network validation, scenario testing, and system-level optimization. 

 

Figure 22. RSRP obtained in EXata ("Predicted") versus ground-truth measurements ("Measured"), before the calibration process 
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Figure 23. RSRP obtained in EXata ("Predicted") versus ground-truth measurements ("Measured"), after the calibration process 

!ǘ ǘƘŜ ǘƛƳŜ ƻŦ ǿǊƛǘƛƴƎ ǘƘƛǎ ŘŜƭƛǾŜǊŀōƭŜΣ ǘƘŜ ŎŀƭƛōǊŀǘƛƻƴ ǊŜǎǳƭǘǎ ŦƻǊ ǘƘŜ aŀƭŀƎŀΩǎ Řƻǿƴǘƻǿƴ ŘŜǇƭƻȅƳŜƴǘ 

(an example of which is depicted in Figure 23. RSRP obtained in EXata ("Predicted") versus ground-

truth measurements ("Measured"), after the calibration process) remain pending finalization. 

Consequently, these results will be presented in Deliverable D5.5, in conjunction with the findings 

related to the Athens DTs (of the NCSRD and OTE deployments, respectively) and thus allowing for a 

comprehensive evaluation and comparison of the calibration outcomes across both urban 

environments. 

 

Figure 24. Example of RSRP measurements acquired in Malaga downtown 

5.1.1 AMARISOFT RAN AT NCSRD CAMPUS (ATHENS PLATFORM) DIGITAL TWIN 

As part of the Athens platform Digital Twin using EXata, a new RAN equipment (outdoor) has been 

deployed, to support a scenario for the basic configuration of the 5G SA network available in NCSRD 

(one gNB attached to the core) that would allow the individual execution of multiple outdoor 
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tests.  The Octo port multi-band antenna, as depicted in Figure 25, is 1.4m long with 65° azimuth 

beamwidth, and supports the 1427-2690 MHz and 3100-4200 MHz frequencies (4 wide band ports). 

 
Figure 25. Amarisoft RAN equipment for Exata at NCSRD Campus 

The development of the EXata DT will follow the methodology designed and consolidated when 

developing the Malaga DTs. Accordingly, the workflow will include the establishment of a basic 

topology on the NCSRD campus map, involving a gNB, 5G core, and UE mobility. Then, this scenario 

will be used to generate RSRP values EXata which are to be subsequently compared against field 

measurements. The latter will be performed with the Nemo Handy application provided by KEY, and 

the results will be reported in WP5.  

 

Figure 26. Basic configuration and topology of the EXata DT of the NCSRD campusΩ рD {! ŘŜǇƭƻȅƳŜƴǘΦ 
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Figure 27. Android device with Nemo Handy application 

5.1.2 ERICSSON RAN AT OTE ACADEMY CAMPUS (ATHENS PLATFORM) DIGITAL TWIN 

Concerning the preparation of a DT of the Ericsson gNB depicted in Figure 28, that is supporting the 

OTE Academy outdoor experiments, the detailed configuration in EXata has been replicated including 

radio propagation patterns as well as transport details, and the key configuration information depicted 

in Table 4.  
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Figure 28. Ericsson Radio 4408 n78R equipment for EXata at 

COSMOTE/OTE Academy Campus 

 

Table 4: Ericsson RAN Configuration in EXATA 

Product/Sector Radio4408/ IRU8848 

SITE ID 5151 

CELL ID 131 

PLMN ID 20202 

nrPCI 501 

rachRootSequence 115 

nrTAC 15100 

ARFCN DL/UL 636666 

bSChannelBwDL/UL 

(KHz) 
100000 

configuredMaxTxPo

wer 
4x50mW 

Latitude 38,0492 

Longitude 23,7878 

cellRange 100m 

ssbFrequency 634080 

tddSpecialSlotPatter

n 

(TDD_SPECIAL_SLOT_PATTERN_

03)  , [6:4:4] 

tddUlDlPattern 
TDD_ULDL_PATTERN_01 

UL/DL pattern is DDDSUUDDDD 

NR Numerology 30Khz 

Frequency Band 3500 
 

   

Figure 29. Basic configuration and topology of the EXata DT of the COSMOTE/OTE Academy campus 5G SA deployment. 
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5.1.3 O-RU POWER-CONSUMPTION DIGITAL TWIN 

In line with the commitment to create a DT of the 6G-SANDBOX platform(s) based on real-life 

measurements, Keysight and UMA developed a testbed for carrying out O-RU power-consumption 

measurements. This testbed will then serve as the data-factory to create the first proof-of-concept of 

maximizing the accuracy of the DT by relying on actual measurement of the digitized target. 

To emulate the parameters that the DT will receive and then measure the behavior of the digitalized 

Device Under Test (DUT), the testbed features the capability of: i) measuring the energy consumed by 

the O-RU, and ii) emulating the traffic that the O-DU would send to the O-RU, so that it can recreate 

the different conditions that can impact the O-RU power consumption.  

In particular, the testbed is organized as shown in Figure 30, A LiteON O-RU acts as DUT. For energy-

measurement purposes, the latter is connected to a Keysight DC power analyzer (N6705C) that can 

provide up to 600 W with high-precision measurements (0.025% + 50 µV voltmeter and 0.025% + 8 

nA ammeter accuracy, respectively [8]). 

 

Figure 30. O-RU measurement testbed for developing the corresponding DT 

To exercise the O-RU on the O-RAN CUS (Control, User, and Synchronization) Planes, the DUT is 

ŎƻƴƴŜŎǘŜŘ ǘƻ YŜȅǎƛƎƘǘΩǎ ¦рлпл! Σ ƛΦŜΦΣ an O-DU emulator which acts as a test environment that 

includes and integrates with Keysight tools in both RF and Protocol Domains [8]. Overall, the testing 

tools interact as follows: the U5040A O-DU emulator generates messages with a specified set of 

network parameters, such as MCS or bandwidth. Then, the O-RU enters an extended transmission 

state during which the N6705C Power Analyzed measures the O-RU power consumption. Finally, an 

RF detector is used to identify which part of the power consumption belongs to the TX state of the O-

RU. 

The choice of focusing on energy consumption was given by the fact that it is a concrete KPI that can 

be validated against real measurements to verify its accuracy. Nevertheless, both the measurement 

framework and the twinning processes will become the template for creating similar DTs of other 
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network nodes, such UEs and O-DUs, and possibly spanning other KPIs such as radio performance, 

coverage, etc. Moreover, since at the time of writing this deliverable the results related to the O-RU 

DT have not been finalized yet, they will be reported on D5.4/D5.5 instead. 

5.2 Digital Twin 6G Library Component 

In addition to making the Malaga and Athens DTs available to Experimenters via the standalone EXata 

VMs deployed at the corresponding facilities, EXata has also been integrated as a 6G Library 

component. The latter allows Experimenters to include EXata DTs as part of a Trial Network, in turn 

enabling the programmatic retrieval of insights and predictions about the twinned live network. 

 

Figure 31. High-level diagram of EXata 6G Library component 

The component has been implemented as a Docker Compose stack comprising two services: one 

hosting an instance of EXata, and the other hosting an instance of the official MariaDB service2. The 

two services interact via a stack-specific network, with the EXata instance dumping the simulation 

results onto the MariaDB service. This architecture, depicted in Figure 31, enables Experimenters to 

spin up multiple DT Docker Compose stacks, each isolated from the others.  

The interaction between experimenters and/or the remainder of the Trial Network with the DT 

component occurs via northbound APIs exposed by a custom Python FastAPI web server. The latter 

accepts HTTP requests and translates them into commands to the EXata and MariaDB Docker services. 

In particular, the web server exposes the following OpenAPI 3.0 APIs, also summarized Figure 32. 

 
2 Docker Hub | mariadb  

https://hub.docker.com/_/mariadb
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Figure 32. DT 6G Library component OpenAPI APIs 

/scenario/add: Adds a scenario to the web server. The scenario is to be uploaded as a zip file, which 

must contain the EXata DT scenario folder. 

/scenario/delete: Deletes the specified scenario, unless it is used for a running simulation. In that 

case, it needs to be explicitly stopped beforehand. 

/scenario/list: Provides a list of the available DT scenarios. 

/scenario/run: Runs the specified scenario. Note: The scenario cannot be used for multiple 

simulations at the same time: previous simulations using the same scenario must be finished or 

manually stopped before launching a new one. 

/simulation/delete : Deletes the specified simulation, unless it is running. Before removing the 

corresponding Docker services and the local simulation artifacts, the latter are dumped to a file and 

backed up for data analysis.  

/simulation/getResults: Returns the results corresponding to the specified simulation. 

/simulation/getStatus: Gets the status of the specified simulation, specified as one of {running, 

stopped, finished, errored}. 

/simulation/list : Lists the simulation runs. 

/simulation/stop : Stops the specified simulation, if it is running. 

The intended workflow is the following. Experimenters are expected to either re-use one of the pre-

defined EXata scenarios (i.e., the Malaga and Athens DTs) or create a DT of the Trial Network of 

interest using the standalone EXata VMs. Then, prospective users would create and instantiate the 

TN, which would feature the EXata DT component, and add the EXata scenario using the 

corresponding API call (/scenario/add). With the TN in place, Experimenters can then achieve a DT-

informed closed-loop control of the TN by repeatedly triggering DT simulations (/scenario/run) and 

analyzing the corresponding results (/simulation/getResults). 
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6 t[!¢ChwaΩ{ EVOLUTION AND INTEGRATION ACTIVITIES 
Different entities manage the four 6G-SANDBOX Platforms and therefore apply different rules and 

concepts.  Throughout the 6G-SANDBOX project, the testbeds were continuously upgraded, and 

efforts were made to keep the approaches as closely aligned as possible to provide a seamless 

experience for experimenters. To bring the platforms online quickly and support Open Call 1, each 

platform initially applied its own method for integrating new components. Some platforms loosely 

followed the approaches adopted during the 5GENESIS project, as several partners had also 

participated in that consortium. 

Since the report on D2.1, the platforms have received individual updates, which are described in the 

following subsection on a per-platform level. As many of the tools developed for the 6G-SANDBOX 

project were still in development during the early stages, the adopted approach was to first integrate 

ŜŀŎƘ ǘƻƻƭ ƛƴǘƻ ǘƘŜ άIƻƳŜ tƭŀǘŦƻǊƳέ ƻŦ ǘƘŜ ŘŜǾŜƭƻǇƛƴƎ ǇŀǊǘƴŜǊΦ hƴŎŜ ŀ ŎƻƳǇƻƴŜƴǘ ǊŜŀŎƘŜŘ ŀ ƳŀǘǳǊŜ 

state, it was tested by the other platforms based on the initial documentation made available in the 

6G-SANDBOX GitHub group, which also hosted the 6G-Library. Most tools followed a declarative 

distribution model based on containers or virtual machine images, enabling easy deployment of 

ŎƻƳǇƻƴŜƴǘǎ ƻƴ ǘƘŜ ǘŀǊƎŜǘ ǇƭŀǘŦƻǊƳΩǎ ƘȅǇŜǊǾƛǎƻǊ ǿƛǘƘ ƳƛƴƛƳŀƭ ƴŜǘǿƻǊƪ ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ 

The Berlin Platform, for instance, provides a dedicated section on the Shared testbed which includes 

multiple networks and capacity on the existing VMware cluster, with access to shared RAN 

components. Dedicated resources are added to the project tenant reserved for the 6G-SANDBOX 

project in addition to the shared services. The existing VMware cluster was used to deploy Keysight 

measurement tools, along with license servers and support appliances. Extensions from both Open 

Call 1 and Open Call 2 were successfully deployed in the VMware cluster. Additionally, the dedicated 

OpenNebula cluster was used for the automated deployment of experiments via the 6G-SANDBOX 

Toolkit. Custom-tailored VPN connectivity was provided to experimenters, supporting both platform 

use and extensions from Open Calls. 

The Athens Platform approach to integration activities centers on upgrading resources on the cloud 

infrastructure to accommodate the necessary software components and tools, following ǘƘŜ ǇǊƻƧŜŎǘΩǎ 

advancements, and supporting open callers from Rounds 2 and 3. Moreover, the automated approach 

of deploying components through TNLCM has been finalized, supporting the cross-site deployment 

capability of the testbed (NCSRD, OTE). 

The Malaga Platform integration strategy must be differentiated depending on whether the deployed 

tools are hardware or software. For hardware, particularly Keysight equipment, specific locations have 

been reserved to allocate the equipment. The work has been focused on providing connectivity to the 

new rooms and initial configurations to prove interoperability with the rest of the platform. Regarding 

software tools, a cloud-based approach has been followed to accommodate the new services. Trial 

Networks have been deployed using the OpenNebula infrastructure to host services for Open Call 

participants across Rounds 1, 2, and 3. With the automation mechanisms for Trial Network 

deployment now fully implemented, this has become the standard integration method for software 

components. 

The Oulu Platform targets integration by deploying an application server to connect the upper 

controller and proving VPN connectivity for external parties to access resources, configurations, or 

customized applications within the 5GTN platform. A significant part of this approach involves 
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deploying cloud-based applications and testing services over the 5GTN platform, providing services to 

external requesters. Regarding cloud-based applications, a cloud-based XR service and Digital Twins 

Box from ICTF has been integrated via 5G modems (from OC1 RADIANT) plus 5GTN-SIM cards. 

6.1 Platform Extensions Developed during OC1 & OC2 

Platform extensions developed by third parties during Open Call 1 and 2 were added to the 6G-

SANDBOX platforms when technically and operationally viable, after being successfully integrated into 

the respective Pilot Platform. 

The ANALYSAT OC1, which has been fully deployed in the Athens platform (NCSRD site), aims to 

deliver a technical solution that encompasses three main functionalities: NWDAF, Location 

information, and multi-link backhaul management. Moreover, ANALYSAT has the objective of 

demonstrating how the three new proposed functionalities can jointly support the introduction of 

novel management features for network automation in satellite-enabled mobile networks. This is 

achieved through the implementation of a use-case application that leverages the information data 

from the new Network Data Analytics and Location Services (LCS). It is exposed by the mobile network, 

which automatically selects between satellite and terrestrial backhaul link technologies based on 

aggregated mobility and traffic load analytics data, as well as predictions built using ML techniques. 

However, to implement a flexible solution that is ready and easy to deploy and integrate in other 

testbeds, ANALYSAT has delivered a self-contained approach that integrates NWDAF and the Location 

Management Function (LMF) capabilities within the open source free5GC platform and exposes them 

through CAPIF for other experimenters. 

The ONEmNEF solution is designed to seamlessly integrate a microservices-based Network Exposure 

Function (NEF) into three distinct testbeds: Athens, Malaga, and Berlin platforms. This solution offers 

NEF services related to QoS control, analytics, event monitoring, and traffic influence. Given the 

microservices-based architecture of the NEF solution, the containers (services) will be deployed within 

a k8s cluster. Moreover, the implementation includes the integration of a demo application function, 

which sends various requests to the NEF to validate its core services based on specific use cases. The 

NEF adheres to the CAPIF, ensuring that all NEF services are accessible to experimenters in a secure 

and standard manner.  

The 6G-LoRaGRAN OC1 project aims to enhance the capabilities of the 6G-SANDBOX platforms by 

integrating LoRaWAN functionalities. This integration involves connecting LoRaWAN gateways, 

devices, and network/application servers at the University of Granada through standardized 3GPP 

protocols to the 6G-SANDBOX platform. Depending on the platform's features, this connection will be 

established either through the 'Non-3GPP InterWorking Function' (N3IWF) or as a simulated 

gNodeB/UE combination. The initial development and integration phases will take place on the Berlin 

platform as a pilot site. The 6G-LoRaGRAN testbed will empower researchers to conduct LoRaWAN 

experimental campaigns through a web interface. This interface enables them to select a 6G-

SANDBOX platform, customize traffic generation patterns, and create and assign radio resources to 

LoRaWAN network slices. A REST API will be accessible to modify the assignment of radio resources to 

nodes based on real-time metrics, enabling the evaluation of different radio resource assignment 

solutionsΩ ǇŜǊŦƻǊƳŀƴŎŜ. Additionally, all LoRaWAN traffic, along with its metadata (e.g., RSSI, SNR, 

selected channel, and spreading factor), will be available through an MQTT interface. 
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The ASTRAL OC1 project proposes an O-RAN solution based on an open software-defined radio 

testbed that interacts with near-Real-Time (near-RT) RAN Intelligent Controllers (RIC). This work is 

currently being deployed in the Malaga platform. The testbed aims to provide realistic use cases and 

facilitate progress in RAN data collection for smart network resource management. The project 

leverages open-source libraries, such as srsRAN, and establishes a standardized E2 interface for data 

exchange between RAN and near-RT RIC. This integration supports the 6G-SANDBOX Consortium's 

goal of expanding with new open-source RAN and RIC functionalities, promoting standardized 

interfaces, and exposing services through 3GPPP CAPIF-aligned APIs. Finally, the added functionalities 

by ASTRAL contribute to four main domains in the 6G evolution: Slicing and Dynamic Resource 

Allocation, Intelligent RAN Optimization and Management, Open Interfaces for Enhanced Service 

Innovation, and Integration of Advanced Technologies. 

The ARROW OC1 project aims to conduct a series of systematic experiments using an SDN-based 

platform that provides AI-powered digital security mechanisms as a holistic software solution with 

interconnected engines. In pursuit of this objective, ARROW will deploy its security framework 

adapted to the characteristics of the Malaga platform within 6G-SANDBOX. Following the successful 

deployment, they will extend the capabilities of the AI-enabled SDN system, providing a 

comprehensive experimental environment for cybersecurity in 5G and beyond ecosystems. The 

proposed SDN implementation in ARROW emerges as an optimal solution, offering enhanced security 

and network adaptability. It serves as a complement to microservices orchestrators like Kubernetes, 

facilitating: (i) real-time monitoring across all network elements centrally; (ii) the implementation of 

threat identification modules for real-time detection of existing and unknown threats; and (iii) the 

establishment of real-time security events throughout the entire network based on threat 

identification module decisions. 

The RADIANT OC1 project aims to design and develop 5G Rel-16-compatible modems that will enable 

6G-SANDBOX consortium members to experiment with four different infrastructures. The main 

objectives of the proposed infrastructure components are: (i) to provide 5G modems that fulfil the 

three profiles, that is, small size modems, medium size modems and fixed CPEs; (ii) to participate in 

the integration and validation of the 5G modems; (iii) to provide support for field test measurements, 

maintenance, and potential upgrades. To this end, these modems, which represent a natural evolution 

of existing 5G Release-15 modems, will be developed, integrated and validated in the Oulu platform 

initially. Subsequently, testing, including different field tests and related measurements and 

evaluations, will be extended to the other three platforms. This also includes the support for software 

and hardware maintenance, as well as potential upgrades that may need to be performed throughout 

the entire lifetime of the 6G-SANDBOX project. 

RAYPLICATE OC1 proposes to integrate its advanced ray-tracing capabilities into the Digital Twin (DT) 

of the Malaga platform, introducing two key components: the Volcano propagation model and the 

Volcano Channel package. These components enable accurate 3D-ray tracing for sub-6GHz, 

millimeter-wave, and sub-THz bands across various environments, supporting large-scale urban 

scenarios and smaller-scale simulations within buildings. The Volcano Channel package predicts radio 

channel properties with a graphical user interface and script mode, enabling the computation of 

wideband, MIMO, dynamic, and upcoming RIS-based radio channel coefficients. The proposal 

emphasizes the accuracy, robustness, and computational speed of the solution. Further details on the 

integration of this Open Call activity with the Digital Twin developments in 6G-SANDBOX, particularly 

the collaboration with Keysight and the involved platform, are provided in Section 5. 
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REACT 6G OC2 targets the implementation of a complete closed-loop system to enhance the 

intelligent functionalities of the current 6G-SANDBOX testbed, including RAN equipment and 

interfaces, Near-RT RIC and xApp templates, and intelligent RAN control functionalities. The project 

contributes to the testing and validation of AI/ML-based, energy-efficient resource allocation 

algorithms within realistic 6G network deployments. It provides a comprehensive service and 

management orchestration framework incorporating both Non-RT and Near-RT RIC components, 

along with Central Unit functionalities. An intuitive software development kit enables the creation of 

AI/ML-based xApps, supported by an O-RAN-compliant E2 interface for telemetry and control across 

the O-RAN architecture. REACT-6G also integrates a portable, scalable, and flexible RAN software stack 

that includes full DU and CU implementations, validated on a wide range of hardware platforms and 

pre-integrated with various O-RAN split 7.2 Cat A RU device and 5G Core solutions. Furthermore, it 

delivers a programmable suite of intelligent services in the form of xApps, capable of supporting 

diverse communication scenarios and performance metrics, while mitigating conflicts that may arise 

from contradictory xApp behaviors. All these components are integrated into the Malaga Platform, 

where they serve as a basis for validating advanced RAN intelligence and orchestration mechanisms 

within the 6G-SANDBOX framework. 

The Flow-QOS project aims to integrate an ultra-fast learning AI into the 5G UPF to optimize traffic 

flows on demand by manipulating the QoS values assigned to specific data flows. The Project was 

started as part of the OC2 without funding from the 6G-SANDBOX Project. The Project consortium 

decided to develop and integrate the FlowQOS framework as an in-kind contribution after it was not 

selected as a funded OC2 Project by the external reviewers.  

RISFORCE, whose activities leveraged the Malaga testbed ŀƴŘ YŜȅǎƛƎƘǘΩǎ ŀƴŜŎƘƻƛŎ ŎƘŀƳōŜǊ ƛƴ {ŀƴǘŀ 

Rosa, California, represents a key 6G-SANDBOX contribution to 6G standardization efforts. With this 

project, 6G-SANDBOX took an active role in developing and promoting a standardized measurement 

framework for RIS. This initiative, which was formalized through the ETSI Work Item on RIS 

Measurement [9], produced a set of EMF KPIs, reported in D2.4, which serve as readily measurable 

and standardized metrics for system validation and compliance assessment. Moreover, given that the 

ultimate objective of RIS is to enhance data rates within coverage-constrained areas, 6G-SANDBOX 

will also undertake measurement campaigns to evaluate the effectiveness of RIS in improving end-to-

end capacity. However, since the corresponding trials are scheduled for May 2025, i.e., after the 

submission of this Deliverable, the results of such measurement campaigns will be reported in D5.4.  

The NWDAF Stream Analyzer project, deployed within the Athens testbed at NCSRD, leverages the 

StreamAnalyzer platform. This advanced streaming analytics solution incorporates a range of AI/ML 

models previously developed for commercial applications to build preliminary NWDAF Proof of 

Concept (PoC). In the context of this project, StreamAnalyzer has been further extended with specific 

3GPP-compliant functionalities, enabling it to support standard-aligned analytics for 5G and beyond 

network deployments. The NWDAF-ǊŜƭŀǘŜŘ {ǘǊŜŀƳ!ƴŀƭȅȊŜǊΩǎ ŜƴƘŀƴŎŜƳŜƴǘǎ ƛƳǇƭŜƳŜƴǘŜŘ ŘǳǊƛƴƎ ǘƘƛǎ 

project have been tested and validated in a realistic scenario involving a 5G smartphone connected to 

the Demokritos Amarisoft Radio, which in turn was connected to both Open5Gs and Amarisoft 5G 

Core. The prediction algorithm for time series prediction, related to the number of active UEs, and the 

download and upload rate of a UE, was the Long Short-Term Memory (LSTM). This algorithm was 

chosen amongst others because it fitted the patterns of the time series involved in the experiments 

involving the metrics of interest quite well.  The setup of the experimentation environment consisted 

of a blend of simulation and real-world components, allowing for the development and testing of 



 

     

Grant Agreement 101096328 τ 6G-SANDBOX τ HORIZON-JU-SNS-2022 41 

NWDAF_StreamAnalyzer. With this setup, the project achieved two objectives: (I) Simulating various 

real-world conditions in an environment involving multiple UEs (using UERANSIM) and (II) Generating 

live traffic from real mobile 5G devices and physical Amarisoft gNodeBs. In light of the above, the 

NWDAF Event Subscription Service has been implemented, providing predictions for the 3GPP 

TS29.520 Events άUE_COMMUNICATIONέ and άNUM_OF_UEέ. 

6.2 Athens Platform 

6.2.1 OVERALL DESCRIPTION 

As outlined in D2.1 [1], the planned activities of the AthensΩ ǇƭŀǘŦƻǊƳ for concerning infrastructure 

enhancement involve expanding existing functionalities and upgrading or replacing components to 

support the features and the framework of the 6G-SANDBOX facility. At the time of writing various 

enhancements have been implemented in both NCSRD and COSMOTE sites, as visually represented in 

Figure 33. The extensions and added components originating from OC1 and OC2 are highlighted in 

blue, while updates implemented from M18 to M30, the time of this deliverable, are indicated in red. 

The green color represents the updates of the components in P1 (M1-M18), and the black color 

reflects the platform and the initial status before 6G-SANDBOX updates occurred. 

 

Figure 33. AthensΩ platform updated diagram 

6.2.2 NCSRD SITE 

The NCSRD site has undergone several updates encompassing both hardware and software 

components to enhance ǘƘŜ ǘŜǎǘōŜŘΩǎ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ŎŀǇŀōƛƭƛǘƛŜǎ. The enhancements made to the 

platform from M18 up to M30 are as follows: 

¶ Cloud Infrastructure node updates   

¶ Updates on endpoints and UEs 

¶ OpenNebula configuration to support both sites 

¶ TN- NTN Failover mechanism (Setup and validation) 

¶ TNLCM Deployment and cross site configuration 
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6.2.2.1 CLOUD INFRASTRUCTURE NODE UPGRADE 

The PROXMOX node at the NCSRD site on the Athens platform is composed of three Dell PowerEdge 

R350 servers, which have undergone an upgrade process that enhances both storage and memory 

resources, thereby increasing the number of instances that can be supported concurrently. This 

improvement enables the platform to support a greater number of experimenters. The total capacity 

has now reached 7.5 TB SSD of storage, 1TB SSD High Availability storage, and 384 GB of RAM. 

Therefore, these improvements aim to support the experimental activities of the project and 

accommodate future use cases and requirements from open callers and experimenters.  

Moreover, the previously installed OpenNebula instance (as described in D4.1) has been upgraded to 

enhance its memory and storage resources. Specifically, the memory resources have been upgraded 

to 1 TB RAM and the storage resources to 1.5 TB SAS HDD. 

 
Figure 34. Proxmox servers in Athens platform (NCSRD) - stats  

Figure 35. Proxmox servers in !ǘƘŜƴǎΩǎ platform 
(NCSRD) ς physical host 

6.2.2.2 UPDATES ON ENDPOINTS AND UES  

As part of the hardware equipment included in the testbed, several updates in endpoints and UEs 

have been made to enhance connectivity, performance, and functionality. In this regard, new devices 

have been acquired: 

¶ USB 5G Dongle: This new device offers high-speed 5G connectivity, providing users faster 

data transfer and improved network performance, making it an essential tool for seamless 

online experiences in various environments. 

¶ RM530N-GL Module: Supporting both Sub-6 GHz and mmWave frequencies, this module 

enables high-bandwidth, low-latency connectivity, making it ideal for applications that 

require fast and reliable wireless communication. 

¶ UGV Off-Road ESP32 Module: This module integrates with unmanned ground vehicles 

(UGVs) for enhanced remote control and data transmission, ensuring robust and stable 

performance in challenging terrains. 

¶ RoArm-M2-S - Desktop 4-DOF Robotic Arm Kit: A versatile desktop robotic arm kit, offering 

four degrees of freedom (DOF) for precise control.  
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Figure 36. UGV Off-Road 

 
Figure 37. RoArm-M2-S - Desktop 4-DOF Robotic Arm Kit 

 
Figure 38. RM530N-GL Module  

Figure 39. USB 5G dongle with module supporting sub 6 GHz and 
mmWave 

6.2.2.3 NTN ςTN FAILOVER MECHANISM   

Following the successful deployment and configuration of the OpenSAND emulator towards a 

multilink access scenario (as described in D4.1), the second phase of the NTN integration focused on 

validating dynamic traffic steering mechanisms using MPTCP. This implementation aimed to 

demonstrate seamless failover and traffic splitting between Terrestrial and Non-Terrestrial links under 

real-time network conditions. The emulator has been installed on virtual machines within the 

OpenNebula instance, as shown in Figure 40. The emulated satellite network comprises three entities: 

the satellite gateway, the satellite, and the satellite terminal.   

 

Figure 40. Dedicated VMs for the NTN ςTN failover mechanism in OpenNebula. 

The topology of the TN -NTN failover mechanism is depicted in Figure 41 and comprises both terrestrial 

and non-terrestrial network components. These two types of networks are connected using Multipath 

TCP (MPTCP), which enables traffic to flow over both paths simultaneously. 
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Breakdown of the components: 

¶ 5G User Equipment (UE): The device that generates the traffic, connected to Amarisoft 5G.  

¶ gNB and UPF are supported by an all-in-one 5G solution of Amarisoft in the Athens platform. 

¶ MPTCP Client: Runs on a dedicated machine using Multipath TCP support in the Linux kernel 

¶ MPTCP Proxy and Server: Located at the opposite end, receiving the incoming traffic and 

allowing measurement and visualization of throughput per path. 

¶ OpenSAND Emulator Components: 

o Gateway (GW): Sends traffic from the UE to the satellite link. 

o Satellite (SAT): Simulates the satellite connection, including its delay. 

o Satellite Terminal (ST): Receives satellite traffic on the other side and forwards it to 

the server. 

 

Figure 41. Multi-Link Access scenario 

Moreover, a web-based interface is implemented to support the management of the deployment. 

This interface provides users with a control panel to manage key system components and configure 

and monitor the networkΩǎ ōŜƘŀǾƛƻǊ. Through the interface, a user can start and stop the individual 

OpenSAND components and select the desired network path configuration: Terrestrial only, Satellite 

only, or Hybrid mode (which allows both paths to be used simultaneously). 

 

Figure 42. Web interface for the TN-NTN failover mechanism 

The setup designed to support the Terrestrial Network (TN) link is illustrated in Figure 43 below. This 

configuration showcases the integration of key hardware components necessary for establishing and 

evaluating the terrestrial segment of the network. 
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Figure 43. Amarisoft 5G and connected UE with iperf client 

6.2.3 COSMOTE (OTE ACADEMY) SITE 

Regarding the developments of the COSMOTE site of the Athens platform, further to the 

developments reported on D4.1 [2] the following updates can be reported and are detailed in the 

subsequent paragraphs: 

¶ MOCN Configuration of the Ericsson gNB so that the RAN equipment can seamlessly serve 

both COSMOTE (PLMN 20202) and NCSRD (PLMN 00101, 99970) pilot networks. 

¶ Updates on UEs (mmWave CPEs), so that to test the installed NRDC mmWave RAN. 

¶ Cloud Infrastructure Node Installation (OpenNebula node as part of the TNLCM), so that to 

support Trial Networks (TN) instantiation managed through the Athens TNLCM instance. 

¶ Ericsson RAN 6G Library Component Development and Testing within a dedicated Athens TN. 

¶ Outdoor Ericsson gNB at OTE Academy Campus EXATA Digital Twin 

6.2.3.1 MOCN CONFIGURATION 

RAN Network sharing allows resource sharing between hosting and participating operators. In MOCN 

(Multi Operator Core Network), the baseband units, the radio units, and the spectrum cell carriers are 

shared between the operators. To facilitate the experimentation with the enterprise-grade Ericsson 

RAN equipment installed at the OTE Academy site (that is graphically depicted in Figure 44). MOCN 

configuration has been applied, so that to serve simultaneously subscribers of both COSMOTE (PLMN 

20202) and NCSRD (PLMN 99999) trial networks.  

 
Figure 44. Ericsson gNB System diagram 

 
Figure 45. BBU/IRU gNB nodes 

 

 

Figure 46. Outdoor and Indoor (DOT) Antennas 
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The configuration applied and tested is depicted in Table 5 and supports CUPS (Control and User Plane 

Separation) for efficient transport.  

Table 5: MOCN Configuration of Ericsson NB 

PARAMETER VALUE (OPERATOR A) VALUE (OPERATOR B) 

gNB OAM IP 172.17.39.100 

gNB OAM SUBNET 255.255.255.224 

gNB OAM ROUTER IP 172.17.39.126 

gNB OAM VLAN ID 499 

PLMNId 20202 99999 

gNB CP IP 172.31.44.13 172.31.44.17  

gNB CP SUBNET 255.255.255.252 255.255.255.252 

gNB CP ROUTER IP 172.31.44.14 172.31.44.18 

gNB CP VLAN ID 2819 2823 

gNB UP IP 172.31.43.13 172.31.43.17 

gNB UP SUBNET 255.255.255.252 255.255.255.252 

gNB UP ROUTER IP 172.31.43.14 172.31.43.18 

gNB UP VLAN ID 2820 2824 

AMF IP #1 172.25.3.5 10.220.2.104 

SD ID 16777215 16777215 

SST ID 1 1 

6.2.3.2 UPDATES ON UES (MMWAVE CPES) 

For the testing of the mmWave Ericsson RAN equipment installed at COSMOTE site, devices that 

support New Radio Dual Connectivity (NR-DC), enabling simultaneous operation across both 

Frequency Range 1 (FR1) and Frequency Range 2 (FR2) are necessary. Specifically, Band 78 (3500ς

3600 MHz) is utilised as the Master Node (FR1), ensuring robust mid-band connectivity, while Band 

258 (26700ς27100 MHz) will operate as the Secondary Node (FR2), providing high-capacity mmWave 

performance. CPEs with this capability are rare, and after investigation two CPE models were procured 

and currently integrated into the setup, as seen in Figure 47:  

¶ WNC LA65G mmWave Outdoor CPE, 
designed for outdoor deployments with 
high throughput demands 

¶ Zyxel 7501 

  
Figure 47. NRDC mmWave CPEs in Athens Testbed 

 

6.2.3.3 CLOUD INFRASTRUCTURE NODE INSTALLATION (OPENNEBULA NODE) 

In OTE site a physical node was installed and integrated into the Athens OpenNebula cluster, to host 

TNs deployed through the TNLCM process.   
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Figure 48. COSMOTE Site OpenNebula 

Node (highlighted in red box) 

 
Figure 49. Hosted VMs in the COSMOTE Site OpenNebula node 

 

 

6.2.3.4 ATHENS ERICSSON SA RAN 6G LIBRARY COMPONENT DEVELOPMENT AND TESTING 

The Ericsson gNB RAN 6G-Library Component is implemented and tested as part of the Athens 
Platform based on the 6G-SANDBOX TN (Trial Network) component template. The Ericsson SA 
component enables the integration of physical Ericsson RAN equipment (BBU6630, RH4408) installed 
at the COSMOTE Site with the Open5GS core deployed inside 6G SANDBOX Trial Networks. The aim of 
the component is to allow the use of the Ericsson gNB by any dynamically deployed trial network, as 
scheduled and managed by the Athens TNLCM. This is achieved through the on-demand scheduling of 
route changes in the RAN Router Manager, overcoming the limitation of legacy RAN configurations 
that cannot allow dynamic assignment to TNs in real-time. Therefore, for the Ericsson SA 6G-library 
component, the installation of the Route Manager component is a prerequisite. The key parameters that 

relate to the instantiation of the Ericsson RAN component include: 

¶ Control Plane IP: 172.25.11.200 (specific to the local gNB installation) 

¶ User Plane IP: 172.25.13.200 (specific to the local gNB installation) 

¶ AMF: 10.10.10.200 (default for the TNs deployed under the bastion with the dynamic deployment 

procedure) 

¶ mcc: 001 

¶ mnc: 01 

¶ apn: internet 

¶ tac: 200 

¶ s_nssai_sst: 1 

¶ s_nssai_sd: "000001" 

For testing the successful deployment of the Ericsson RAN 6G library component a dedicated TN (TN2) has been 

set up, supporting the Open5GS and the Ericsson gNB equipment, and an UE-RAN simulation component (UE 

part only). The UE-RAN sim has successfully connected to the gNB and the Open5GS core, as illustrated by the 

following picture, captured via the Open5GS core component. The (virtual) device with imsi 00101000000001 is 

successfully connected and registered to the Open5GS network, part of the deployed Trial Network. These 

developments exist in https://github.com/6G-SANDBOX/6G-Library/tree/athens-dev-ericsson. 

https://github.com/6G-SANDBOX/6G-Library/tree/athens-dev-ericsson
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Figure 50. Successful registration of the 6G Library Component Ericsson RAN and attachment of a UE within a 6G SANDBOX TN 

6.2.4 CROSS SITE UPDATES 

The Athens site comprises an interconnected infrastructure between NCSRD and COSMOTE (OTE 

Academy campus), designed to support project requirements through multi-layered architecture. At 

the foundation of this setup is a shared infrastructure hosted on the OpenNebula platform, which The 

OpenNebula platform serves as the primary hypervisor for the entire infrastructure, hosting all Virtual 

Machines (VMs) required for both core operations and trial deployments. These VMs include essential 

static services such as Jenkins, MinIO, and the Swagger API, as well as dynamically instantiated VMs 

created during Trial Network deployments. As depicted in Figure 51, a notable achievement is the 

successful implementation of a shared infrastructure spanning both the COSMOTE and NCSRD sites. 

Although the underlying hardware resources are geographically distributed, OpenNebula provides a 

unified management layer, enabling seamless VM deployment, orchestration, and load balancing 

across both sites. This setup ensures consistent performance and reliability, eliminating delays and 

operational issues.  

While the site-specific prerequisite developments have been detailed respectively in previous 

sections, details the developments towards end-to-end integrations. 

 
Figure 51. TNLCM deployment and cross site configuration in Athens Testbed 
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At the NCSRD site, a full OpenNebula (ONE) environment is deployed, hosting the Front-End (FE) on 

top of a KVM-based virtualization infrastructure while at the COSMOTE site a single OpenNebula 

domain is hosted. This NCSRD site also includes the TNLCM stack (6G-SANDBOX toolkit), which utilizes 

Jenkins, Terraform, and Ansible within a Data Center (DC) containerized environment to automate 

deployment workflows that manages the TN instantiation in both sites and across. Additionally, MinIO 

is used for object storage needs, supporting artifact handling and component sharing. The ONE 

provider network enables virtualization and resource management, while the 6G-SANDBOX 

Marketplace facilitates the selection and onboarding of the ONE image for the relevant tools. To 

support distributed operations, the OpenNebula Nodes of NCSRD and OTE site have been 

interconnected under a common administration domain allowing for enables resourceǎΩ federation 

and cross-site distributed deployments. The two sites are interconnected via VXLAN tunnels over the 

dedicated dark fibre physical link, ensuring Layer 2 connectivity and IP interoperability between virtual 

machines.  

Under this setup, using the latest version (v0.5.1) of the 6G SANDBOX toolkit, two flavours of TNs have 

been deployed and tested. TN1 instantiating the baseline 6G SANDBOX network configuration 

(UERANSIM+Open5GS) and TN2 leveraging the Ericsson RAN 6G-Library Component (OTE).  Each TN 

site, during the creation of the TN, deploys a Bastion node for secure access and orchestration. From 

the network deployment options view, the TNs supported in the Athens testbed builds around the 

following 6G Library components: 

1. Core Network- Open5GS: The Athen's site currently supports the deployment of an Open5GS 

virtual machine, serving as the 5G Core. Moreover, the bastion VM is dynamically generated 

via the Trial Network instantiation procedure, used for traffic filtering and routing between 

the core and other components 

2. Ericsson gNB: A physical gNB is used to connect real User Equipment (UE) to the deployed Trial 

Network's Open5GS core. 

3. Route manager: A static virtual machine that forwards traffic between the gNB and the 

currently active Core via the bastion VM. The Route Manager is a custom appliance, developed 

as part of the 6G-SANDBOX library, that handles the routing configuration between the 

physical equipment and the 5G core. It manages network paths, traffic routing, and ensures 

proper connectivity between different network elements. The appliance must be properly 

configured with the correct network interfaces and routing tables to enable seamless 

communication between the RAN and core components. 

4. UERANSIM: A component that can act as the virtual gNB for TN1, and has the role of the UE 

for both TN1 and TN2. 

The VMs supporting the Athens TNs are graphically depicted in Figure 52 below. 
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Figure 52. OpenNebula VMs hosting Athens TNLCM components 

6.2.5 KEYSIGHT TOOLS 

In Athens platform all the Keysight software tools necessary for the evaluation and measurement 

methodology have been installed as shown in Table 6, has been deployed on all 6G-SANDBOX 

platforms. In addition, in the case of Malaga, also numerous hardware tools have been made available. 

Below can be found the status of software and hardware tools that have been received: 

Table 6: Keysight software tools in the Athens platform 

Tool Status 

Hawkeye Installed 

LoadCore Installed 

Nemo Handy Installed 

EXata Installed 

CloudPeak Installed 

Cyperf Installed 

BreakingPoint Installed 

IxNetwork Installed 

IXLoad Installed 
 

6.3 Berlin Platform  

 

Figure 53. Berlin Platform. 

The Berlin testbed, located at Fraunhofer FOKUS premises, has undergone some extensions in 

different stages which are shown with green, red and blue outlines in  Figure 53 above and described 

in the following sections.  
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6.3.1 VIRTUALIZATION INFRASTRUCTURE  

The four servers running the OpenNebula Hypervisor were reinstalled to support the latest version 

(6.10) of the toolkit. During the process, the cloud solution was granted access to NFS shared storage 

provided by the testbed NetApp cluster. The NFS storage pool is shared with the already existing 

VMware ESXI hypervisors. OpenNebula runs on four Dell blade servers with different Xeon CPU 

generations and 128 and 256 GB of RAM. The cluster has 500 GB of shared NFS SSD Storage, 768 GB 

of RAM, and 168 CPU cores. At the beginning of 2024, an additional AMD EPYC 9334 Server was added 

to the OpenNebula Cluster. This server is equipped with 1 TB of RAM and 32 CPU cores with 64 

Threads. The Shared storage can grow up to 6 TB, depending on the needs. The already existing 

VMware ESXi cluster utilizes the same storage cluster. The ESXI cluster consists of six Cisco UCSB-B200-

M5 servers with 32 cores and 255 GB of RAM each.  

 

Figure 54. Berlin Platform OpenNebula Cluster 

 

Figure 55. Berlin Platform Shared SSD storage. 
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Figure 56. Berlin Platform VMware cluster. 

6.3.2 6G-SANDBOX PLATFORM TOOLS 

Following the developments in the technical WPs, the Berlin platform is constantly updated with the 

tools developed within the 6G-SANDBOX project. The Trial Network Lifecycle Manager coordinates 

the creation of trial networks to support experimentation on the platform. In addition to the internal 

tools, open-source tools like Terraform, Jenkins, and Minio were deployed, which will be utilized by 

the 6G-SANDBOX Toolkit to manage the Platform. 

6.3.3 EXPERIMENTER VPN ACCESS 

Access to the Berlin Platform is provided by a dedicated VPN server that utilizes the WireGuard 

protocol to provide secure tunnels into the testbed network. For each Project, the VPN server provides 

an isolated instance that entirely separates the traffic between projects. The VPN server is hosted as 

a Linux-based virtual machine on the VMware part of the testbed. By using Linux, the VPN is highly 

flexible and can be adapted if an experimenter requires special settings or different VPN protocols. 

The VPN server is also used to integrate external testbeds or components from Open Callers into the 

Berlin platform infrastructure. In addition to the dedicated VPN service, which provides access to 

generic 6G-SSANDBOX services, does the Berlin platform support VPN access into the trial network via 

the bastion 6G-Library component? A dedicated WireGuard based VPN server is installed on each ¢bΩǎ 

bastion component. Access from the Internet is achieved through a dynamic port forward on the 

ǇƭŀǘŦƻǊƳ Ǝƭƻōŀƭ ±tb ǎŜǊǾŜǊ Lt ǘƻ ǘƘŜ ¢bΩǎ ōŀǎǘƛƻƴ ±aΦ  

6.3.4 NTN CONNECTIONS 

For the NTN use-cases, the Berlin platform provides LEO connectivity via the Starlink network. In 

addition to the non-exclusive Starlink device that was already available on the platform, an additional 

Starlink Terminal was acquired which will greatly improve the availability of the Satellite link during 

the experiments. To utilize Starlink connections inside the testbed, a VPN tunnel must be used to 

connect back into the testbed from the SpaceX HUB offloading point. Currently, the management of 

the VPN tunnels is shared with the general-purpose VPN access of the platform. However, an upgrade 

to an integrated version with support for the TNLCM component of the 6G-SANDBOX project is 

underway.  

The first integration of NTN into the Trial network was done using three dedicated virtual networks. 

One virtual network provides generic internet access via the Starlink network using a shared virtual 

network. The network can be attached to specific VMs inside the TN or via the bastion, which requires 

manual routing and forwarding rules to be configured. The other two networks are transparently 



 

     

Grant Agreement 101096328 τ 6G-SANDBOX τ HORIZON-JU-SNS-2022 53 

interconnected via a VPN tunnel over the Starlink backend. Hosts from within the first network could 

reach all hosts within the second network via an external router. These virtual networks represent a 

network located at the hub and on the terminal side. The initial implementation directly attaches the 

VMs to satellite networks. Plans are in place to extend the bastion to integrate NTN forwarding via 

configuration parameters provided at the time of TN creation. The NTN integration was tested by 

using the Starlink system to connect a remote nomadic node to a 5GCore running on the Berlin 

Platform. The Nomadic node consisted of an edge server, a Nokia BBU, along with a power supply and 

Starlink, all housed in a mobile rack mounted in a Peli-case. Depending on the location of the mobile 

node UEs could handover between 5G cells, which were connected directly to the 5GCore or via the 

NTN backhaul link. 

 

Figure 57. Berlin Starlink NTN integration 

6.3.5 KEYSIGHT TOOLS 

The Project has decided on a baseline number of testing tools from Keysight that should be available 

on each platform for experimentation. In contrast to Malaga, where most hardware-based tools from 

Keysight are available due to a long-running partnership, the Berlin Platform is primarily limited to 

software-based Keysight tools, except for two Keysight Measured AC Power Sources. The software 

tools have been successfully integrated into the existing infrastructure using VMware hypervisors for 

the Static Middleware components and OpenNebula hypervisors for the dynamically created Agents. 

Currently, the following tools are installed on the platform: LoadCore, Hawkeye, CloudPeak, EXata, 

KS8500 OpenTap Runner, and Nemo Handy & Analyze. The licenses of additional tools were received 

and installed at the beginning of 2024 starting with EXata and Cloudpeak. 

Software tools: 

Table 7. Keysight software tools status on the Berlin platform 

Tool Status 

Hawkeye Installed 

LoadCore Installed 

Nemo Handy Partially installed 
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EXata Partly integrated 

CloudPeak Installed 

Cyperf License received, to be installed 

KS8500 OpenTap Runner Installed 

6.3.6 RAN AND CORE NETWORKS 

The Berlin platform primarily features the Open5Gcore which Fraunhofer FOKUS has developed. 

Commercial cores from Amarisoft and open-source cores, like free5GS and Open5GS, are also 

available. The 6G-Library component for the VM version of the open5GS core was developed and is 

maintained mainly by the Berlin platform Team. The Open5Gcore will be continually improved as new 

releases are made available in parallel with internal software developments. On the RAN side of the 

platform, extensions in the O-RAN field are underway. More specifically, the O-RAN middleware of 

srsRAN, BubbleRAN, and Acceleran are available in the Berlin Facility and could be added to the 6G-

Sandbox if requested by an experiment. The deployment of additional O-RU devices from Benetel 

which cover the n78 frequency band was done in P2 of the project. The installation is indoors and is 

available in addition to the already existing Nokia and Huawei infrastructure described in D2.1 [1].   

6.3.7 UE POOL 

 

Figure 58. Berlin UE-Pool with STF Server 

The Berlin platform offers a variety of UEs from multiple vendors for use by experimenters. The UE 

pool consists of various devices ranging from Normal Smartphones and Cellular Data Modems to CPE 

Routers. The devices are connected to a hub PC running OpenSTF for remote operation of the devices. 

The devices can be added to the TN if needed by the experiment. The Platform provides access to the 

Boston Dynamics SPOT robot DOG platform which is also connected to the 5G Network. The Robot is 

shared among different Projects using the platform and can be accessed on demand by Experiments 

which focus on robotics. The Release 17 Devices from the OC1 experimenter Fivecomm are also 

integrated into the UE pool and can be utilized by experiments on request. As these devices are 5G 

WAN routing devices, they need to be added manually into the TN network of the experiment.  
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6.4 Malaga Platform 

The aŀƭŀƎŀ ǇƭŀǘŦƻǊƳΩǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛǎ ŀƭƭƻŎŀǘŜŘ across a set of different geographic areas that are all 

interconnected, forming the Victoria Network. The main infrastructure was explained earlier in D2.1; 

however, it has been extended since the projectΩǎ ƛƴŎŜǇǘƛƻƴ with new functionalities, which are 

highlighted in green (Period 1) and red (Period 2) in Figure 59. In addition, extensions to platform 

coming from Open Calls are highlighted in blue. In the following sections, these updates are explained 

in more detail. 

 

Figure 59. Malaga Platform 

6.4.1 UMA CAMPUS RAN 

UMA campus RAN infrastructure has been updated during the project. The infrastructure is divided 

into portable, indoor, outdoor, and O-RAN-based setups, covering a wide range of frequency bands, 

including FR1 and FR2. 

Portable Deployments 

The portable 5G setups are designed for flexible experimentation and quick deployment in different 

campus areas or external locations. UMA's portable infrastructure includes: 

¶ An Amarisoft Callbox classic software-defined base station. 

¶ A Nokia FR2 portable system, operating in millimeter wave bands, ideal for high-throughput, 

low-latency use cases. 

¶ A Nokia portable unit supporting n40 and n77 bands, providing mid-band connectivity with 

mobility support. 
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Figure 60. Nokia FR2 portable system 

Outdoor Deployments 

The outdoor coverage in the campus has been improved with the addition of a Nokia macro RRH 
operating in the n77 band. This deployment enables real-world testing of urban macrocell scenarios, 
including coverage and mobility use cases across large open areas of the campus. 

Indoor Deployments 

Indoor coverage has been also enhanced with the Vicinity 5G system operating in the n78 band, which 

supports high-throughput applications in the laboratory environment. 

O-RAN-Based Deployments 

UMA is also actively engaged in Open RAN research and validation activities, hosting multiple O-RAN 

deployments on campus: 

¶ Two LiteOn All-In-One (AIO) units operating in n77, offering integrated RU/DU/CU 

functionality for compact O-RAN testing. 

 
Figure 61. LiteOn All-In-One 

¶ A setup provided by IS-Wireless, including Benetel RAN650 (n77 for outdoor coverage) and 

RAN550 (n78 for indoor coverage) RUs, together with IS-Wireless Liquid RAN DU/CU and 

Near-RT RIC, enabling full-stack O-RAN experimentation. 

¶ The REACT-6G OC2 project infrastructure combines Benetel RAN650 (n77) and LiteOn (n77) 

RUs, and srsRAN DU, all managed via Accelleran CU/RIC, offering a modular and flexible O-

RAN platform. 
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Figure 62. Benetel RAN550 RU 

 

Figure 63. Benetel RAN650 RU 

These deployments coexist with previously available RAN solutions based on Nokia cells, which were 

explained earlier on D2.1 and remain available. 

6.4.2 OTHER RAN DEPLOYMENTS 

In addition to the 5G RAN deployments located within the University of Málaga (UMA) campus, two 

new strategic sites have been integrated into the platform to extend the research capabilities and 

practical testing environments of the testbed: La Mayora and the Málaga Tech Park. 

La Mayora 

La Mayora is an agricultural research facility operated by CSIC, located in a rural area near Málaga. It 

serves as a unique environment to explore the application of 5G technologies in the agri-tech domain. 

A new 5G network has been deployed on site with the following components: 

¶ 2× Nokia microRRHs operating in FR1, supporting bands n40 and n77 enabling mid-band 
coverage for data-intensive agricultural applications. 
















