BGSNS

Funded by
the European Union

6GSANDBOX

Supportingarchitectural and technologicaetwork
evolutions through an intelligent, secureD and
twinning enaBled Open eXperimentation facility

Deliverable D3
Final6 GSANDBOX Library

Date:30/06/2025

Version:1.0

Grant Agreement 101096328 6GSANDBOX HORIZONUSNS2022



SAND Deliverable DR

BOX

Grant Agreement 101096328

Document number D33

Document title Final6GSANDBOX Library
Lead Beneficiary UMA andTID

Editor(s)

Author(s)

Carlos Andre@.6pez(UMA) and Dimitris Tsolkas (FOGUS

JesUs Macias (TIDAlvaro Curto(TID), David Artufied
Guillen (TID), Pedro Merino Gomez (UMA), Carlos An
Lopez (UMA),Delia Rico (UMA)Francisco Luque (UMA
Rafael Garcia (UMA), Dimitris Tsolkas (FOGUW@&§tasios
Stavros Charismiadis (FOGUS)am Fliikowski (ISRD), Mi
Munjure Mowla (ISRD)Robert Gdowski (ISRD), Dmiti
Zelenchuk (QUBMuhammad Ali Babar Abbasi (QUB), Ve
Koumaras (INF), Georgios Theodoropouldd-), Christos
Sakkas (INFgeorgios Koumaras (INPantelis Papachroni
(INF), Pablo Reyes (OWO), Hipdlitdarin (OWO), Albe
Correal (OWO)Nora Taleb(ICTF)Qize Guo (ICTF), Zhi
Ming (OULU), Daniel Gar¢@N), Alvaro Villegas (NOK), Ju
Torres (NOKFilip Ivanovic (KEYatteo Pagin (KEYBj6rn
Riemer (FOKU} GeorgeMakropoulos (NCSRD), Harila
Koumaras (NCSRDjmitris Karampatsis (LNV), Apostc
Salkintzis (LNV)

Dissemination level Public
Contractual date of delivery 30/06/2025

Status
Version
File name

Final
1.0
6GSANDBOX_[&.Finalpdf

DocumentHistory

Version
V0.1
V0.2
V0.3
V0.4
V0.5
V0.6
V0.7
V1.0

Table of Contents

Initial Contributions

Updates from Partners

Draft Version of Internal Review
Draft after review

Add 6G Library Object

Review

Final

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022



SAND Deliverable DR

BOX

Contents
F Y 0] 1 £ T TP PP PP PPPPPP P 5
LS LT[0 (o PSSR 5.
R 10110 To [8 Tt 1o o PSPPSR PRSP 6
11 Structure of the Deliverable.............ooo i 6
1.2 LI Lo 1= 00X 0 o 1 1= o o7 TP 6
2 N o T35 I ] = /SRR 7
2.1 Concept and Development approach for the components..........ccccocvvveveennciieeeniniieeee e d.
2.2 V/F= T o F= (o] A @] 1 4]0 To T 1 T=T o1 =T EERRR 8
2.2.1  Trial NEtWOrK VXLAN......ooiiiiiieii ettt s e s e e e e e s e e e e e 8
2.2.2  Trial NEetWOrK BASHOI. ...c.ciiutiiiiiiiiiiiie ittt e e st e e e snnneeee s 9
2.2.3  Trial NEIWOIK INIT...ci et e e e e s s 10
P V|1 PP PP 10
2.3 VM KV M et ettt e e e e et tab e e e e e eeb s e e e e e e bab e r e e et eeba e e e e eerann s 11
2.4 OpenNebula KUDErnetes ENQINE. .........ouuiiiiiiiiiiiee ettt e e e e e 12
25 L@ 01T 0[O Y o | =P PP PP P PPPTRT 13
2.6 FOKUS/BEIMIN RAN . ...ttt et e et e e e e s e e st e e e e e aaeeeeesaansseneneees 14
2.7 UMA/NOKIB RN, ettt e e e e et e e e et e e e e aneaees 16
2.8 ISWireless Radio (Block based SOIULION)............coooiiiiiiiieeerrr e e e 17
2.9 ISWireless Radio (ComponehBsed- CU Part)........ccueeeeiiiiieeiiiiieieee it 20
2.10 NearRT RIC with Optimized placement of ORAN workloads f&RCU............ccoovviiieienninnnen. 22
211 UERANSIIM .ottt e e e e e e e e e e et et ettt e e e e e e e e e rnrnrrn s 24
12200 S I U SRR 25
2.13 Reconfigurable Intelligence SUrfaCeSEIVICES.........o.vuviiiiiiiiiiiiciei e 26
P @ 1 o1 ¢ 1T 1 O 0] = PP, 27
2.15  OPENSGS 8S @ VM.t e e e 29
2.16  OPENSGS IN KUDBINEIES ...ttt ettt e e st e e e s sanreeeeas 31
217 ONEMNER.....cc et e e e e e e e et et e ettt e ene e b e bbb e e e e e e e eeees 32
2.18  NWDAR StrEAMANGIYSEL. ... eeeiie ettt ettt e e st ee e e e s sbbe e e e e s naneeeaesannnneeens 33
2.19  OPENSAND.....coi it e e e et e e e e e a e 35
2.20  PAUPPE . e e e e e e e e e et e e et e e e e e ana b 39
2.21  In-Band Network TeIEMEIEY......cciiii ittt e e e e et e e e e e e e e e e e e e e anaees 40
2.22  TiMeSensSitive NEIWOIKING.......iouueiieeiiiiiee ettt e st e e e s sab e e e e enees 42
2.23  Experiment Lifecycle Manager (ELCM)...........uuuiiiiiiiiiii e 43
Y Y o] o 11 (o] 1o o PR UT O UOPPUPPUPPPRPRR A3

2

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022



SAND Deliverable DR

BOX

2.24.1 INFIUXDBC TN A@AICALEM. ... ..cevveeieiieieeeee e e e et e e e e e e e e s e rnba e a4
2.24.2 LCTr: 1= Lot TP PP PPP P PPPPPPPPP 44
2.24.3 PrOMEINEUS. ... 45
226  MONQGODB........oiiiiiiiiiiet e e e e enenne A0
P A (121100 U o T PSSR 47
2.28  Digital TWING EXAT A .ottt ettt sttt e ettt e e s et bt e e s s ab b e e e e ansbeeeeeennees 48
A2 B D O =1 oo s To ] o) AE OO PP P POUPPPOOPPPPY 49
P72 1O B W0 - Vo (oo T £ =T o [ | S PPSRSRR Lo |
2 R 4 4 =G PP PP 50
3 Key Technology Enablers for the-BBNDBOX.........c.coiuiiiieiiiiiiiie et 52
3.1 OPEN RAN (BRAN). ..ot e eeee ettt e e e et et et et et ee et s e e s e et ee et et ee et et e s s seee e e e esenees 52
3.1.1  Concept and SigNIfiCANCE........ceiiii i e ———— 52
3.1.2 Role in 6GSANDBOX LIDIAY......coiiuiiiiiiiiiiii ettt 53
3.2 Reconfigurable Intelligent SUace (RLS)........uuuiuiiiiiiii e 53
3.2.1  Concept and SIgNIfICANCE........coiiii i ———— 53
3.2.2 Rolein the BEBANDBOX LIDIALY........ueiiiiiiiiiie ettt 54
3.3 NOMTEESIIIAl NEIWOIKS. ....cei ittt e s e e e nnes 54
3.3.1  Concept and SIgNIfICANCE........coiiii i e ————— 54
3.3.2 Role in the 6EBANDBOX LIDIALY........uetiiiiiiiiie ettt 55
3.3.3  MUIti-CONNECTIVILY TESES....eiiiiiiiiiie et e e 56
34 Deterministic networking and TSN...........ooriiiiiiiie e 57
3.4.1  Concept and SIGNIfICANCE. .......oiuuiiiii e e e 57
3.4.2 Rolein the BEBANDBOX LIDIALY........ueiiiiiiiiiee ettt 58
35 Deterministic networking Network programming With P4...............ooviiiiiiiiiiiiiiieeeeeeeeeee 59
3.5.1  Concept and SIGNIfICANCE. .......oiiuuiiiii i 59
3.5.2 Rolein the BEBANDBOX LIDIALY........ueiiiiiiiiiee ettt 61
3.6 =T a0 [=To =T 1] YA 0 5 61
3.6.1 Concept and SIGNIfICANCE........oiiuiiiiii e e e 61
3.6.2 Role in the BEBANDBOX LIDIALY........uetiiiiiiiiee ettt 63

4 IMPLEMENTATION OF THEEHNOLOGENABLERS.......ccuutritiiiiieteeeeies s it eene s e s s s eer e e e e e s s e s senens 67
4.1 O-RANIMPLEMENTATION ..t ttteeetetteeeses st e et e e e e e e e s s asssbssee s ee e et e e aeeesassanbbsbeseeeeeeeaaeessesannnnne 67
4.1.1  NETWORIDESCRIPTION ...utteteeitresseeseeesseeesseeasseassesssseessesssseessseessesassessesasseessesansessnseessessnseens 67
4.1.2 NETWORKOMPONENTKIREQUIREMENTS. . .uuuiituiittiiiteitnetstetnesstiestettntestsstnsesnestntesnesstaeesesssaeres 70
4.2 RISIMPLEMENTATION .11ttt ttteeetee sttt seeeeee e e e e e s s e s s e et e eeeeeeeesassansb bbb e e et et e e eeeeesessansnbbnnreeeeeeeeens 71
4.2.1  HWANDSVVOOMPONENTS. ¢ tetttteteteistiitttreseteeteeteeesssaaasnsreseeeeteeeseeessssaannbrnree et eeteeaaeessesaannnnes 71
4.2.2  HARDWARBESCRIPTION .....uuuttttiiiiieieeesisiseiiitrrs ettt e e e e e e s s s sba et e e a e e e s e s s e s b e nsseeeeenaeeeessaanane 13

3

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022



SAND Deliverable DR

BOX

4.2.3  RISARCHITECTURE t...ttttttetteauteesteeeteeasseesteeasbeebe e ek bt e ame e e sheeaabe e sbe e aab e e ke e asbeesabeeabeesabeenbeesane e 77
4.3 NTNIMPLEMENTATION ...ttt etee sttt esteesteeeteessteesseessbeesteesaseesaeeebeeasbeebeesabeeabeessbeessneebeeaseeenbeenenes 79
4.3.1  NETWORKIOMPONENTS. ... tteteesuttettesuttesseeasteassseasteestseasseesteeeabeeasseesbeeasbeenbeessbeesnseesbeessseenseeas 79
4.3.2 DEPLOYMENICENARIGSISE CASES....eiiiiiutiiieeiiiiiieeeassitieeeessbeeeeesabbeeeaesssibeeeeessnbreeeessbrneeeeeans 79
e TC T VI I N = O 10y T TP 380
4.4 DETERMINISTNETWORKINIMPLEMENTATION. ...ttt it esteeestee st esbee st e sieesnneesieeesseeenneeseeesnneenenes 82
4.4.1 NETWORKOMPONENTS......cuutttrrnrtttieeeesssassasrtrrssrtetaeeesessa s sssrrasee et e aeesssasssnranrarrreeeaasesessns 82
4.4.2  NETWORKONFIGURATION. ...ccuttttuttetetatteeteeaateesuseesseessseesseesiseassseabeesasesnseesanesnseesseesssesnsesssnes 83
4.4.3 DEPLOYMENICENARIGIISE CASES. .. ueiiteiitieitieitieieeasteeasttesteessbeesbeesabeessneesbeesineebeesbeeanbeesaes 84
4.5 XRIMPLEMENTATION. 111t tttttieiiitrttee ettt e e e e e e e s s sttt e e e e s s e e e s s sttt reeeeessesasnnrrnreeeraeeeeesannned 85
451 HWANDSWCOMPONENTEDEVICES ANBENSORIS....eevievrverrrrrrnrnrnnnnnassaseseeaaaseseseresererssesnnmnmnnnnnnns 85
4.5.2  IMMERSIVE COMMUNICATION SYSTEM....cciiiiiiiiiiriiiinnteiiieiee s e ssisirissessrnsese s s sisssrasseeeneeaee s 85
4.5.3  HAPTIC VEST DEVICES......utttttttttiaeetistiaaastntrereeetaeeessssssssssrssseeesaeaeeasssassnsnnnnneseeeeneeessssannnnes 86
.54 WWORKFLOW ....cittiiiiiiiiittitteei s tte st e e e e s s sttt e e e s s e e s s s s bbb e et e e e e e e e s s s ae s s bbb b e e e e e e e e e e s s s sssannnee 87
455 DEPLOYMENICENARIGSISE CASES....ciiiiiurreieeiitreieeeeanireeeeessnneeeesstneeeessssnnneeeessnneeeesannnreeenans 88
456 RESULTS ANBNDINGEIMPACT OKR)....eeiiiiiiiiiiieiiiiiiteeeaiiie et ettt e s st e e e neneeee s 88

I 00§ Tod 11 ][] o L OO S PP PP PPTPP 90
N TS PP TP PPPP 91
Further discussion on the-RANBG-Library COMPONENLS........cccoiiiiiiiieiiiiiiiee et 91
Iswireless_radio INFOIMALION...........ciiiiiiiiie ettt e e e e e s sabneee e e e 91
(G4 =3 T 0] 1 F= 11T o R 94
RIC_K8S INFOIMIALION. ..ottt e et e e e st e e e e e sbbeeeeeeaaees 97
Further discussion on the OpenSAND 6G Library COMPONENLIS. ........ovuviieiiiiiiiie e 100
(O] 01 oIS Y NN | B AV AT g (0] 1 4= 11T T N 100
OPENSAND_SAT INFOIMALION. ...ttt et e e et e e e e b 102
OPeNSAND _ST iNFOrMALIQN........eeeiiiiiiiie ettt e e e b e e e s beeee e e s sabaeeeeeanes 103
INTIN NEEWOTK. ...ttt e et e e s st e e e st et e e s nann e e e e s smnnneeeenanns 105
Further discussion on the Deterministic Networkingl&@rary COmponents..........ccoccceveeviiiieeneeinnnen. 106
BMV2 SW MOTUI ...ttt ettt e e e e e bbb e e e s sabb e e e e e abbeeeaeenaaes 107
UPFP4 Intel TOfiN0 2 HW MOAUIE........ooooiiiie ettt e e e e e 112
Time SeNSItiVe NEIWOTKING. ... ...coiiiiiiiiie ettt et e e et e e e e e sbbe e e e e eneeas 116
INT-P4 BMV2 SW MOGULE ...ttt sttt s et e e s b e e e e et 120

R YC] (=] 1] o[l TP PUPUPUPUPRN 126

4

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022



SAND Deliverable DR

BOX

ABSTRACT

The main scope of the @S ANDBOX project is tealizethe Trial Networl{TN)concept, i.e., to offeisolated
networks (called Trial Networkghat utilize shared network and computing resources frerperimentation
platforms. Towards an automated and modular creation of thisTa specific formdstructure is used to
describe eachTN componentin a common github repository called @@brary. The 6GLibraly is a living
repositorywhich during WP3 dhe 6GSANDBOX project hasenenriched withmore than hirty components

all of them presented withing this docume(3.3) Some of those componenteflect developments around
key project ambitionsand as such, their concept and implementation aspects are discussed in tided
precisely, m the domain of disruptive wireless, we focus on theRBN and RIS; in the NTN domain we present
the related integration activities and tests; in the domain of deterministic networking, solutions for TSN-and P4
enabled UPF are presented; while in the domainntérinet of sense, we present the solution that combines
haptic and XR application@verall, the current document (CJ is the final report of WP3 of the 66ANDBOX
projectand itupdates the initial releasef the contentpublishedon D3.2

KEYWORDS

6G-Library, Trial Network;Trial Network LifeCycle Manager (TNLCMR-RAN, Reconfigurable Intelligent
Surfaces (RIS)ime Sensitive Networking (TSR3%enabled UPF, XR applicatipExperiment Lifecycle Manager
(ELCM)Campaign ManagerKS8500 Runner, Digital Twin.
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1 INTRODUCTION

1.1 SrRUCTURE OF TPHELIVERABLE

This deliverabl€D3.3 reflects the work that has been done in WP3 of the ®&NDBOX project and focuses on
presenting the content of the 6GANDBOX Library (&@brary). Itis structured into three main sections. The
first section presents a list of components included in &@Library highlighting their functionalities and
relevance within the overall testbed frameworlSections 2 and 2live into key technological enablers,
presenting their role in the 6Gbrary and implementation aspects, respectiveljhese sections ensure
continuity while incorporating the latest progress, refinements, and additions made to the 6G Library framework
and its componentsompared to Deliverable D3.2

1.2 TARGERAUDIENCE

The 6G Library represents a foundational framework outlining the essential components and their capabilities,
which are designed to be deployed within the -GBNDBOX testbed as well as in any replicated testbed
environments. This deliverable is publiclycessible and aims to provide comprehensive insight into the 6G
SANDBOX facility for a broad spectrum of stakeholders within the research and innovation ecosystem.

The primary audience includes the Project Consortium, which plays a key role in validating the proposed
technological solutions and ensuring alignment with the overall project objectives. The detailed documentation
of the technological enablers supportscatical assessment of their implementation and contribution to the
project's goals.

Additionally, the deliverable addresses the Research Community and representatives from the European
Commission (EC), offering a summary of the deliverable's objectives, the novel aspects ofSAANBBOX
Library, and a detailed overview of the currentkamology enablers, their implementation progress, and initial
results. It also highlights integration methodologies and showcases innovative aspects aésthed
architecture.

Finally, vertical stakeholders involved through the open call process will benefit from this document as they
prepare and execute their experimental use cases on th&B8DBOX infrastructure. A wider public audience

is also considered, with the aimofdnty OAy3 3 Sy SN} f | g NBySaa |yR dzy RSN& |
technological foundation.

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022
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2 THE6GLIBRARY

2.1 GONCEPT ANDEVELOPMENT APPROACH FOR THE COMPONENTS

¢tKS ¢cD fAONINEQa 202S0Ga INB OdzN» 6SR FyR RSaA3IYySR
Trial Networks. For thé&Glibrary implementation the 6GSANDBOXGitHub repository serves as a version
control system essential for monitoring changes within computer files, primarily employed in managing source
code during software development. Every element in the library is described ascastdfned unit equipped

with the necessey automation and scripts for deployment within a computinffastructure. In this view, every
element in the library complies with a specific predefined toolset (namely Terraform, Aasitlenkins) and

is hosted under a common folder structure. The brain for the realization of the Trial Network Concept is the Trial
Network LifeCycle Manager (TNLCM). THELCM is the entity that establishes a Trial Network and ensures that
every Trial Networlon each platform is accessible and in working order, as well as orchestrates the necessary
actions required for changing the state of a Trial Network when necessary. To further assist any computing
infrastructure to offer Trial Networks, a Toolkit has be@signed and implemented.

¢CKS LINBP2SOGQa 02y 0S LikelenehtdtiatCie Deing dedeloped any intégeatediintd thelS
project. To better present theelements we have organized them into four categories based on the
functionality/services that they offer.

- e > o e Q

N
ELCM
Vertical Specific Network Core ThLEM i
I 6G-Library Enablers Campaign Manager
UE Emulators NTN Components X
API Framework Network OT
RAN Components Transport & Use- plane - Experimentation
Auxiliary TN Software Enablers/agents
Network related Trial Network enabling Experimentation related
q Software Components A Components _ software components
£ 2
o))
c Hosted by Hosted by = Hosted by =
= . 5
o 5
3';' | Virtual Infrastructure Manager with TN related features =
 of ol )
o Compute Infrastructure Management =
— pa
v - - 7]
5 Physical Compute resources and Platform Specific Software | 2 o
i -~ -
- - d Central 1
Physical Network Components including outdoor gNBs, O-RAN .~ Cloud ~ )
implementations, RIS, Satellite links etc. ~ M~
L Network and compute infrastructure

Figurel. Grouping of the software developmeantithin the 6GSANDBOKhe 6GLibrarycomponentsare those in
category C and D

Category A refers ta softwareplatform that manage computingresources All the other software components
offered by the project are subject to the resource management and orchestration of Category A software which
is provided through Opéxebula services.

Category B refers to the group efementsthat realize the Trial Network concept (also called in the project as
mandatory components), including the Trial Network {Gfgcle Manager (TNLCM), fundamental modules that
enable the 6@.ibrary, a common API framework for exposing API services toghitks, as well as auxiliary
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tools needed for each TN, e.g., a routing manager that manages the routing between phgslies(e.g. an
outdoor gNB) and virtual ones (e.g, a newly deployed core network).

Category C includes networklated TN ingredients that can be used in a TN. Incdiiegory, there is a rich list

of components that are represented as elements in thel8i@ary. This list is further enhanced with additions
brought from Open Call projects. Components for all the network domains are available (either the code or a
repreentation of them in the 6&.ibrary to be ready for use by a TN). At the network core, Open5GS,
open5GCore and HP core are provided, while open and advanced implementations of specific Network Functions
also available (e.g., a P4 based implementations efUu?F, and the Network Exposure Function (under the
ONEmMNEF Open Call project). At the Transport network, Satellite links are integrated, controllers for Time
Sensitive Networking (TSN) are available, as well as a protocol for enabling multipath comiosicas been
implemented. At the radio access domain, Open RAN, RIS, and JSAC approaches are developed, while gNBs
established in the 4 project platforms can be used through TNs.

Category D includes experimentatioelated TN ingredients that can be used in a TN. Similarly to Category C,
Category D components are represented as elements in theib@ry. The 66GANDBOX project offers two
alternatives regarding test automation antknagement of the experimentation process, namely: the ELCM and
the Campaign Manager. In category D, a network digital twin is included as well, which provides realistic
experimentation potential, by using a digital representation of the University of §#aldTIS campus. In
addition, since the experimentation process may include vertical specific components, they can be hosted in the
local computing infrastructure of a platform or in the central cloud. As an example, within the project, XR and
Haptic soluibns are available.

2.2 MANDATORZOMPONENTS

The set of mandatorgomponentsconsistsof the tn_vxlan, the tn_bastigrthe tn_initand the vnet. The first
two are the basis of any Trial Network and are always preskatthird one is a wrapper fdsoth of them and
the vnet is a basic functionality enablercreate new LANs inside the Trial network.

2.2.1 TRIAINETWORKXLAN

The tn_vxlan Https://github.com/6GSANDBOX/6Gibrary/tree/main/tn_vxlan is the first bootstrap
component of any Trial Network is themainnetwork wheremost if not all componentare exposedand can
communicatewith each other. It serves as the management network of TiNeands directly reachable by the
experimenter when it is connected to the VPN.

It is implementedin OpenNebula as a Virtual Networkrange of IPs in OpenNebuflaat can be assignetb
VMs as virtual NICs of type VXLAN.

STESPECIFNMARIABLES
This component has no componespecific variables in sites, but theege three that apply to all subnet
components:

- site_vxlan_if: Network interface in the hypervisor hosts where the VXLAN virtual NIC mibiusged.
Can be a physical NIC, but a previously created linux bridge is preferable.

- site_vxlan_mtuMTU of the Virtual Network

- site_vxlan_guest_mtuvTUof the virtualizednetwork card in the VMs.

INPUTVARIABLES
- one_vxlan_first_ip: First IP address of tReange
- one_vxlan_netmask: Network mask of the tn_vxlan subnet
- one_vxlan_address_siz8ize of the IP range, starting from one_vxlan_first_ip.

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022
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OUTPUWARIABLES
- tn_vxlan_id: VNet ID in OpenNebula.
- tn_vxlan_net: Subnet of the VNet in CIDR format.

SAMPLEDESCRIPTOR
trial_network:
tn_vxlan
type: "tn_vxlan"
dependencies|]

input:
one_vxlan_netmask28
one_vxlan_first_ip”192.168.166.10'
one_vxlan_address_siz&91

2.2.2 TRIAINETWORIBASTION

The tn_bastion Https://github.com/6 GSANDBOX/6Gibrary/tree/main/tn_bastior is thesecond bootstrap
component of any Tridlletwork andservesboth asthe default gateway of thén_vxlan and as the one and only
entrypoint to the Trial Networklt is implemented as a Virtual Machine in OpenNebwlth one NIC in an
externally reachable Network in the OpenNebula environment, and ancttieithe tn_vxlan. The Virtual
Machine isinstanced from a custom template and applianekich needs to be previously downloaded to the
6G{ | yRO6 2 E arisaa AYlL3S
(https://marketplace.mobilesandbox.cloud:9443/appliance/service bagtion

The tn_bastion fulfills many basic functionalities of a Trial Network, such as:

- Routing: Default gateway in the tn_vxlan network

- NAT: It masquerades by default the IPs from inside the Trial Network to the outside

- Firewall: It forbids traffiby default to any private IP outside the Trial Network.

- DNS: Bastion acts as the main DNS resolver for the Trial Network components

- RouteYl y I 3SNY L Y LI S Yniagagedapi" |(hitpsd/ditRubzipi®/6GSANDBOX/route
managerapi) to apply and remove custom routes in the bastion.

- +tb ASNWSNY ¢NAIf bSGg2N)] olaidArAzya | NBanindwh OKI 6f S
VPN and allow for access to any IP inside the tn_vxlan.

STESPECIFNMARIABLES
- template_id: ID of the tn_bastion VM template in an OpenNebula site
- Image_id: ID of the tn_bastion VM image in@penNebula site.

INPUTVARIABLES
- one_bastion_vpn_clents: Number of Wireguard VPN client configurations to generate
- one_bastion_vpn_allowedipd.ist of subnets that VPN cliewill route to the bastion.
- one_bastion routemanager_addCustomadditional L3 routes to add.
- one_bastion_fw_exceptions: Whitelisted IPs/subnets for the outbound firewall
- one_bastion_nat_exceptions: Blacklisted IPs/subnets for the outbound NAT.

OUTPUWARIABLES
- tn_bastion id: W ID in OpenNebula.
- tn_bastion ips: Asigned IP addresses for eddtC in the VM.
- tn_dns_token: Toketo authenticate to the DNS API. Allows other components to add new records to
the TN domain.
- tn_routemanager_tokenToken to authenticate to the Route Manager API. Allows other components
to add new custom routes in the gateway.

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022
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- tn_ssh_public_keySSH public key to be added to components inside the TN. Allows for experimenter
f23Ay & dzaSN) aidydza SNE O

SAMPLEDESCRIPTOR
trial_network:

tn_bastion
type: "tn_bastion'
dependencies|['tn_vxlan]
input:
one_bastion_vpn_clients3
one_bastion_vpn_allowedips'0.0.0.0/0"
one_bastion_routemanager_add
-10:"10.45.54.203
via: "192.168.166.10'
- t0: "10.45.6.0/24"
dev: "wgQ"
one_bastion_fw_exceptions
-"10.45.54.203
-"192.168.166.10'
-"10.45.6.0/24"
-"192.168.27.13
one_bastion_nat_exceptiong
-"10.12.21.0/24"
-"10.11.24.205

2.2.3 TRIAINETWORKNIT

While implemented as a standalone componernte tn_init (https:/github.com/6GSANDBOX/6G
Library/tree/main/tn_init) isactuallyjusta wrapper of tn_vxlan and tn_bastion. It deploys bséguentiallyand
accepts the same exact input/output variables of both of them combiredllows for faster Trial Network
deployments by repurposing the same tn_vxlan pipeline for the tn_bastion.

SAMPLEDESCRIPTOR
trial_network:
tn_init:
type: "tn_init"
dependencies|]
input:
one_vxlan_netmask28
one_vxlan_first_ip"192.168.166.10
one_vxlan_address_siz&91
one_bastion_vpn_clients3
one_bastion_vpn_allowedips'0.0.0.0/0"
one_bastion_routemanager_add
- t0:"10.45.54.203
via: "192.168.166.40'
-10:"10.45.6.0/24"
dev: "wg0"
one_bastion_fw_exceptions
-"10.45.54.203'
-"192.168.166.40'
-"10.45.6.0/24"
-"192.168.27.13
one_bastion_nat_exceptiong
-"10.12.21.0/24"
-"10.11.24.205'

2.2.4 VNET
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The vnet component (https://github.com/6GSANDBOX/6Gibrary/tree/main/vnef) allows VMlike
components to havedditional network interfacesaside from the tn_vxlanlt createsa secondary etwork
wherecomponents can communicate througimdis implemented in OpenNebula as a Virtual Network: a range
of IPs in OpenNebula that can be assigned to VMs as virtual NICs of type VXLAN.

While itis not truly present in all Trial Networks, it providaschbasic functionality for most if not all of them.
Being able to create additional networks in isolated environments is the &asxperimenter should be able
to play with, and thus, the component should be presentall sites.

STESPECIFNMARIABLES
This component has no componespecific variables in sites, but there are three that apply to all subnet
componens. They are the same explained in the tn_vxlan section.

INPUTVARIABLES
- one_ ‘et first_ip: First IP address of the IP range
- one_wet_netmask: Network mask of théirtual Network
- one_\wnet_address_size: Size of the IP range, starting from aret_first_ip.
- one_vnet_gw: Default gateway of the Virtual Network subnet
- one_vnet_dns: List of DNS resolvers for VMs with vnet as its main NIC.

OUTPUTNARIABLES
- vnet_<custom_name_component_typeb @y S i ¢
- vnet_<custom_name-_id: VNet ID in OpenNebula
- vnet_<custom_name_net: Subnet of the VNet in CIDR format.

SAMPLEDESCRIPTOR
trial_network:

vnet-custom_name
type: "tn_vxlan'
name "custom_namé
dependencies|'tn_bastion]

input:
one_vnet gw"10.20.30.5'
one_vnet _dns"1.1.1.1 1.0.0.1
one_vnet_netmask28
one_vnet_first_ip"10.20.30.30'
one_vnet_address_siz&0

2.3 VMKVM

The vm_kvimcomponent fttps://github.com/6GSANDBOX/6Gibrary/tree/main/vm_kvn) is the most basic

of all components. It deploys a genemlrpose Virtual Machine based on Ubuntu 22.04 LTS, with no additional
installed software. Serves as a blueprint component where the experimenter can install additémalre and
comes in different flavors according to the provided resources.

STESPECIFNARIABLES
- template_id: ID of the vm_kvm VM template in an OpenNebula site
- image_id: ID of the vm_kvm VM image in an OpenNebula site.

INPUTVARIABLES

11
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- one_vm_kvm_networks: list of previously deployed subnet components corresponding to the NICs the
VM will have. The first one is expected to always be the tn_vxlan, while additional ones can be vnet
components.

- one_vm_kvm_size: this component has 5 different sizes ranging from extra_large to very_small,
defining the amount of memory, vCPU and storage size the VNet will be deployed with.

OUTPUTNARIABLES
- vmkvms Odza i 2 Yy YSHBYO2YLRYSYylGypieLlSyY agdyYygl dYé
- vm_kvm_<custom_name>_id: VM ID in OpenNebula.
- vm_kvm_<custom_nameips Asigned IP addresses for each NIC in the VM.

SAMPLEDESCRIPTOR
trial_network:

vm_kvm-custom_name
type: "vm_kvm'
name "custom_namé

dependencies
- "tn_bastion"'
input:
one_vm_kvm_sizé'small
one_vm_kvm_networks
- "tn_vxlan'

2.4 OPENNEBULAKUBERNETHESIGINE

The oneKE componenthtfps://github.com/6GSANDBOX/6Gibrary/tree/main/oneKE A& hLISybSaodz |
solutionto a minimal hyperconverged Kubernetes platforthis based on RKE2Rancher's Next Generation

Kubernetes Distributiorq with preinstalled components to handle storage persistence, ingress traffic and load
balancing.

The 6GSandbox implementationis oneKE can be downloaded from the official marketplace at
https://marketplace.mobilesandbox.cloud:9443/appliance/OneKE_1.31 semmbjeviates from the original

one vy scaling its nodes to 6 different VMs: vnf_0, master_0, worker_0, storage_0, storage_1 and storage_2;
andsettingi KS 62NJ SNJ y2RSQa O2NB (2 WK2aldyL) 3aGKNRdzZIKQ G2
the pods ¢rucial in order to deploy applications such as mongoDB, which requires AVX).

The component supports 3 different versions of OneKE: 1.29, 1.31 and 1.31 Airgapped adliticomes
deployed with two additional helm charts: one for nginx as the ingress controller, and one for skooner as a
dashboard for the cluster.

STESPECIFNMARIABLES
- OMH@EPGSYLI FGSPYARY L5 2F GKS hySY9 @Omodudg aASNIIAOS
- aMOMEDPGSYLI FGSPYARY L5 2F GKS hySY9 @Omodom &SNIIAOS
- amomMlI £ dGSYLX FGSPYARY L5 2F GKS hySY9 @Gmodom ! ANBF LI

INPUTVARIABLES
- one oneKEexternal_vnet Name of the subnet component used to expose the OneKE cluster.
Expected to always be the tn_vxlan
- one_oneKEinternal_vnet Name of the subnet component used for inteode traffic in the cluster.
Expected to be an additional previously deployed vnet component.

12
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- 2ySYP2ySYQUO@SNRAAZ2YY ¢KS @GSNEAZ2Y 2F GKS hySYy9 aSNBj;
FYR amoml ¢

- one_oneKE_multus: Enable Multus as a CNI in the cluster.

- 2ySYP2ySYQUOYAUYLN dAAYY tNAYINE /bL Ay GKS Of dzaid SN®

- one_oneKE_cilium_range: In clusters with cilium as the primary CNI, IP range to expose services.

- one_oneKE_metallb: Enable MetalLB as the Load Balancer in the cluster.

- one_oneKE_metallb_range: In clusters with MetalLB enabled, IP range to expose services.

- one_oneKE_longhorn: Enable Longhorn as a Storage Class in the cluster.

- one_oneKE_traefik: Enable Traefik as an Ingress Controller in the cluster.

- one_oneKE_nginx_passthrough: Enable SSL/TLS passthrough in theNiggm&s=ontroller.

OUTPUWARIABLES
- oneKEf O0dza 2 YUYyl YSHYO2YI9XWSyWi e LISY a
- oneKE_<custom_name>_id: Service ID in OpenNebula.
- oneKE_<custom_name>_roles: Array with information about the different service roles.
- oneKE_<custom_name>_node_isfd1 IDs of the cluster nodes in OpenNebula
- oneKE_<custom_namerode_ips Asigned IP addresses for each NIC in the cluster nodes.
- oneKE_<custom_nameoneKE_metadata: Dictionary with information about the input variahkees
Enables the autocompletion of variables in future components.

SAMPLEDESCRIPTOR
trial_network:

oneKEcustom_name
type: "oneKE'
name "custom_nameé
dependencies
-"tn_vxlan'
- "vnet-internal "
input:

one_oneKE_external_vnettn_vxlan'
one_oneKE_internal_vnetvnet-internal"
one_oneKE_versiori'131"

one_oneKE_multudfalse
one_oneKE_cni_plugiricalico"
one_oneKE_metalli¥alse
one_oneKE_metallb_rang&10.21.12.20010.21.12.240'
one_oneKE_longhormrue

one_oneKE_traefikirue
one_oneKE_nginx_passthougtiue

2.5 OPENCAPIF

The ocf component(https://github.com/6GSANDBOX/6Gibrary/tree/main/ocf) allows experimentersto

deploy and use their own CAPIF inside their Trial Network. OpenCAPIF (Open Common API Framework) is an
Open{ 2 dzZNODS AYLX SYSy il A2y 2F 9¢{LQa /!tLCI LINRBGARAY3I |
functions.

The 6GSandbox implementation of the ocf component deploys OpenCAPIF as a helm chart over a previously
deployed oneKE component, according to the configuration from the input variables.

STESPECIFNARIABLES
None
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INPUTVARIABLES

- ocf_one_oneKE: Name of a previoius oneKE component in the Trial Network, where OpenCAPIF will be
deployed.

- ocf_any_repo: URL to the OCF repositor

- ocf_any_branch: Branch of the OCF repository ta use

- ocf_any vault_namespace: Name of the kubernetes namespace to be used for Vault.

- ocf_any vault_storage_class: Name of the kubernetes Storage Class to be used for Vault.

- ocf_any vault_storage_size: Storagigeto be claimed for Vault.

- ocf_any_monitoring_namespace: Name of the kubernetes namespace to be used for monitoring.

- ocf_any_monitoring_service_nambBlame for the prometheus server URL

- ocf_any_capif_namespace: Name of the kubernetes namespace to be used for CAPIF

- ocf_any_capif_resources_reserve: Reserve resources for CAPIF

- ocf_any_capif_storage_class: Name of the kubernetes Storage Class to be used for CAPIF

- ocf_any capif_storage_access_mode: Storage access mode for the Persistent Volumes claimed by
CAPIF

- ocf_any_capif_grafana_storage_size: Storage size to be claimed for Grafana

- ocf_any_capif_loki_storage_size: Storage tizee claimed for Loki.

- ocf_any_capif_mongo_storage_si&torage size to be claimed for CAPIF

- ocf_any_capif_mongo_register_storage_si3torage siz¢éo be claimed for CAPIF register

- ocf_any capif tempo_storage_size: Storage size to be claimed for CAPIF tempo

- ocf_any_user: User tegister in CAPIF

- ocf_any password: Password to register in CAPIF

- ocf_any tests_to_pass: Set of tests to be performed after launch

OUTPUTNARIABLES
- ocff Odza G2YYPYy I YSHYOdELRYSYGydeLSy a
- ocf_<custom_name>ocf_metadata Dictionary with information about the input variables used.
Enables the autocompletion of variables in future components.

SAMPLEDESCRIPTOR
trial_network:

ocf-custom_name
type: "ocf"
name "custom_namé
name "openCapif

dependencies
- "oneKEk8s"

input:
ocf_one_oneKEoneKEk8s"
ocf_any_branch"staging'

2.6 FOKUSBERLINRAN

ThisComponent provides temporary access to the Physical RAN equipment (Huawei andpkEseaj at the
Berlin/FOKUS site to the already deployed 5G Core component within a Trial NetworiecHssaryouting
will be handled by reconfiguration of the route manager component within the TN bastion angiteepecific
route manager component. The sites route manager componamtbe installed via the provided apance.
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TRIAL NETWORK

tn_bastion
EXPERIMENTER e
4 , vnet-n2
~ VPN ACCESS meqm @ l;? ...................... T -
[ > VPN routedma et AF1 S _______:
\ © & -- --
- ) o OpensGS
-~ -
/ " . Opensgs_wm-core )
/ openSGeore '
_______________________________ -l o, OR
default_network berlin-ran openSgcore_vm

GME metdadata: PLMN, - .
NSSAL TAC N mTmmmmmmmmmmmmmee

route control for RAN,
AMF.UPF communication

-

RAN-router
route--manager AP|

STESPECIFMARIABLES
subnet: Subnet used for the RAN N2 and N3 interfaces. (example 10.55.0.0/16)

INPUTVARIABLES
any_berlin_ran_linked_5gcore: Name of a previously deployed 5G Core component. The gNB will
connect to its AMF.
any_berlin_ran_start_time: Time and date from which the route is enabled (RFC 3339 format). Defaults
to current time if unspecified.
any_berlin_ran_duration: Duration in seconds for the RAN equipment reservation

OUTPUNARIABLES

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components.
Each variable has a short description of what it does for informational purposes.

berlin_ran - component_type : "berlin_ran"
berlin_ran -gnb_metadata : Metadata object containing:
linked_5gcore : Value provided imny_berlin_ran_linked_5gcore

SAMPLEDESCRIPTOR
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"tn_init"

N

"open5gcore_vm"
"core"

- "tp_init"
- "vnet-n2"

: "small"
: "tn_vxlan"

- "vnet-n2"
: "10.45.0.0/16"
T "999"
: "38"
: "0000000001"

: "000001"
: "10.10.11.200"
S0 H0VI T2

: "berlin_ran"
. |Ifooﬁ|

- "open5gcore_vm-core"

: "openbgcore_vm-core"

2.7 UMA/NOKIARAN

Component to integrate the Nokia Airscale physical equipment with a 5G core already deployed inside the Trial
Network. It is done by enabling the necessary routing path usé@fandbox routenanagerapi VM expected

to be already deployed in the site. The configuration exposed by this component should be synchronized with
the 5G core and the UE to be used in conjunction

STESPECIFNMARIABLES

Variables read from the site's encrypted file in the -8B&nhdboxSites repository.
TNLCM checks that the variables are defined, and errors if attempting to deploy the component without them.
Each variable has a short description of what it does for informational purposes.

- n2_ip: IP address of Nokia Airscale in the Control Plane N2 interface. It connects to the AMF of the 5G Core.
- n3_ip: IP address of Nokia Airscale in the User Plane N3 interface. It connects to the UPF of the 5G Core.

INPUTVARIABLES
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Describes the variables shown in the TNLCM to be filled by the experimenter and included in a TN descriptor.
Most variables just serve to overwrite a private/default value, but others (mainly mandatory ones) serve to
define dependencies between previously deployed components.

- ny_nokia_radio_linked_5gcoré&lame of a previously deployed 5G Core component. The gNB will connect
to its AMF.

- any_nokia_radio_start_time: Time and date from which the route is enabled (RFC 3339 format). Defaults to
current time if unspecified.

- any_nokia_radio_duration; Duration in seconds for the Nokia Airscale route reservation

OUTPUTNARIABLES
Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components Each variable has a short description of what it does for informational purposes.

- nokia_radiecomponent_type: "nokia_radio"
- nokia_radiegnb_metadata: Metadata object containing:
o linked_5gcore: Value provided in any_nokia_radio_linked_5gcore

DESCRIPT@F THINOKIARADIO TO ARIALNETWORK

NOKIA RADIO UMA

NOKIA RADIO UMA component has been successfully addded to the Trial Network {{ tn_id }}
Important information:
This component will be available:

from: {{ date_from }}
to: {{ date_to }}

Relevant information about Radio Configuration

¢ PLMN: {{ plmn_id }}

» TAC: {{ tac }}

* S-NSSAI SST: {{ snssai_sst }}

« S-NSSAI SD: {{ snssai_sd }}

e AMF IP: {{amf_ip }}

* ROUTE AMF VIA: {{ router_ip }}

2.8 ISWIRELESRADIO(BLOCK BASED SOLUJION

Open RAN@-RAN) is a nexgeneration approach to the Radio Access Network that breaks away from the
traditional, vendoflocked, monolithic RAN systems. It introduces open interfaces, standardized byRANO
Alliance, and separates RAN functions into modular camepts such as the Central Unit (CU), Distributed Unit
(DU), and Radio Unit (RU). This disaggregation allows operators to mix and match hardware and software from
different vendors, driving innovation, lowering costs, and reducing dependencyimgle supplier. FVireless

O-RAN iswireless_radipfeatures GDU and GCU functionality.

The iswireless_radiois a static, predeployed component that aims at integrating with 5G cores (e.g.
open5gs_k8sdeployed inside Trial Networks. The inbuilt variagdng_iswireless_radio_ru_dif enabled (true)
allows it to connect with external -CGU (e.gcu_k83. The connectivity with the components inside the Trial
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NER dzii A y 3

TRIAL NETWORK

EXPERIMENTER

UMA site
------------------------------- |
i site_network .-
5 SEEEEr b SR S

" "
o-Ccu o-Du
L J
T
swireless_radio
RU
UE

Sitespecific Variables

tn_bastion
VPN ACCESS \"Hg!mo @
I o — e oo \
> s L -9 tn_vxlan :
% |"-s L] | e '? """""""""""""
P | T — oheE !
! oneKE cluster | |
! i o - . ;
' : : vnet-internal : i
[ e |
: é
worker-0
0pensGS

route manager

openbgs_k38s

cu_ip IP address of the CU when not running inlRWmode.
du_ip IP address of the DU when running inBU mode.

portainer_url
'http://10.20.30.40:90

URL of the Portainer

00’

instance managing the CU & DU containers.

E.g.

portainer_token Valid API token for authentication as a user with administrative rights.

portainer_environmentPortainer environment ID where the CU & DU containers are. E.g. '1'
cu_container_nameName of the CU container in Portainer. E.g. 'cu’
du_cu_container_nameName of the DU container for non 2 mode in Portainer. E.g. 'du’
du_container_nameName of the DU container for RU mode in Portainer. E.g. ‘du’

INPUTVARIABLES

any_iswireless_radio_ru_duSet the ISVIRELESS gNB into-BU mode, requiring a separate
virtualized CU component.
any_iswireless_radio_linked_5gcofdame of a previously deployed 5G Core component inside the
same Trial Network. The gNB will try to connect to its AMF. Ignored-DURtdode, required otherwise.
any_iswireless_radio_linked_:cName of a previously deployed cu_k8s component inside the same
Trial Network. Required in RDU mode, ignore otherwise.
any_iswireless_radio_start_tim@&ime and date from which the route is enabled, with RFC 3339 section
5.6 format. E.g. '20241-08T09:12:00+00:00'". If unspecified, value takes current time and date.
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any_iswireless_radio_duratioime in seconds for the ISWIRELESS reservation. 3 hours by default

OUTPUWARIABLES
linked_5gcoreName of a previously deployed 5G Core component inside the $amleNetwork. The
gNB will try to connect to its AMF. Ignored in-RU mode, required otherwise.

SAMPLEDESCRIPTOR
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2.9 ISWIRELESRADIO(COMPONENBASEDR CUPARY

O-CU (GRAN Central Unit) is a key logical node in the disaggregated Open RAN architecture, responsible for
handling the highelayers of the radio protocol statkspecifically, the Packet Data Convergence Protocol (PDCP)
and Service Data Adaptation Protocol (SDAP). It manages functions such gdansetraffic (CUUP)
forwarding, security (ciphering and integrity protection),damobility control (CLCP). The €U connects
upstream to the 5G Core and downstream to théO via the standardized F1 interéadptionally, @CU can

also connect to the NeaRT RIC via E2 interface. Because it is softvased and can be virtualized, theG

can be deployed flexibly in Trial NetworRfiecu_k8s- implementation of GCUCP and @CUUP, is a dynamic
component which connects to 5G core (eogpen5gs_k8sas well as DUs{vireless_radip

TRIAL NETWORK
tn_bastion

‘.' VPN ACCESS > wqg!m: @

szimm masagar AP i 1

s - tn_wxlan ,
\~ ® 82 5 e
- I-' """"""""" b —— — ok i
] ]
EXPERIMENTER i i
------------------------------------- .
oneKE cluster i i
———————————————————————————————— — !

UMA site

worker-0

s o |
! O-CU-CP | |O-CU-UP1| | Open5GS |
. ' !
0-DU route manager L - J opensgs_k8s |
swireless_radio - i
(®)
)
<\
RU
UE
Sitespecific Variables
none
INPUTVARIABLES

- one_cu_k8s_targetName of a previously deployed oneKE component, where the the CU Helm Chart will
be applied. E.g. oneKhy_cluster.

- one_cu_openbgs_targeName of a previously deployed open5gs component, which will be connected to
the CU. E.g. open5gs_kB8s/-core.

- one_cu_k8s_ipThe IP address of a cu_k8s

- dockerhub_tokenToken required to authenticate to dockerhub

- one_cu_openbgs_amf :ifP or service name of the core amf

- one_cu_openbgs_upf :ifP or service name of the core upf
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- one_cu_ric_iplIP or service name of the ric
OUTPUWARIABLES

- oneKEName of a previously deployed oneKE component, where the the CU Helm Chart will be applied.
E.g. oneKimy_cluster
- cu_ip The IP address of a cu_k8s

SAMPLEDESCRIPTOR
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2. 10 NEARRTRIGNITHOPTIMIZED PLACEMENTOIRANNVORKLOADS FORJIUP

NearRealTime RIC (RAN Intelligent Controller) is a central element in tRAR architecture designed to
optimize RANperformance through intelligent control and automation. It connects teCO and @U
components, interfacing over standardized E2 interfaces. The-R&aRIC hosts a Workload Placement xApp
which is responsible for intelligently placing new instances ef ptane network functions depending on the

user traffic. It is done by monitoring appropriate RAN KPIs (such as number of connected UES) and using this
knowledge, enhanced with Al predictive approach, it instantiates a nelWEdomponent to support incomg

user connectionsThe NeaiRT RIC componemnid_k89 requires connection to the-QU ¢u_k83 component.

TRIAL NETWORK

tn_bastion

Ve sxgar 250

™~ VPN ACCESS :> \’h...!nm @

= - tn_vxlan :
\ o @t -
- R B o Fmmwa ohe
EXPERIMENTER '
e e e ,
i oneKE cluster i :
' - é
H vnet-internal
S ——— T — ?. _______
UMA site : : + o
o mmmmmmmmmeen . i | worker-0 worker-1
H site_network  #---ff-------- 1
e »----- ! H
H ! H 0O-CU-CP 0-CU-UP1| [Near RT RIC| | Open5GS Cu-up2
- \
0-DU foute manager %r—J ric_k8s  open5gs_k8s cu_k8s i
ireless_rad : _ i
_____ i

UE

STESPECIFNMARIABLES
none

INPUTVARIABLES

one_ric_k8s_targetName of a previously deployed oneKE component, where the the RIC Helm Chart
gAtf 0SS | LIk Sliswer 93 d W2y SY9

one_ric_k8s_ipThe IP address of a ric_k8s

dockerhub_tokenToken required to authenticate to dockerhub

OUTPUTVARIABLES
oneKE Name of a previously deployed oneKE component, where the CU Helm Chart will be applied.
E.g. oneKimny_cluster
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ric_ip The IP address of a ric_k8s

SAMPLEDESCRIPTOR
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2.11UERANSIM

The ueransimcomponent (https://github.com/6GSANDBOX/6Gibrary/tree/main/ueransiny is a special
component whictcan act as a virtualized gNB, an UE or as both at the same time according to the selected input
variables. The gNB catachto anyvirtualized 5G core solutiogiboth inside the same trial network or outside

for some experiments-, and creates a fake RAN where other UERANSIM UEs can connect

It is implemented as a Virtual Machine in OpenNebitstanced from a custom template and appliance which
needs to be previously downloaded to the $& Y Ro02E ariasaqa AYLF3S
(https://marketplace.mobilesandbox.cloud:9443/appliance/service UERANSIM

STESPECIFMARIABLES
- template_id: ID of theJERANSIMM template in an OpenNebula site
- image_id: ID of th&fERANSIMM image in an OpenNebula site.

INPUTVARIABLES

- one_ueransim networks: list of previously deployed subnet components corresponding to the NICs the
VM will have. The first one is expected to always be the tn_vxlan, while additional ones can be vnet
components.

- one_ueransim mode: Deploy the component as a gNB, a UE or as both at the same time.

- one_ueransim_gnb_linked_5gcore: Name of a previously deployed 5G core component. It enables the
optional autocompletion of all the other gNB variables.

- one_ueransim_gnb_amf_n2_ip: IP address of the AMF of the linked 5Gocdhe gNB.

- one_ueransim_gnb_tac: Tracking Area Code (TAC) of the Rirltié gNB.

- one_ueransim_gnb_mcc: Mobile Country Code (MCC) used in the ftti¢ gNB.

- one_ueransim_gnb_mnc: Mobile Network Code (MNC) used in the PauMhE gNB.

- one_ueransim_gnb_slices_sSllice/Service Type (SST) of tHeSSAfor the gNB.

- one_ueransim_gnb_slices_sd: Slice Dlfferentiator (SD) of-N®&SMor the gNB.

- one_ueransim_ue_linked_gnb: Name of a previoiusly deployed UERANSIM in gNB& eraalades the
optional autocompletion of all the other UE variables. Unnecessary if UERANSIM is running as both a
gNB and UE.

- one_ueransim_ue_gnbsearchlist: List of IP addresses where the UE will search for gNBs for Radio Link
Simulation.

- one_ueransim_ue_mcc: Mobile Country Code (MCC) used in the PLMN for the UE.

- one_ueransim_ue_mnc: Mobile Network Code (MNC) used in the PLMN for the UE.

- one_ueransim_ue_msin: Mobile Subscriber Identification Number (M&@8in the PLMN for the UE.

- one_ueransim_ue_key: Permanent subscription key for the UE.

- one_ueransim_ue_opc: Operator Code for the UE.

- one_ueransim_ue_session_apn: Access Point Name (APN) for the initial PDU session for the UE.

- one_ueransim_ue_session_sst: Slice/Service Type (SST) for the initial PDU session for the UE.

- one_ueransim_ue_session_sd: Slice Differentiator (SD) for the initial PDU session for the UE.

OUTPUTNARIABLES
- dzSNY yaAYYPr O0dzai2YYPyl YSHYO2YLRYSYyGwdeLlSyY adzSNI yaiyvYé
- ueransim_<custom_name>_id: VM ID in OpenNebula.
- ueransim_<custom_name>_ips: Asigned IP addresses for each NIC in the VM.
- dzSNY yaAYQPr O0dzad2YyPyl YSHYY2RSY =+ fdzS 2F AyLlzi @I NRI
- ueransim_<custom_name>_gnb_metadata: Dictionary with information about thergiabed input
variables used. Enables the autocompletion of variables in future components.
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- ueransim_<custom_name>_ue_metadata: Dictionary with information about theelated input
variables used. Enables thatocompletion of variables in future components.

SAMPLEDESCRIPTOR
trial_network:

ueransim-custom_name

type: "ueransim”

name "custom_namé

dependencies
- "openbgs_k8scorel"

input:
one_ueransim_networks

- "tn_vxlan'

one_ueransim_mode'both"
one_ueransim_run_gnkrue
one_ueransim_run_udrue
one_ueransim_gnb_linked_5gcaoréopen5gs_k8scorel"
one_ueransim_gnb_amf n2:i{0.21.12.200'
one_ueransim_gnb_ta200
one_ueransim_gnb_mc¢£001"
one_ueransim_gnb_mn¢01"
one_ueransim_gnb_slices_s4t
one_ueransim_gnb_slices_s®00001"
one_ueransim_ue_linked_gnhull B
one_ueransim_ue_gnbsearchlistiocalhost"
one_ueransim_ue_mct001"
one_ueransim_ue _mn¢01"
one_ueransim_ue_msin'0000000001" - k8s

one_ueransim_ue_key465B5CE8B199B49FAASFOA2EE238A6B@
one_ueransim_ue_op¢ESED289DEBA952E4283B54E88E6183CA b's
one_ueransim_ue_session_apinternet" - k8s

one_ueransim_ue_session_s&t
one_ueransim_ue_session_:s®00001" 8s

2.12STRJE

The stf_ue component (https://github.com/6GSANDBOX/6Gibrary/tree/main/stf ug allows the
experimenter to interact and experiment with a reaAndroid UE, from a Smartphone Test Farm
(https://github.com/DeviceFarmer/stfportal present in the site, for a limited period of time. The component
does not only take care of the tempdiaase of the UE, but all the connectivity between the device and the rest
of the components present in the tn_vxlan.

STESPECIFNMARIABLES
- origin: Full URL of the STF web portal
- administrator_token: Token to authenticate as the administrator user in the STF API
- RSOAOSY a20AitS RSOAOS L5 (2 0221 G2 GKS dzaSNI aiyd
- dzZaSNWYFAfTY albAf 2F GKS dzaSNJ aiydza SNE
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INPUTVARIABLES
- any_stf_ue_start_time: Time and date from which the Wgsgrved with RFC 3339 section 5.6 format.
- any_stf_ue_duration: Time in seconds for the UE reservation.

OUTPUWARIABLES
- AGFPdzSr OdzAaG2YYYyH YSHYO2YLRYySylywheLlSy aad¥ydzsSé

SAMPLEDESCRIPTOR
trial_network:

stf_uecustom_name
type: "stf_ue'

name "custom_namé
dependencies
- "nokia_radio-gNB1'
input:
any_stf_ue_duration10800

2.13 Reconfigurable Intelligence SurfaceSERVICES

Reconfigurable Intelligent Surfaces (RIS) corresponds to a planar surface composed-ceflsjnivhose
properties can be controlled dynamically to 'tune' the incident wireless signals through reflection, refraction,
focusing, collimation, modulation or abrption. RIS can be potentially deployed for both indoor and outdoor
usage, including offices, airports, shoppicenters lamp posts and advertising billboards, and may take any
shape or be integrated onto objects. Its characteristics may also redalvianergy consumption, making RIS a
sustainable technology solution. RIS can be configured to operate at any part of the radio spectrum, including
frequencies from below 6 GHz to THz, and may harness tools from Artificial Intelligence (Al) and Machine
Leaning (ML) to enable systems operation and optimization.

As RIS is envisaged to be a new enabling candidate wireless technology for the caatl@ sifjnals between

a transmitter and a receiver in a dynamic and gmdénted way, turning the wireless environment into a service.
This has motivated a host of potential hew use cases targetinthatenhancement of various system key
performanceindicators (KPIs), arttie support of new wireless technology applications and capabilifieese
include enhancements to the capacity, coverage, positioning, secanitysustainability, as well as the support
of further sensing, wireless power transfer, and ambient backscattering capabilities.

INPUTVARIABLES
- ris_fO: "Frequency (GH26.5GHz, 29.5Ghz"
- ris_dist: "Distance (m)"
- ris_phi_t: "Incident angle azimuth (degreeS60)"
- ris_theta_t: "Incident angle polar (degree€0)"
- ris_num_phi_r: "Number of azimuth segments (1, num_phi_r * num_theta_r <= 256)"
- ris_phi_r_low: "Receiver azimuth low (degree36D)"
- ris_phi_r_high: "Receiver azimuth high (degree360)"
- ris_num_theta_r: "Number of polar segments (1, num_phi_r * num_theta_r <= 256)"
- ris_theta_r_low: "Receiver polar low (degree9@)"
- ris_theta_r_high: "Receiver polar high (degrees0)"
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STESPECIFNMARIABLES
None

OUTPUNARIABLES
None

SAMPLEDESCRIPTOR

: "tn_init"

[]

2.14 OPENOGORE

Thiscomponetrepresents a VM with the Open5gCore 5G Core network inside customized ready to be used in
the 6GSANDBOX trial networkihe integratedJPF can be configured to utilize Linux XDP/eBPF to accelerate
the datapath.
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TRIAL NETWORK

loadcore_agent-dn loadcore_agent-gnb

tn_bastion

EXPERIMENTER

~ VPN ACCESS ] “3
\ gy

-

openSGceore
VM openSgcore_vm
MIDDLEWARE I

The Fraunhofer FOKUS Open5GCore toolkit is the first global practical implementation of the 3GPP 5G core
network, supporting the functionalities of 3GPP Releases 17 and 18. Tailored for R&D activities, Open5GCore
ensures compatibility with both 5G base titas and user equipmenDesigned to accelerate research and
facilitate the transfer of expertise from Fraunhofer FOKUS to users, Open5GCore provides a robust foundation
for 5G testbed deployments, trials, pilots, and the advancement of functionaliticfsifiore-beyond 5G and 6G
standards. Open5GCore implements the new 5G components as standalone, independent of the previous 4G
EPC functionality. This approach allows for rapid, focused innovation in 5G technology, enabling practical, hands
on implementation and realistic evaluation and denstmation of novel concepts and applications.

STESPECIFNMARIABLES
template_id: ID of the Open5GS VM template to use in your OpenNebula environment
image_id: ID of the Open5GS VM image to use in your OpenNebula environment
license_crt: contents of the open5gcore license certificate
testbed_sim_sql: Optional: SQL dump with sim card credentials used in the udm_db

INPUTVARIABLES
one_open5gcore_vm_external_vnet: Virtual Network name asigned to the VM for management
purposes.
one_open5gcore_vm_internal_vnet: Optional list of 1 or 2 vnets used for interfaces N2 (AMF) and N3
(UPF) respectivelly.
one_open5gcore_vm_size: Select one type of instance according to your hardware requirements.
one_open5gcore_vm_amf_n2_ip: IPv4 address of the AMF in the 5G core network.
one_open5gcore_vm_upf_n3_ip: IPv4 address of the UPF in the 5G core network.
one_open5gcore_vm_ue_count: Number of UEs to be provisioned staring from MSIN
one_open5gcore_vm_tac: Tracking Area Code (TAC)
one_open5gcore_vm_mcc: Mobile Country Code (MCC)
one_open5gcore_vm_mnc: Mobile Network Code (MNC)
one_open5gcore_vm_msin: Mobile Subscriber Identification Number (MSIN) 9 or 10 digits inside
guotes. mcc + mnc + msin must add to exactly 15
one_open5gcore_vm_key: Permanent Subscription Key of each UE.
one_open5gcore_vm_opc: Operator Code (OP or OPC) of each UE.
one_openb5gcore_vm_apn: APN/DNN used for PDU session.
one_open5gcore_vm_s_nssai_sst: SST of tNESAI
one_openb5gcore_vm_s_nssai_sd: SD of thNSSAI
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one_openb5gcore_vm_ue_subnet: Subnet to be used by the UEs.
one_open5gcore_vm_upf_xdp: Enable UDP XDP Datapath acceleration

OUTPUTNARIABLES
Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components. Each variable has a short description of what it does for informational purposes.

open5gcore_vm- core -id : Variable tied to a specific deployment of this component.
open5gcore_vm- core - ips : Dictionary of VM IP addresses.

open5gcore_vm- core - metadata : Metadata including AMF and UPF IPs, UE provision info, PLMN
IDs

SAMPLEDESCRIPTOR

."tn_init”
(]
{}

"vnet"
llrjzlr

"tn_1init"

“10.10.10.
"open5gcore_vm"
"core"

"tn_init"
"vnet-n2"

"small"
"tn_vxlan"

- "vnet-n2"

2.150PENGSAS AVM

Open5GS is an advanced, opmurce project designed for building and managing your own NR/LTE mobile

network. Whetherg 2 dzZQNBE &SGOG dGAy 3 dzLJ ' LINAGFGS ySGeg2N)] F2N G6Sad
robust solution for configuring both 5G (NR) and LTE (evolved) networks (R&®adéore info in the official
documentation:https://open5gs.org/open5gs/docs/

The 6GLibrary component refers t@pen5GSver a generapurpose Virtual Machine based on Ubuntu 22.04
LTS. Bdefault,the Open5GS version 2.7.2 will be used. The deployment will lzdi-anone solutionwith a
small footprint compared to theontainerbasedk8sinstallation,which is als@vailableas a librarycomponent
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TRIAL NETWORK WP5 VM

loadcore_agent-dn loadcore_agent-gnb

tn_bastion
EXPERIMENTER -
~ VPN ACCESS i“g " " i
| D . il

L) 9.
@ R
*o Op;nSGS ‘

VM
MIDDLEWARE

STESPECIFNMARIABLES
template_id: ID of the Open5GS VM template to use in your OpenNebula environment
image_id: ID of the Open5GS VM image to use in your OpenNebula environment
testbed_sim: Optional: contents of a shell script to provision sim card secrets used in the testbed

INPUTVARIABLES
one_open5gs_vm_external_vnet: Virtual Network naassignedo the VM for management purposes.
one_open5gs_vm_internal_vnet: Optional list of 1 or 2 vnets used for interfaces N2 (AMF) and N3 (UPF)
respectively
one_open5gs_vm_size: Select one type of instance according to your hardware requirements.
one_open5gs_vm_amf_n2_ip: IPv4 address of the AMF in the 5G core network.
one_open5gs_vm_upf n3_ip: IPv4 address of the UPF in the 5G core network.
one_open5gs_vm_ue_count: Number of UEs to be provisioned.
one_open5gs_vm_tac: Tracking Area Code (TAC)
one_open5gs_vm_mcc: Mobile Country Code (MCC)
one_open5gs_vm_mnc: Mobile Network Code (MNC)
one_open5gs_vm_msin: Mobile Subscriber Identification Number (MSIN)
one_open5gs_vm_key: Permanent Subscription Key of each UE.
one_open5gs_vm_opc: Operator Code (OP or OPC) of each UE.
one_open5gs_vm_apn: APN of the initial PDU session.
one_open5gs_vm_s_nssai_sst: SST of tNSSAI
one_open5gs_vm_s_nssai_sd: SD of tiNSSAI
one_open5gs_vm_ue_subnet: Subnet to be used by the UEs.
one_open5gs_vm_use_nightly: Install the Nightly version of Open5GS
one_open5gs_vm_install_webui: Install the Open5GS Web Ul

OUTPUTNARIABLES

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components.

Each variable has a short description of what it does for informational purposes.

open5gs_vm id : "Variable tied to a specific deployment of this component.”
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tn_ssh_public_key : "Variable with a global name. Generated by a component that can only be
deployed once per TN, such as tn_init"

SAMPLEDESCRIPTOR

"'tniinit"
[]
{}

"vnet"
"2 "

"tn_init"

{}

"open5gs_vm"
"core"

"tn_init"
"vnet-n2"

"tn_vxlan"

- "vnet-n2"

2.16 OPENDGSNKUBERNETES

The openbgs_k8s componenittfps://github.com/6GSANDBOX/6Gibrary/tree/main/open5gs_k8shallows
the experimenter to deploy and use their own fully functional 5G SA core inside their Trial Network.

This component implements Open5@S a helm chart over a previously deployed oneKE component, according
to the configuration from the input variables.

STESPECIFNARIABLES
None

INPUTVARIABLES
- one_openbgs k8s_targeName of a previou&ubernetescluster component in the Trial Network,
where OpeGSwill be deployed.
- one_open5gs_k8s _amf n2_ip: IP address of the AMF in the 5G core network.
- one_open5gs_k8s_upf_n3_ip: IP address of the UPF in the 5G core network.
- one_openbgs_k8s_ue_count: Total number of UEs expected to connect to the 5G core.
- one_open5gs_k8s_tac: Tracking Area Code (TAC) of the PLMN.
- one_open5gs_k8s_mcc: Mobile Country Code (MCC) used in the PLMN.
- one_open5gs_k8s_mnc: Mobile Network Code (MNC) used in the PLMN.
- one_open5gs_k8s_msin: Mobile Subscriber Identification Number (MSIN) used in the PLMN.
- one_open5gs_k8s_key: Permanent Subscription Key of each UE.
- one_open5gs_k8s_opc: Operator Code of each UE.
- one_open5gs_k8s_apn: Access Point Name (APN) of the initial PDU sessiestabbshed
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- one_open5gs_k8s_s nssai_sst: Slice/Service Type (SST) - iSIsAE
- one_open5gs_k8s_s nssai_sd: Slice Differentiator (SD) ofNI&S3ll.

OUTPUWARIABLES
- open5gs k8¢ f Odza i 2Y Pyl YSHYODpensg ¥88y i@ LISY a2
- openbgs_k8s<custom_name>5gcore metadata: Dictionary with information about the input
variables used. Enables the autocompletion of variables in future components.

SAMPLEDESCRIPTOR
trial_network:

open5gs_k8scustom_name
type: "open5gs_k8%
name "custom_namé
dependencies
- "oneKEcluster"
input:
one_open5gs_k8s_targetoneKE-cluster"

2.17ONBNEF

ONEMNEF &scomponent that providethe option tothe experimenter taleploya Microservicebased Network
Exposure Function (NERa Open5GSyroviding two specific APTEraffic_Influence and AS_Session_with_QoS

https://github.com/6 GSANDBOX/6Gibrary/tree/feature/onemnefcomponent/onemnef

STESPECIFNARIABLES
None

INPUTVARIABLES
one_onemnef_oneKE: "oneKEBs"

mqtt_host: "messagebroker.onemnef"
mongodb_host: "db.onemnef"
nwg_ingress_fgdn: "ngw.onemnef"

# nwg_ip_address: "nwg_ip_address"

sgw_host: "sgw.onemnef"
use_capif: false
capif_host: false
capif_http_port: 80
capif_https_port: 443
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nrf_host: "open5gsnrf-shi.open5gs"
nrf_port: "7777"

amf_host: "open5gsamf-sbi.open5gs"
amf_port: "7777"

pcf_host: "open5gspcf-shi.open5gs™
pcf_port: "7777"

smf_host: "open5gssmf-shi.open5gs"
smf_port: "7777"

bsf_host: "open5gssf-shi.open5gs"
bsf_port: "7777"

udm_host: "open5gsudm-sbi.open5gs"
udm_port: “7777"

SAMPLEDESCRIPTOR
type:

name:

dependencies:

input:
one_onemnef_oneKE:

mqtt_host:

mongodb_host:

nwg_ingress_fqdn:

# nwg_ip_address:

sgw_host:

use_capif:
capif_host:
capif_http_port:
capif_https_port:
nrf_host:
nrf_port:
amf_host:
amf_port:
pcf_host:
pcf_port:
smf_host:
smf_port:
bsf_host:
bsf_port:
udm_host:
udm_port:

2.18 NWDAF STREAM\NALYSER

Deliverable D3

"core_k8s'
"custom_name]

"oneKEk8s"

"oneKEBs"

"messagebroker.onemnef"
"db.onemnef
"ngw.onemne

"nwg_ip_address"

"open5gsnrf-shi.open5gs'
T
"open5gsamf-shi.open5gs’
T
"openbgsocf-shi.open5gs'
T
"open5gssmf-shi.open5gs’
T
"open5ghsf-shi.open5gs’
T
"open5gsudm-sbi.open5gs'
T

NWDAF_StreamAnalyzer is a component that allows the experimenter to retrieve that can provide statistics and
predictions, according to the 3GPP TS29.58he two events that are supported are: (A) the
UE_COMMUNICATION event and (B) the NUM_OF_UE event. The metrics we support for the
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UE_COMMUNICATION event are (i) the downlink rate of a UE of interest and (ii) the uplink rate of a UE of
interest. https://github.com/6 GSANDBOX/6Gibrary/tree/feature/nwdaf_sa

STESPECIFNARIABLES
one_nwdaf_sa_prometheus_url in Athens Testbed
one_nwdaf _sa_amarisoft_url in Athens testbed
INPUTVARIABLES

one_nwdaf_sa_ prometheus_urhttp://10.220.2.104:9090/api/v1l/query"
one_nwdaf_sa_prometheus_query_instance:"smf.open5gs.org:9090" one_nwdaf sa_prometheus_query_job:
"open5gssmfd" one_nwdaf _sa_amarisoft_url: "ws://10.220.2.10:9000"

OUTPUIVARIABLES
None.

SAMPLEDESCRIPTOR

trial_network:

tn_init:

type: "tn_init"

dependencies: []

input:

one_vxlan_mtu: 1450
one_vxlan_guest_mtu: 1400

vnet-internal:

type: "vnet"

name: "internal”

dependencies:

- "tn_init"

input:

one_vnet_first_ip: "10.10.10.1"
one_vnet_netmask: 24
one_vnet_address_size: 100

one_vnet_gw: "10.10.10.1"

one_vnet_dns: "1.1.1.1"

one_vnet_mtu: 1450

one_vnet_guest_mtu: 1400

oneKEcluster:

type: "oneKE"

name: "cluster"”

dependencies:

- "tn_init"

- "vnet-internal”

input:

one_oneKE_external_vnet: "tn_vxlan"
one_oneKE _internal_vnet: "vnenternal”
one_oneKE_version: "131"

# one_oneKE_multus: true # Default value

# one_oneKE_cni_plugin: "canal" # Default value
# one_oneKE_metallb: true # Default value
one_oneKE metallb_range: "10.21.12.24@1.21.12.240"
# one_oneKE_longhorn: true # Default value
# one_oneKE_traefik: false # Default value
# one_oneKE_nginx_passthough: false # Default value
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nwdaf sacore:
type: "nwdaf_sa"
name: "core"
dependencies:

- "oneKE-cluster"

input:

one_nwdaf_sa_target: "oneké&uster"
one_nwdaf_sa_prometheus_urlhttp://10.220.2.104:9090/api/v1/query
one_nwdaf_sa_prometheus_query_instance: "smf.open5gs.org:9090"
one_nwdaf_sa_prometheus_query_job: "opensgsifd"
one_nwdaf sa amarisoft_url: "ws://10.220.2.10:9000"

2.19 OPENSAND

OPENSAND_GWGATEWAY

The OpenSAND_GW component is the Gateway node of the OpeA&SHDNTN emulation setup. It connects
the terrestrial network with the emulated satellite system and handles the sending of IP traffic through the
satellite link. It is deployed as a virtual ane on the Athens platform, using OpenNebula and automation
scripts that configure its network settings and XML files (infrastructure.xml, profile.xml).

This component is part of a complete emulation implementation together with OpenSAND_SAT (Satellite) and
OpenSAND_ST (Satellite Terminal). It enables dynamic switching between terrestrial and satellite paths. The
Gateway can also be controlled through &SREAPI (built with FastAPI), which allows users to start/stop it and
adjust its configuration during experiments.

trial_network:

tn_init:
type: "tn_init"
dependencies: []
input: {}Add commentMore actions
vnet-gw_server:
type: "vnet"
name: "gw_server"
dependencies:
-"tn_init"
input:
one_vnet_first_ip: "10.20.2.1"
one_vnet_netmask: "255.255.255.0"
one_vnet address_size: 100
one_vnet_gw: "10.20.2.1"
one_vnet dns: "8.8.8.8"
opensand_gwgw:
type: "opensand_gw"
name: "gw"
dependencies:
- "tn_init"
- "vnet-satellite_vnet"
input:
one_opensand_gw_networks:
-"tn_vxlan"
- "vnet-satellite_vnet"
- "vnet-gw_server"
vm_kvm-server:
type: "vm_kvm"
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name: "server"
dependencies:

-"tn_init"
input:

one_vm_kvm_size: "small" # extra_large, large, medium, small, very_small
one_vm_kvm_networks:

-"tn_vxlan"

- "vnet-gw_server"

OPENBAND_SA[SATELLITE

The OpenSAND_SAT component emulates the satellite node in the Opeh@sd&tDNorTerrestrial Network.

It works as a transparent relay between the Gateway (OpenSAND_GW) and the Satellite Terminal
(OpenSAND_ST), forwarding all traffic while applying adiifiatency, jitter, and network shaping. This allows
realistic emulation of satellite propagation effects (e.g., high delay links).

Like the other OpenSAND components, it is deployed as a virtual machine on the Athens platform using
OpenNebula. It is automatically configured with predefined XML files and can be controlled through the same
REST API used by other nodes.

This component is essential for any experiment that involves the satellite path and must always be used in
combination with the other two nodes (GW and ST).

trial_network:

tn_init:
type: "tn_init"
dependencies: []
input: {}Add commentMore actions
vnet-satellite_vnet:
type: "vnet"
name: "satellite_vnet"
dependencies:
- "tn_init"
input:
one_vnet_first_ip: "10.20.1.1"
one_vnet_netmask: "255.255.255.0"
one_vnet _address_size: 100
one_vnet_gw: "10.20.1.1"
one_vnet dns: "8.8.8.8"
opensand_safsat:
type: "opensand_sat"
name: "sat"
dependencies:
-"tn_init"
- "vnet-satellite_vnet"
input:
one_opensand_sat_networks:
-"tn_vxlan"
- "vnet-satellite_vnet"

OPENSAND_STSATELLITEERMINA)L

The OpenSAND_ST component emulates the Satellite Terminal (ST)aethiek the useside endpoint of the
OpenSAND NTN emulation chain. It is the component that receives IP traffic from the satellite path and is
typically used in combination with traffic generators like iperf3.
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In the Athens platform, it is deployed as a virtual machine, with predefined configuration files loaded
automatically.

This component is a required part of any etadend OpenSAND experiment and must be deployed along with
the OpenSAND_GW and OpenSAND_SAT.

trial_network:

tn_init:
type: "tn_init"
dependencies: []
input: {}Add commentMore actions
vnet-st_client:
type: "vnet"
name: "st_client"
dependencies:
-"tn_init"
input:
one_vnet_first_ip: "10.20.3.1"
one_vnet_netmask: "255.255.255.0"
one_vnet _address_size: 100
one_vnet_gw: "10.20.3.1"
one_vnet_dns: "8.8.8.8"
opensand_stst:
type: "opensand_st"
name: "st"
dependencies:
- "vnet-satellite_vnet"
input:
one_opensand_st_networks:
- "tn_vxlan"
- "vnet-satellite_vnet"
- "vnet-st_client"
vm_kvm-client:
type: "vm_kvm"
name: "“client"
dependencies:
- "tn_init"
input:
one_vm_kvm_size: "small" # extra_large, large, medium, small, very_small
one_vm_kvm_networks:
- "tn_vxlan"
- "vnet-st_client"

SAMPLEDESCRIPTOR
trial_network:

tn_init:
type: "tn_init"
dependencies: []
input: {{Add commentMore actions
vnet-satellite_vnet:
type: "vnet"
name: "satellite_vnet"
dependencies:
-"tn_init"
input:
one_vnet first ip: "10.20.1.1"
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one_vnet _netmask: "255.255.255.0"
one_vnet_address_size: 100
one_vnet_gw: "10.20.1.1"
one_vnet_dns: "8.8.8.8"
vnet-st_client:
type: "vnet"
name: "st_client"
dependencies:
-"tn_init"
input:
one_vnet_first_ip: "10.20.3.1"
one_vnet_netmask: "255.255.255.0"
one_vnet_address_size: 100
one_vnet_gw: "10.20.3.1"
one_vnet_dns: "8.8.8.8"
vnet-gw_server:
type: "vnet"
name: "gw_server"
dependencies:
-"tn_init"
input:
one_vnet_first_ip: "10.20.2.1"
one_vnet_netmask: "255.255.255.0"
one_vnet_address_size: 100
one_vnet_gw: "10.20.2.1"
one_vnet_dns: "8.8.8.8"
opensand_safsat:
type: "opensand_sat"
name: "sat"
dependencies:
-"tn_init"
- "vnet-satellite_vnet"
input:
one_opensand_sat_networks:
-"tn_vxlan"
- "vnet-satellite_vnet"
opensand_stst:
type: "opensand_st"
name: "st"
dependencies:
- "vnet-satellite_vnet"
input:
one_opensand_st_networks:
-"tn_vxlan"
- "vnet-satellite_vnet"
- "vnet-st_client"
opensand_gwgw:
type: "opensand_gw"
name: "gw"
dependencies:
- "tn_init"
- "vnet-satellite_vnet"
input:
one_opensand_gw_networks:
- "tn_vxlan"
- "vnet-satellite_vnet"
- "vnet-gw_server"
vm_kvm-server:
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type: "vm_kvm"
name: "server"
dependencies:
- "tn_init"
input:
one_vm_kvm_size: "small" # extra_large, large, medium, small, very_small
one_vm_kvm_networks:
- "tn_vxlan"
- "vnet-gw_server"
vm_kvm-client:

type: "vm_kvm"
name: "client"

dependencies:
-"tn_init"
input:
one_vm_kvm_size: "small" # extra_large, large, medium, small, very_small
one_vm_kvm_networks:
-"tn_vxlan"
- "vnet-st_client"

2.20P4UPF

The UPHP4 SW component deploys a-Pdsed implementation of the 5G User PlafRgnction (UPF) on an
Ubuntu 22.04LTS virtual machine. This component leverages the P4 programming language to define packet
processing behavior, providing complete control and flexibility over network traffic management through a Next
Generation Software Defined Networking (MBN) apprach.

The component consists of three main parts: ab@d4ed data plane running on BMv2 with Stratum, a Python
based UPF controller, and Open5GS Release 16 components for 5G core network control. All services are
containerized using Docker for easy deploymerd amnagement.

TRIAL NETWORK
~HKVM
» vm_kvm-pdn
tn_bastion -
. e 4 ’ [ “ “““““
™ VPN ACCESS "? g - vnet-nG :

I T anme :
y :

EXPERIMENTER .
| nNSGS
: » p upf-p4 Ooee
:. ol open5gs-core
i *
i :
P . ST - ooy pommmes B
[ tn_vxlan 3 1 vnet-n1_n3
------------------------------ .':::::""" '----------’-----""'
— -._
D RS R -
UERANSIM UERANSIM
50 SOLUTIONS 50 SOUTONS
ueransim-ue ueransim-gnb

This component requires a previous "tn_bastion" component to be previously deployed and referenced in the
network configuration. The component uses an '‘Ubuntu 22.04' appliance that mustey@usly installed on

your OpenNebula site. The component is specifically designed for deployment within 5G trial networks and
supports integration with gNodeB and UE components for complete 5G network testing scenarios.
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STESPECIFNMARIABLES
template_id: ID of the Ubuntu 22.04 LTS VM template to use in your OpenNebula environment
image_id: ID of the Ubuntu 22.04 LTS VM image to use in your OpenNebula environment
harbor_token:Token to authenticate against the Harbor registry
(https://dockerhub.mobilesandbox.cloud:9443)

INPUTVARIABLES

one_upf_p4_sw_networks: Ordered list of Virtual Network names the VM will be part of. In most cases first
one should always be the tn_vxlan

one_upf_p4 sw_open5gs_amf _ngap_addr: Address to expose the Core Access and Mobility Management
Function (AMF)

one_upf_p4_sw_controller_upf_ipv4_n3: Address to expose the N3dnipf Core User Plane Function
(UPF)

one_upf_p4_sw_openb5gs_control_tac: Tracking Area Code in the PLMN

one_upf_p4_sw_open5gs_control_mcc: Mobile Country Code (MCC) used in the Public Land Mobile
Network (PLMN). 3 digits inside quotes. mcc + mnc + msin must add to exactly 15

one_upf_p4_sw_open5gs_control_mnc: Mobile Network Code (MNC) used in the Public Land Mobile
Network (PLMN). 2 or 3 digits inside quotes. mcc + mnc + msin must add to exactly 15

one_upf_p4_sw_open5gs_control_msin: Mobile Subscriber Identification Number (MSIN) used in the
Public Land Mobile Network (PLMN). 9 or 10 digits inside quotes. mcc + mnc + msin must add to exactly
15
one_upf_p4_sw_open5gs_control_key: Permanent Subscription Key
one_upf_p4_sw_open5gs_control_opc: Operator Code
one_upf_p4_sw_open5gs_control_apn: Access Point Name (APN) of the initial PDU session to be
established
one_upf_p4_sw_open5gs_control_s_nssai_sst: Slice/Service Type (SST) of th&ledinglke Slice
Selection Assistant Information-\&SSAIl)
one_upf_p4_sw_open5gs_control_s_nssai_sd: Slice Differentiator (SD) of the-Netglerk Slice
Selection Assistant Information-f\&SAIl)
one_upf_p4_sw_controller_upf_ipv4_n6: Address to expose the Néfdipf Core User Plane Function
(UPF)
one_upf_p4_sw_controller_enb_ipv4_n3: Address of the eNB to connect to the UPF
one_upf_p4_sw_controller_dn_ipv4_n6: Address of the PDN to connect to the UPF
one_upf_p4_sw_ue_pool: Pool of IP addresses to be used as the UE pool

OUTPUTNARIABLES
Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components. Each variable has a short description of what it does for informational purposes.

__entity_name__component_type: "upf_p4_sw"

__entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest"

__entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest"
__entity_name__5gcore_metadata: Contains comprehensive 5G core metadata including AMF N2 IP,
UPF N3/N6 IPs, UE count, tracking area code, mobile country/network codes, subscriber identification,
authentication keys, operator codes, access point names, network slice information, and UE subnet
configuration

2.21IN-BANDNETWORHELEMETRY
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The INTP4 SW componentleploys a comprehensive -iand Network Telemetry (INT) solution using P4
programming language on Ubuntu 22.04 LTS virtual machines. This component implements a complete INT
pipeline consisting of source switches (that insert telemetry headers), trawstithes (that add hogby-hop
metadata), and sink switches (that extract and report telemetry data) along with a dedicated collector virtual
machine for data processing and visualization.

The component leverages ®ésed data plane running on BMv2 with Stratum, Pytbased controllers for INT
management, and includes InfluxDB and Grafana integration for telemetry data storage and visualization. All
services are containerized using Dockardasy deployment and management.

TRIAL NETWORK
tn_bastion
™ VPN ACCESS | "j|
- *>--
\ 0
- PRSGLAED
EXPERIMENTER
---------------------------------------------------------------------------------
H
WKMoy VM
vm_kvm :gi_ h :g“ - :5“ e 153_ vm_kvm
generator > ‘\E ' -— "?‘f; ' ~— _-?Z‘E ' — __>‘\% ' - external
] INT-P4 Switch 0 | «___! INT-P4 Switch1 | «___! INT-P4 Switch 2 b ]

This component requires a previolts_bastion" component to be previously deployed and referenced in the
network configuration. The component uses custom appliances that must be previously installed on your
OpenNebula site. The component is specifically designed for network monitoringeafatmance analysis in

trial networks, supporting flexible configurations for different network topologies and telemetry requirements.

STESPECIFNMARIABLES
collector_template_id: ID of the INF4 Collector VM template to use in your OpenNebula
environment collector_image_id: ID of the HRE Collector VM image to use in your OpenNebula
environment switch_template_id: ID of the Ubuntu 22.04 LTS VM template to use in your OpenNebula
environment switch_image_id: ID of the Ubuntu 22.04 LTS VM image to use in your OpenNebula
environment  harbor_token: Token to authenticate against the Harbor registry
(https://dockerhub.mobilesandbox.cloud:94%3

INPUTVARIABLES
one_int_p4_sw_cpu: Number of CPUs for all VMs (switches and collector)
one_int_p4_sw_memory: Memory in MB for all VMs (switches and collector)
one_int_p4_sw_disk: Disk size in MB for all VMs (switches and collector)
one_int_p4_sw_switches: Configuration for HRZ switches with type, networks, and detailed INT
configuration
one_int_p4_sw_collector: Configuration for H¥% collector including networks and collecgpecific
settings

OUTPUTNARIABLES
Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components. Each variable has a short description of what it does for informational purposes.

__entity_name__component_type: "int_p4_sw"
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__entity_ name__int_p4_sw_metadata: Contains comprehensive INT metadata including switch IPs,
switch IDs, collector IP, collector ID, and bastion IP for network monitoring and management

2.22 TIMESENSITIVRETWORKING

Thetsn component (https://github.com/6GSANDBOX/6Gibrary/tree/main/tsr) allows the experimenter to
deploy and usdhe Time-Sensitive Networking equipment available on the Malaga platform, including 2 TSN
endpoints (Relyum) and 1 TSN bridge (Relyum)

This componenserves as a valuable tool in enhancing the transport network of the Malaga infrastructure,
enabling the attainment of the requisites features for deterministic communications. These features consist of
ensuring low latency, delivering quality of servicéficgent traffic management, traffic prioritization, and
reliability.

TSN TSN
endpoint PC endpoint PC

(&) VPN ACCESS

%

EXPERIMENTER

STESPECIFNARIABLES
None

INPUTVARIABLES
- tsn_bridge_numberNumber of TSN Bridges to be instantiafetoices [1])
- tsn_endpoint_numberNumber of TSN Endpoints to be instantiatetioices [12])

OUTPUTNARIABLES

- tsn_bridge_1_ipv4TSN bridge #1 IPv4 address

- tsn_endpoint_1_ipv4TSN endpoint #1 IPv4 address
- tsn_endpoint 2_ipv4 TSN endpoint 21Pv4 address

SAMPLEDESCRIPTOR
trial_network:
tn_init:
type: "tn_init"
dependencies: []
input:
one_vxlan_netmask: 24
one_vxlan_first_ip: "192.168.214.1"

one_vxlan_address_size: 254
one_bastion_vpn_clients: 3
one_bastion_vpn_allowedips: "0.0.0.0/0"
tsn:
type: "tsn"
dependencies: ["tn_init"]

input: {}
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2.23 EXPERIMENIFECYCIMANAGERELCM)

ELCM (Experiment Lifecycle Management) is a system designed to manage the complete lifecycle of experiments
in research and developmeenvironments. It provides a REST API backend built with Python and-based

frontend also developed in Python. The experiments executed through ELCM allow storing collected metrics in
an InfluxDB database, enabling efficient data storage and retrfevdurther analysis. The ELCM component
supports linking Grafana and InfluxDB components or directly using the Momjtodmponent that includes
Grafana, InfluxDB and Prometheus in a virtual machtoe. further details, check the official documentation
(BackendFrontend

tn_bastion

~ VPN ACCESS :> - @ elcm

s st mranaar 211

2\ b@ i

EXPERIMENTER =

STESPECIFNARIABLES
- template_id: ID of the ELCM VM template to use in your OpenNebula environment
- image_id: ID of the ELCWM image to use in your OpenNebula environment

INPUTVARIABLES
- one_elem_influxdb: Name of the InfluxDB component used to store the metrics
- one_elecm_grafana: Name of the Grafana component used to visualize the metrics

OUTPUTNARIABLES
Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components. Each variable has a short description of what it does for informational purposes.

- entity_name__component_type: "elcm"
- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest"
- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest"

2.24 MONITORING

Monitoring iscomposed of the following components:

InfluxDBis a timeseries database designed to handle large volumes of event and metric data. It is ideal for
applications that require high performance in data writes, such as infrastructure monitoring, log analysis, or loT
sensor metrics. In this project, InflDB is used to store and query tifdbased data, enabling trend analysis,
alerting, and reatime visualization. Its ability to efficiently manage large amounts of data and integration with
various visualization tools like Grafana make InfluxDB aallext solution for such applications.

Grafanais an opersource platform for monitoring and observability. It provides a powerful and flexible way to
visualize data from various sources, including databases, cloud services, and other monitoring tools. Grafana
allows users to create interactive dastdrds, set up alerts, and analyze data in +&alke. It is widely used for
infrastructure monitoring, application performance management, and business intelligence.
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Prometheusis an opersource systems monitoring and alerting toolkit originally built at SoundCloud. It is
designed for reliability and scalability, allowing users to collect and store metrics as time series data, providing
powerful querying capabilities and a flble alerting system. Prometheus is widely used for monitoring ¢loud
native applications, microservices and containerized environments, making it a popular choice in the DevOps
community.

2.24.1 INFLUDBC TNDEDICATED

InfluxDB is a timaeriesdatabase designed to handle large volumes of event and metric data. It is ideal for
applications that require high performance in data writes, such as infrastructure monitoring, log analysis, or loT
sensor metrics. In this project, InfluxDB is used toestand query timebased data, enabling trend analysis,
alerting, and reatime visualization. Its ability to efficiently manage large amounts of data and integration with
various visualization tools like Grafana make InfluxDB aallext solution for such applications.

STESPECIFNMARIABLES
- template_id: ID of the InfluxDB VM template to use in yOwenNebula environment
- image_id: ID of the InfluxDB VM image to use in your OpenNebula environment

INPUTVARIABLES

- one_influxdb_version: InfluxDB version to be installed. Format: X.X.X. Example: 2.7.11

- one_influxdb_user: Username used to login into the InfluxDB

- one_influxdb_password: Password used to login into the InfluxDB. Required to be at least 8 characters long
- one_influxdb_org: Organization name. Required if InfluxDB v2 is selected

- one_influxdb_bucket: Bucket name. For InfluxDB v1, it is the name of the database

- one_influxdb_token: Token used to login into the InfluxDB. Required if InfluxDB v2 is selected

OUTPUTNARIABLES
Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components Each variable has a short description of what it does for informational purposes.

- entity_name__component_type: "influxdb"

- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest"

- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest"

- entity_name__influx_conf: # Dictionay of InfluxDB configuration. Generated from Terraform Manifest

2.24.2 GRAFANA

Grafana is an opegsource analytics and monitoring platform that allows users to visualize and analyze data from
various sourcefn reaktime. It provides a powerful and flexible interface for creating interactive dashboards,
enabling users to monitor metrics, logs, and other data in a visually appealing way. Grafana supports a wide
range of data sources, including timseries dathases like InfluxDB, Prometheus and Elasticsearch, making it an
ideal choice for infrastructure monitoring, application performea management, and business intelligence.

STESPECIFNARIABLES
- template_id: ID of the Grafana VM template to use in yoyenNebula environment
- image_id: ID of the Grafana VM image to use in your OpenNebula environment

INPUTVARIABLES
- one_grafana_version: Grafana version to be installed. Format: X.X.X. Example: 11.6.0
- one_grafana_password: Password of the ‘admin’ user in Grafana. Required to be at least 8 characters long

OUTPUTVARIABLES
44

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022



SAND Deliverable DR

BOX

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
componentsEach variable has a short description of what it does for informational purposes.

- entity_name__component_type: "grafana"

- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest"

- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest"

- entity_name__grafana_conf: # Dictionay of Grafana configuration. Generated from Terraform Manifest

2.24.3 PROMETHEUS

Prometheus is an opesource systems monitoring and alerting toolkit originally built at SoundCloud. It is
designed for reliability and scalability, allowing users to collect and store metrics as time series data, providing
powerful querying capabilitiesnal a flexible alerting system. Prometheus is widely used for monitoring €loud
native applications, microservices and containerized environments, making it a popular choice in the DevOps
community.

STESPECIFNMARIABLES
- template_id: ID of the Prometheus VM template to use in your OpenNebula environment
- image_id: ID of the Prometheus VM image to use in your OpenNebula environment

INPUTVARIABLES
- one_prometheus_version Prometheusversion to be installed. Format: X.X.X. Example: 2.53.4

OUTPUTNARIABLES
Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components Each variable has a short description of what it does for informational purposes.

- entity_name__component_type: "prometheus”
- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest"
- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest"

2.25INTP4SW

The UPHP4 SW component deploys a-Bdsed implementation of the 5G User Plane Function (UPF) on an
Ubuntu 22.04 LTS virtuadachine. This component leverages the P4 programming language to define packet
processing behavior, providing complete control and flexibility over network traffic management through a Next
Generation Software Defined Networking (#$BN) approach.

The component consists of three main parts: ab@4ed data plane running on BMv2 with Stratum, a Python
based UPF controller, and Open5GS Release 16 components for 5G core network control. All services are
containerized using Docker for easy deploymerd amnagement.

This component requires a previous "tn_bastion" component to be previously deployed and referenced in the
networks configuration. The component uses a 'Ubuntu 22.04' appliance that must be previously installed in
your OpenNebula site. The component is sfieally designed for deployment within 5G trial networks and
supports integration with gNodeB and UE components for complete 5G network testing scenarios.

STESPECIFNMARIABLES

- template_id: ID of the Ubuntu 22.04 LTS VM template to use in your OpenNebula environment

- image_id: ID of the Ubuntu 22.04 LTS VM image to use in your OpenNebula environment

- harbor_token: Token to authenticate against the Harbor registry
(https://dockerhub.mobilesandbox.cloud:94%3
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INPUTVARIABLES

- one_upf_p4_sw_networks: Ordered list of Virtual Network names the VM will be part of. In most cases first
one should always be the tn_vxlan

- one_upf_p4_sw_open5gs_amf_ngap_addr: Address to expose the Core Access and Mobility Management
Function (AMF)

- one_upf_p4_sw_controller_upf_ipv4_n3: Address to expose the N3duipf Core User Plane Function
(UPF)

- one_upf_p4_sw_open5gs_control_tac: Tracking Area Code in the PLMN

- one_upf_p4_sw_open5gs_control_midobile: Country Code (MCC) used in the Public Land Mobile
Network (PLMN). 3 digits inside quotes. mcc + mnc + msin must add to exactly 15

- one_upf_p4 _sw_open5gs_control_mMobile: Network Code (MNC) used in the Public Land Mobile
Network (PLMN). 2 or @igits inside quotes. mcc + mnc + msin must add to exactly 15

- one_upf_p4_sw_open5gs_control_msiMobile Subscriber Identification Number (MSIN) used in the
Public Land Mobile Network (PLMN). 9 or 10 digits inside quotes. mcc + mnc + msin must add to exactly 15

- one_upf_p4 _sw_open5gs_control_kdlermanent Subscription Key

- one_upf_p4_sw_open5gs_control_ap@perator Code

- one_upf_p4 sw_open5gs_control_apiccess Point Name (APN) of the initial PDU session to be
established

- one_upf_p4 sw_openbgs_control_s_nssai: sStice/Service Type (SST) of the Sihgvork Slice
Selection Assistant Information-{&8SAl)

- one_upf_p4 _sw_open5gs_control_s nssai_stlice Differentiator (SD) of the Singletwork Slice
Selection Assistant Information-{&8SAl)

- one_upf_p4_sw_controller_upf_ipv4_n@ddress to expose the N6 (upfin) Core User Plane Function
(UPF)

- one_upf_p4_sw_controller_enb_ipv4_nB&ddress of the eNB to connect to the UPF

- one_upf_p4_sw_controller_dn_ipv4_nBddress of the PDN to connect to the UPF

- one_upf_p4 _sw_ue_pooPool of IP addresses to be used as the UE pool

OUTPUWARIABLES
Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components. Each variable has a short description of what it does for informational purposes.

- entity_name__component_type: "upf_p4_sw"

- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest"

- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest"

- entity_name__5gcore_metadata: Contains comprehensive 5G core metadata including AMF N2 IP, UPF
N3/N6 IPs, UE count, tracking area code, mobile country/network codes, subscriber identification,
authentication keys, operator codes, access point names, nétvgtice information, and UE subnet
configuration

2.26 MONGDB

MongoDB is a NoSQL database that uses a docuor@rited data model, making it highly flexible and scalable.
It is designedo handle large volumes of unstructured or sestiuctured data, allowing for easy integration
with modern applications. MongoDB stores data in J&KiNdocuments, which can have varying structures,
enabling developers to work with complex data typeshwitt the need for rigid schemas. Its powerful query
language and indexing capabilities make it suitable for a wide range of appigafrom content management
systems to reatime analytics.

STESPECIFMARIABLES
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- template_id: ID of the MongoDB VM template to use in your OpenNebula environment
- image_id: ID of the MongoDB VM image to use in your OpenNebula environment

INPUTVARIABLES

- one_mongodb_version: MongoDB version to be installed. Format: X.X. Example: 8.0

- one_mongodb_user: Username used to login into the MongoDB

- one_mongodb_password: Password used to login into the MongoDB. Required tddasta8 characters
long

- one_mongodb_database: Database name

- one_mongo_express_user: Username used to login into the Mongo Express

- one_mongo_express_password: Password used to login into the Mongo Express. Required to be at least 8
characters long

OUTPUWARIABLES
Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components Each variable has a short description of what it does for informational purposes.

- entity_name__component_type: "mongodb"
- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest"
- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest"

2.27 KS850(RUNNER

The KS8500 Runner allows accessing local on premises resources while running a test campaign being scheduled
from the KS8500 backend. To deploy a runnerin a TN, itis required that the users have already got a registration
token, whichcan achieved from the Web Ul interfacattps://test-automation.pw.keysight.coin In order to

access KS8500 Web Ul interface, the users need to be registered in one of the realms beldagaBcGSB

Berlin, 6GSBthen and 6GSBinland. To register, the users can simply send an emtiktdao@keysight.com

or filip.ivanovic@keysight.cormnd indicate which reals the users want to become a member of. Once a runner

is deployed, the users can access the Web Ul interface to manage test plans, test campaign

STESPECIFNMARIABLES
- loadcore_middleware_ip: IP address of the loadcore middleware in your site
- template_id: ID of the Alpine Linux 3.20 VM template to use in your OpenNebula environment
- image_id: ID of the Alpine Linux 3.20 VM image to use in your OpenNebula environment

INPUTVARIABLES
- one_ks8500runner_networks:

- description: Ordered list of Virtual Network names the VM will be p&rThe first Virtual Network
is used by Jenkins to reach and configure the VM, so most cases will be fine using always the
tn_vxlan

- type: "list[tn_vxlan or vnet]"

- default_value: ["tn_vxlan"]

- required_when: false

- ks8500runner_registration_token:
- description: KS8500 users runner registration token for creating the runner
- type: str
- required_when: true
- ks8500runner_name:
- description: User assigned name to identify the runner in the KS8500 backend
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- type:str

- default_value: "6gsb_runner"

- required_when: false

- ks8500runner_backend_url:
- description: |[URL for accessing the KS8500 backend. The runner needs this information to connect
type: str
default_value: https://test-automation.pw.keysight.coth
required_when: false
- ks8500runner_special_action:

- description: Select sepcial action A valid input would be [none (No special action taken),
delete_runner_data (Deletes the runner data to trigger a new registration attempt. This may be useful
if the runner has been accidentally deleted in the KS8500 abke

- type:str

- choices: ['none", "delete_runner_data"] default_value: "none" required_when: false

OUTPUTNARIABLES

- entity_name__component_type: "ks8500_runner"

- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest"

- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest"
- entity_name__registration_info: A string with information about the runner registration

SAMPLECAMPAIGNRUNNER

Test Campaign Runner

2.28DiGITAOWINC EXATA

TheEXata Digital Twin (DT) componatbws Experimenters to include EXata DTs as part of a Trial Network, in
turn enabling the programmatic retrieval of insights and predictions about the twinned live netivoek.
componentis implemented as a Docker Compose stack comprising two services: one hosting an instance of
EXata, and the other hosting an instance of the official MariaDB sérifibe two services interact via a stack
specific network, with the EXata instance dumping the simulation results onto the MariaDB service. This
architecture enables Experimenters to spin up multiple DT Docker Compose stacks, each isolated from the
others.

The interaction between experimenters and/or the remainder of fféal Network with the DT component
occurs via northbound APIs exposed by a custom Python FastAPI web server. The latter accepts HTTP requests
and translates them into commands to the EXata and MariaDB Docker services.

STESPECIFNARIABLES
template_id: ID of the EXata DT VM template to use in your OpenNebula environment
image_id: ID of the EXata DT VM image to use in your OpenNebula environment

1 Docker Hub | mariadb
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exata_licensing_server_iffhe IP address of the EXata licensing server deployed piatierm

INPUTVARIABLES
None.

OUTPUWARIABLES
None.

2.29 1 XCBENDPOINT

IxChariot Performance Endpoints act as controlled traffic sources and receivers, simulatirvgontdal
applications like web browsing, video streaming, or file transfers to evaluate how a network hdiftdesnt

traffic types. This componemteploys a VM configured as an IxChariot endpoint and connects it to a specified
Registration Server, allowing centralized orchestration of performance tests. It requires connection to a virtual
network (usuallyn_vxlan ) and can be integrated in complex test setups involving multiple traffic endpoints.

STESPECIFNMARIABLES
template_id: ID of the IxChariot endpoint VM template to use in your OpenNebula environment
image_id: ID of the IxChariot endpoint VM image to use in your OpenNebula environment

INPUTVARIABLES
one_ixc_endpoint_networks: Ordered list of Virtual Network names the VM will be part of. Typically
starts with tn_vxlan.
one_ixc_endpoint_rs: Registration Server IP Address to register the endpoint.

OUTPUTNARIABLES

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components.

Each variable has a short description of what it does for informational purposes.

ixc_endpoint - <custom_name> component_type : "ixc_endpoint"

ixc_endpoint -<custom_name>id : VM ID in OpenNebula. Generated from Terraform Manifest
ixc_endpoint - <custom_name>ips : Dictionary of VM IP addressed<VNet ID in
OpenNebula>: <IP address>} . Generated from Terraform Manifest

2.30 LOADCORAGENTS

STESPECIFMARIABLES

Variables read from the siteécrypted file in the 66&andboxSites repository. TNLCM checks that the variables
are defined, and errors if attempting to deploy the component without them. Each variable has a short
description of what it does for informational purposes.

loadcore_middleware_ip: IP address of the LoadCore Middleware in your site
template_id: (DEPRECATED) ID of the legacy VM template for LoadCore Agent
image_id: (DEPRECATED) ID of the legacy VM image for LoadCore Agent
base_appliance.template_id: ID of the base appliance VM template (ho hugepages)
base_appliance.image _id: ID of the base appliance VM image (no hugepages)
hugepages_appliance.template_id: ID of the hugepages appliance VM template
hugepages_appliance.image_id: ID of the hugepages appliance VM image
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INPUTVARIABLES

Describes the variables shown in the TNLCM to be filled by the experimenter and included in a TN descriptor.
Most variables just serve to overwrite a private/default value, but others (mainly mandatory ones) serve to
define dependencies between previouslgployed components.

one_loadcore_agent_networks: Ordered list of VNet hames to attach the VM to. First is used by Jenkins
to configure the VM.

one_loadcore_agent_hugepages: Whether to enable hugepages (16x1G) for the VM. If true,
hugepagesnabled appliance will be used.

OUTPUWARIABLES
Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components. Each variable has a short description of what it does for informational purposes.

loadcore_agenkcustom_nameseomponent_type: "loadcore_agent"

loadcore_agen&custom_namesid: VM ID in OpenNebula. Generated from Terraform Manifest
loadcore_agenkcustom_namesips: Dictionary of VM IP addresses: {<VNet ID in OpenNebula>: <IP
address>}. Generated from Terraform Manifest

2.31 XREXT

The XRex6G-Library component allows the experimenters to deploy their own virtual machine for testing XR
sessions, using Nokia's Network as Code (NaC) API, on top of the 5G network deployed in the UMA site.
virtual machine deployed by the appliance should only interact with the NaC server and the CAPIF server that
are already serving the UMA site, through the corresponding Python scripts. The locations and credentials are
obtained from the config.ini filewhich must be located in the same directory these scripts. The appliance
already provides a config.ini file with the information needed to access the services deployed on the UMA site.

XR application NacC Server Site

Network as Code Services

) -
o Network as Code APls

g
@
i
=

Service Develeper App R_AGV
App R_AGY CAPIF Server
SDN

Figure2. Nokia XRext solution including the NR radio and the CAPIF extender

STESPECIFNMARIABLES

Variables read from the site's encrypted file in the -8&nhdboxSites repository.
TNLCM checks that the variables are defined, and errors if attempting to deploy the component without them.
Each variable has a short description of what it does for informational purposes.

- template_id: ID of the Ubuntu 22.04 LTS VM template to use in your OpenNebula environment
- image_id: ID of the Ubuntu 22.04 LTS VM image to use in your OpenNebula environment

INPUTVARIABLES
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- one_vm_kvm_networksOrdered list of Virtual Network names the VM will be part of. The first Virtual
Network is used by Jenkins to reach and configure the VM

OUTPUTVARIABLES
Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future
components.

- Xrextid: "OpenNebula VM ID."

- xrextips: "OpenNebula VM Network Assignments."

- tn_ssh_private_key: "Trial Network VM's private key for useser"
- tn_ssh_public_key: "Trial Network VM's public key for usaser"
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3 KEYTECHNOLOJNABLERSOR THEG-SANDBOX

Here we present the key ambitions in WP3 as structured in the tasks of the Work Palck#ge domain of
disruptive wireless,we focus onthe O-RAN and Rj$n the NTN domain we present the related integration
activities and tests in the domain of deterministic networking, solutions for TSN afdtenabled UPRre
presented while in the domain of internet of sense, we preséhé solution that combines haptic and XR
applications.

3.1 OPENRAN(O-RAN)

3.1.1 GONCEPT ANBGNIFICANCE

Open Radio Access NetworksR@AN) are a transformative concept in the field of telecommunications that has
gained significance with thdevelopment of 6G technology.-RAN refers to a more open and disaggregated
approach, initiated by (RAN ALLIANCE to build and operate wireless networks, including radio access networks.
It departs from conventional, unified network structures in whicle thardware and software elements are
tightly integrated and often come from a single vendor. The missionRAN ALLIAGE [1] is to transform the

Radio Access Network industry towards truly open, intelligent, virtualized and fully interoperable RAN. The main
principles of GRAN are to provide open interfaces of the RAN components with the alignment of Scftware
defined networking (SDN) [2] and Clourhtive technologies [3]. ®RAN uses open interfaces between the
different components of the RAN, such as the radio unit (RU), centralized unit (CU), distributed unit (DU), and
controllers. This enables network operators to congand pair components from different vendors, which may
result in reduced expenses and enhanced creativiRAN uses the SDN paradigm to control and manage the
RAN. SDN separates the control plane of the network from the data plane, which makes theknetare

flexible and scalable. Moreover, -RAN uses cloudative technologies, such as virtualization and
containerization, to deploy and manage the RAN. This makes the network more efficient amffeciste.

O-RAN is expected to play a significant role in the development and deployment of 6G networks. 6G networks
are expected to be much more complex and demanding than 5G networks -&AaIN3 flexibility, innovation,

and costeffectiveness will be essential foreeting these demands [4]. The following benefits could be realized
from the deployment of GRAN, e.g., Disaggregation and Openness nature of the network, interoperability,
flexibility and scalability, lowering cost, and enhancing security. Open RAN f@®mteroperability by defining

open and standardized interfaces between different network elements. This allows for-wventor
environments where different components from different suppliers can seamlessly work together. In 6G, where
diverse technoloigs and devices are expected to coexist, interoperability is critical. Traditional network
architectures often lead to vendor loéR, where operators are heavily dependent on a single vendor for their
network infrastructure. Moreover, @RAN reduces thiseppendency, giving operators more flexibility to choose
components and software from various vendors, promoting competition, and potentially reducing costs. By
breaking down network elements into interchangeable componentR AN can potentially reduce thlmst of
building and maintaining wireless networks. This cost reduction can be particularly important for 6G, which is
expected to be a complex and expensive network to depleRADI encourages innovation by enabling smaller
vendors and startups to entethe market. This can lead to faster development and deployment of new
technologies, which is crucial for 6G to stay at the cutting edge of wireless communication. In addition, it allows
network operators to scale their networks more flexibly and efficienflg 6G networks will need to adapt to
various use cases, including massive |oT, udliable lowlatency communication, and enhanced mobile
broadband, flexibility and scalability are key.

Moreover, the role of open interface based wireless networks (e.g. ORAN) in developing the future network
architectures and mechanisms contributes to exploitation and further enhancements of the features such as
high level of programmability (e.g. variopknes: control, data, telemetry, management), covering emerging
features of the 3GPP standards beyond 5G hierarchy of control loopsti(neglnear RT, non RT), scalable
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disaggregation of functionalities (service based RAN, Core), orchestration of AI/ML features and functions
(control and data planes), cognitive plane availability (e.g. ETSI ENI/GANA or relevant), dynamic orchestration of
security mechanisms (security asexvice) etc.

3.1.2 RoLE INGSANDBONBRARY

The software and hardware components related to disruptive technologies, suctiRédN@re delivered as part

of the 6GLibrary in the University of Malaga (UMA) platform. The aim is to enhance the disaggregated and
virtualized architecture of AN (VRAN) in the 6G testbed. This testbed is controllable and can be used as an
experimental platfom for open callers or experimenters. The implementation éR&N shown in Section 3.1.1

at the infrastructure facility layer of the testbed will serve as the fouratafor the open and reusable 6G library

in trial networks.

As a part of 66SANDBOX Library;RAN will be able to provide following features/objectivesR8N setup
encompasig the delivery, installation, configuration, and integration of critical components, includi@©
O-DU, NeaRT RIC, and xApps, along with the preparation of Docker/K8 files and the use of private registry
Docker Hub/K8. This will focus on manual proessand compliance with minimal hardware and software
requirements. Several APIs will be used to facilitate the integration-BAN as pa of this implementation.

These include Hireless- Liquid RANand NearRT RIC; 1@/ireless- KPM xAPP; {®/ireless¢ Workload
PlacementxAPP Using this setup, 6GANDBOX will be able to test internal data transmission, interface test
with other E2, and N2/N3 with the options of attaching another core etc.

From 2024 to 2027 and beyond, Open RANREN) is set to play a transformative role in the development of

6G networks by fostering a more flexible, scalable, and efficient architectural framework. This paradigm shift
away from traditional, vendelocked sgtems towards an open, interoperable design enables greater innovation
and diversity in network equipment and software sources. Within the scope of tHeAAEBOX Library, a crucial

role is played by the development and implementation of a highly progranher@ontrol plane, wherein cutting

edge technologies such as xApp, RIC (RAN Intelligent Controller), and E2 interfaces are employed. This integral
aspect ensures the creation of a dynamic and adaptable network infrastructure, facilitating seamless aperatio
Additionally, access to an extendable telemetry framework is provided, enabling comprehensive monitoring and
data collection capabilities. This framework serves as a foundational element for informed decaiory and
optimization strategies. Furtherame, a commitment exists to support the continual evolution and enhancement

of Radio Resource Management (RRM) and other related algorithms and mechanisms. This commitment
underscores the dedication to advancing the capabilities of th&sSBGDBOX Libramggontributing to the overall
success and innovation of the EU project.

3.2 RECONFIGURABMNEELLIGENBURFACKERIS)

3.2.1 CONCEPT ANBGNIFICANCE

As 6G has been moving towards higher frequencies to obtain higher data rates, the challenge of working in the
millimeter wave (mmWave) range (>24.45 GHz) is being faced by the entire industry. Signals in the mmWave
bands are particularly affected by thedronment, such as foliage, rain, people, glass and walls, and the free
space path loss (FSPL). For this project in particular, the FSPL needs to be accurately modeled to provide us with
the information about how large a RIS needs to be to aid a mmWavenehaMoreover, as previously
mentioned, high frequency signals are strongly affected by the surrounding environment and the presence of
an obstacle such as a building or a treenough to block communications. To circumvent this issue, an RIS can

be used to efficiently redirect the signal with direct line of sight (LoS) from TX to RX.

The RIS is composed of an array of metallic elements, calledelhitvhich are controlled by switching devices

such as PIN diodes, varactor diodes, etc. These components change the electromagnetic properties of the unit

cell and when controlled by a pressing unit, reconfigures the reflection characteristics of the surface (hence

the name, Reconfigurable Intelligent Surface). When this is achieved, the RIS acts like a phased antenna array
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and can be beamforming, sending the signal more concentrated towards the user equipment (UE),
compensating for the FSPL, and avoiding obstacles.

For the purposes of 66ANDBOX, each waitll is controlled by two PIN diodes, each responsible to switch the
state for the vertical and horizontglolarization(the axis in which the electric field is oscillating), therefore it
presents 1bit per polarization. The PIN diodes are responsible for changing the phase of the reflected wave by
180° between states ancbntrollingthe direction of the wave.

3.2.2 RoLE INHEGGSANDBONBRARY

The aim is to develop a RIS with a role to extend the coverage of a 6G testbed within th@2B50%Hz band,
part of n257 (26.89.5 GHz) and n258 (24:23.5 GHz) bands. The RIS must be controllable from a remote site
and be able to switch the phase iofdividual unit cells to scan the reflected beam. We therefore are following
the sequence of steps below to achieve the desired performance of RIS:

Electromagnetic (EM) characteristics of the PIN diode randelingof a unitcell to provide a 180°
phase shift between the two states of the PIN diode across the n261 band.

Based on the performance of the designed toetl, estimation of the channel patfbss to calculate
the optimal size of the RIS.

Develop the digital architecture of the RIS, which will be responsible for controlling the PIN diodes
Determine how the Field Programmable Gate Arrays (FPGA) will manage the phase of eaeli unit
depending on the desired characteristics of the channel.

As a part of 66sANDBOX Library, RIS can provide testing of the following:

Signal Reflection and Manipulation in terms of (a) Reflectivity of the surface, (b) Ability to redirect
signals in desired directions, and (c) Precision of signal focusing.

Channel Gain Enhancement in terms of (a) Gain achieved by the RIS in terms of signal power or SNR
(depending upon the receiver being in signaling or s@naling mode) (b) Enhancement of signal
strength in desired directions.

Coverage Area in terms of (a) Maximum range of operation for signal enhancement, and (b) Area within
which reliable signal enhancements are provided.

Energy Efficiency in terms of (a) Power consumption levels, (b) Energy harvesting capabilities (if
applicable), and (c) Adaptation of energy usage based on system requirements.

Reconfiguration Speed in terms of (a) Time required for the RIS to adapt to changing signal conditions,
and (b) Faster reconfiguration for dynamic optimization comparable with the channel coherence time.
Interference Mitigation in terms of (a) Ability to nullify or minimize unwanted signals, and (b) Reduction
of multi-path effects for improved signal quality.

Scalability in terms of (a) Deployment in various environments and scenarios, and (b) Factors such as
the number of elements, system complexity, and integration ease.

Costeffectiveness in terms of (a) Manufacturing costs, (b) Installation complexity, and (c) Affordability
compared to alternative solutions.

3.3 NONTERRESTRINETWORKS

3.3.1 CONCEPT ANBGNIFICANCE

Nonterrestrial networks, including satellite platforms, play an important role in expanding 5G/6G connectivity
beyond traditional terrestrial networks. The appearance of 5G and 6G technology has brought about a paradigm
shift in wireless communication. Bend terrestrial networks, noterrestrial networks have become essential.

Nonterrestrial networks are instrumental in shaping the 5G/6G landscape, offering many indispensable
functions that extend and enhance global connectivity. At the forefront, they provide a lifeline to remote and
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underserved regions, where terrestrial infrastructure deployment proves challenging. They become vital during
times of crisis, ensuring disaster recovery and resilience through redundancy and emergency communication
services, safeguarding connectivity ewshen natural disasters and network outages strike [5]. In addressing
the digital divide, norterrestrial networks stand as a beacon of hope, delivering Bjgged broadband to
remote areas, thus empowering communities with the digital resources necefsaegducation, healthcare,

and economic growth. Furthermore, these networks provide a critical backbone for the expanding Internet of
Things (loT), supporting the connection of devices in remote or mobile environments. They enalaltefmy
communication a prerequisite for latencgensitive applications. Augmenting terrestrial networks' capacity,
they ensure seamless connectivity during lasgale events and in densely populated areas. These networks
also act as the vital backhaul links for remote tstr@al base stations, bridging gaps where filogtic
infrastructure is absent. Finally, ndarrestrial networks contribute to reaime environmental monitoring,
surveillance, and disaster management through the deployment of stratospheric platformsjrensapid data
collection and response in critical situations. In essence;tamestrial networks represent a cornerstone of 5G

and 6G, elevating global connectivity and delivering essential support [6][7].

6GSANDBOX platforms are integrating commercial NTN solutions as part of their infrastructure, with focus in
Low Earth Orbit (LEO) constellations. This NTN infrastructure will be shared among Trial Networks in each
platform, for exampleas backhaul connectivity or to test protocols like MPBEMITIP (The Mukitonnection

Tactile Internet ProtocolBesides the NTN infrastructure, 8ANDOX Library will include a Satellite emulator

as well, based on the OpenSAND solution, supported by the Athens platf@8RD, INFOLYSIS), which will
facilitate the agile experimentation of relevant usases.

Open SAtellite Network Demonstrator (OpenSAND) is an-sparce software designed to facilitate the testing

and simulation of satellite communication systems (mainly B2 and DMBH O @ h LISy {! b5 Q&
purpose is to mimic the behavior of satellitetnerks, allowing users to assess the performance and reliability

of their applications under various simulated conditions. Its versatility is further highlighted by its capacity to
integrate with other simulation and network analysis tools, enhancingtitigyuin research and development
efforts in the satellite communication domain.

3.3.2 RoLE INHEGG-SANDBOMBRARY

6GSANDBOX project will explore advancements related with the use of aerial devices or flying nodes as new
ways of wireless communications enabling new use cdsegexample- the use of satellite connectivity as a
beyond 5G backhaul or the integration wiovative protocols like Multipath TCP (MPTCP}thar Multi-
connection Tactile Internet Protocol (MTIP). The intention is to eliminate any distinction between terrestrial and
non-terrestrial (NTN) elements, allowing for their seamless orchestration. drblsestration aims to create a
costefficient network configuration that dynamically relocates functionality and establishes a flexible network
topology.

In the 6GSANDBOX initiative, our objectives are as follows:

1. Efficient Implementation for Multiconnectivity: We will focus on efficient implementation, aligned
with SRIA 20227. This includes the utilization of MPTCP, the introduction of new Active Queue
Management (AQM) algorithms, the integration of the QUIC transport protocol, innovations in Explicit
Congesbn Notification (ECN) usage, and the adoption of new transport protocols like the MTIP
proposed by University of Malaga (UMA).

2. Design of New Entb-End Protocolsin response to the challenge presented in SRIA ZO02which
centers on "enabling dynamically mapping the service needs of applications to the current network
infrastructure,” we will design and develop new etwdend protocols. These protocols will pide
support for dynamically aligning application requirements with the existing network infrastructure.

3. Incorporation of Real and Emulated Satellite Nodd@$te experimentation process in &&ANDBOX will
involve both real and emulated satellite nodes. Additionally, we will provide APIs to service developers
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that will be jointly orchestrated through Alased algorithms. This orchestration will make use of
virtualized network functions that can be dynamically deployed across both terrestrial and non
terrestrial nodes in a distributed manner.

This approach is aimed at achieving a more integrated, efficient, and adaptive network configuration that

leverages the strengths of both terrestrial and nmrestrial elements, ultimately advancing the capabilities
and potential of 6G networks.

As a part of 66sANDBOX Library, NTN will be able to provide testing of the following:

Satellitebackhaulfor 5G/6G networks

Support for multiconnectivity (MPTCP, MTIP, ETC)

NTN experimentation in trial networks

Performance testing using different TX solutions
Evaluation of maturity through some defined KPIglifferent NTN providers (Starlink and OneWeb)

for the initial use cases in 5G or 6G networks

Multi-link backhaul with the ability to switch estemand between satellite and terrestrial links.

3.3.3 MULT4CONNECTIVITY TESTS

Multi-connectivity tests were conducted using the topology illustratedrigure 3. The setup includes an

endpoint located at UMA, equipped with two available connections: one via 5G with a standard fiber backhaul,
and another utilizing a neterrestrial network (NTN) backhaul based on Starlink technology. The corresponding
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Initial performance measurements were carried out to characterize both connectivity paths. A significant
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Figure3. Multi-connectivity topology

Ay

difference was observed between the two backhaul options: the fimsed backhaul consistently
outperformed the NTN (Starlidiased) backhaul in terntf performance metricas can be seen in the following

table:

TCPDL | TCP UL UDPDL | UDPUL | Latency (ping)

5G+NTN 5 Mbit/s

5G+Fiber  50-100
Mbits/s

5 Mbits/s

40 Mbits/s

10Mbits/s
0.1% Loss

250Mbits/s
0.4% Loss

9 Mbit/s

0.2% Loss

99 Mbits/s
0.3% Loss

rtt min/avg/max/mdev =
56.382/70.666/93.740/6.114 ms

rtt min/avg/max/mdev =
26.508/30.511/39.175/2.241 ms

In order to evaluate the impact of muitionnectivity, we employed the MulConnection Tactile Internet

Protocol (MTIP), a transport protocol specifically designed to support multipleteeedd connections, or
sublinks, between a remote controller anddavice. MTIP offers different configurations to dynamica#iect
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among available sublinks based on riale network measurements and applicatispecific latency
requirements. For the tests, we used two MTIP configurations: one leveraging both paths simultaneously, and
another attempting to adaptively switch betweendm based on path performance. The results obtained from
these configurations are summarized below.

Both sublinks Both sublinks (UL) | Algorithm (DL) Algorithm (UL)
(DL)

Deliverable D3

MPacket size:
50-100 bytes

Macket rate: 10Hz
(packet each

Mean one way
latency : 1525 ms

Mean one way
latency: 15-20ms

Mean one way
latency: 15-20ms

Mean one way
latency: 15-20ms

Loss: Loss: Loss: Loss:
o ) -Transport: 0.1% -Transport: 0.3% -Transport: 0.5% -Transport: 0.5%
ne-\./va.y .Iatency -Application: 0% -Application: 0% -Application: 0% -Application: 0%
limit: 100ms *Main use of fiber *Main use of fiber
MPacket size: Mean one way Mean one way Mean one way Mean one way
50-100 bytes  latency: 15-20ms latency: 10-20ms latency: 10-15ms latency: 15-25ms
Macket rate:
1000Hz Loss: Loss: Loss: Loss:
(packet each -Transport: 0.1% -Transport: 0.3% -Transport: 0.1% -Transport: 0.5%
1ms) -Application: 0% -Application: 0% -Application: 0% -Application: 0%
*Main use of both *Main use of both
Hfone-way latency
limit: 100ms

The results show that using both sublinks simultaneously provides similar performance to the configuration
where MTIP dynamically selects the best paths. This is mainly because the protocol tends to favor the fiber
sublink due to its significantly betterepformance. When the traffic is more demandant, MTIP may use both
sublinks to improve performance, but even in those cases, the fiber connection dominates the overall
performance. It is importanto note that the traffic involved in the tests tsne sensitive Thus, in this specific

case, these findings highlight a key limitation: the 5G NTN connection is not yet suitable for supporting the
latency andreliability of critical applications, at least the NTN link under study.

3.4 DETERMINISTIC NETWORKWNGT SN

3.4.1 CONCEPT ANBGNIFICANCE

In the context of 5G/6G networks, deterministic communications offer high reliability and predictability for data
transmissions, in which the information is seartd received with minimal latency and jitter. Therefore, this
concept is expected to play a crucial role in the development of 5G/6G networks and their services and
applications. In addition, it encompasses a certain number of features, including twifajt

Low latencyl/jitter and predictability: One of the mairobjectives is to provide a minimum bounded
latency, which offers a high level of predictability. In addition, this also leads to low jitter values.
Reliability: Mechanisms are in place to improve reliability and ensure that communications have a very
low percentage of packet loss. This makes it possible to run applications on this type of network where
data integrity is vital.

Time-sensitive applicationsTimesensitive applications such as r¢ahe control systems, immersive
experiences and critical infrastructure management are increasingly in demand. Deterministic
communication ensures that data is delivered within a predefitie@ frame which is crucial for these
types of applications.
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In addition, other concepts such as network slicing, which allows using the same physical infrastructure to have
several virtual ones, as well as Quality of Service (QoS) to guarantee the strict quality requirements imposed by
the traffic, make it possibldor the network to be optimized for use cases with completely different
requirements. Consequently, deterministic communications enable 5G/6G networks to support a wide range of
users and applications, including emerging applications with different requants and quality levels. This
allows sectors such as automotive, manufacturing or healthcare to benefit from the use and performance of
these networks.

However, the implementation of deterministic networking poses several challenges. The unpredictability of
network traffic and environments and the accurate network Quality of Service estimation for a given network
configuration makes it complicated to dedr deterministic communication to the emerging tiragtical
applications. Artificial Intelligence (Al) methods, e.g., deep learning, reinforcement learning, federated learning,
bring new opportunities to ensure the deterministic QoS provisioning irgg-srale network. Abased network
management framework should also be devised and leveraged to perform network control and configuration
by utilizing intelligent network monitoring, analyzing and scheduling technologiethasdhe deterministic
network behavior and network performance could be guaranteed and delivered to the end users.

3.4.2 ROLE INHE6GSANDBONBRARY

The objective is to provide deterministic communications on the Malaga platform. The-Senmtive
Networking (TSN) testbed available on the Malaga platform is expected to be remotely accessible, including TSN
bridges and endpoints. On the one harfelgure4 presents the wired TSN configuration architecture. This
configuration is composed of:

TSN endpoints: final devices in charge of sending (called talker) and receiving (called listener) traffic.
TSNBridges: particular Ethernet switches capable of transmitting TSN traffic

Centralized Network Configuration (CNC): device responsible for managing and configuring the network
settings and parameters

Centralized User Configuration (CUC): device focused onspeeific configuration for different
services requirements

This architecture allows the extraction of statistics from the switch ports, as well as the configuration of the main
TSN characteristics (802.1AS: time synchronization, 802.1Qbv: scheduled, traffic, 802.1Qav: forwarding and
gueuing, etc.).

TSN
endpoint

% TSN Bridge 88 TSN Bridge g8

Figure4. TSN architecture [11]

On the other hand, it is possible to combine the TSN network with the 5G network available in the Malaga
platform, resulting in the TSWNireless configuration. To enable this configuration, it is necessary to provide TSN
translators, Devic&ide TSN translator (BF) and NetwordSide TSN translator (NWT), which will perform

the functions defined in [11] for compatibility between bothrdains, as well as the TSN Application Function
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(TSN AF), which is in charge of the mapping of the information (including QoS) and configuration of TSN through
CNC and 5G network.

As a part of 66ANDBOX Library, deterministic networking enaldeTSN testbed (wired or wireless
configuration) with the following features:

TSN devices available on the testbed for wired and wireless configuration
Show the traffic statistics of Ethernet ports of TSN bridges.
Management and configuration of the main T®Mtures through SNMPv3, SSH, Netconf, HTTPS
(*Interoperability test pending) of TSN bridges:
o |IEEE 802.1ASiming and Synchronization
IEEE 802.1Qb\Enhancements for Scheduled Traffic
IEEE 802.1Qaorwarding and Queuing Enhancements for FiBemsitive Streams
IEEE 802.1QccEnhancements for Stream Reservation Protocol
IEEE 802.1Qc&PerStream Filtering and Policing
IEEE 802.1CR*Frame Replication and Elimination for Reliability
IEEE 802.1Qbu* & IEEE 802.3pFrame Replication and Elimination for Reliability

O O O O O o

3.5 DETERMINISTIC NETWORKINETWORK PROGRAMMING WR7H

3.5.1 CGONCEPT ANBGNIFICANCE

Programming Protocehdependent Packet Processors (P4) is the most widely used programming language for
network devices, specifically tailored for programming the data plane. It originated from a research paper in
2014 [8] and is now being developed atdrslardized by the P4 Language Consortium, aprafit organization

organized by the Open Networking Foundation (ONF) [9]. This standardization allows for compatibility with
YdzZYSNR dzda a2F06F NB [ yR KFENRgINB LI FGiF2N¥a Ay (2RI &Qa

P4 is in the realm of Next Generatian Software Defined Networking (MGDN), which represents an
evolutionary step beyond Software Defined Networks (SDNpmparison between SDN and MBN
networks is depicted ifigure5. SDN networks are known for their ability to eliminate the rigidity found
in traditional networks by separating the control plane and the data plane, and by enabling user
programmability of the control plane. SDN networks can be seen as networks wittoanBdp design,
where the hardware chip of the network element has a fixed set of units, and higher software is
used to program functions that utilize these fixed units.

On the other hand, NGDN networks provide the capability to program both the control plane and the data
plane of network elements, while SDN networks only allow programming of the control plane. This inherent
difference makes NGGDN networks significantipore efficient. Consequently, N&DN networks are designed
with a TopDown approach, which involves initially conceptualizing #égfel functionality and then directly
programming elementary functions into the chip.
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with flxed data plane data and control planes

Figure5: NGSDN networks

Programming both the control and data plane of a network element results in complete control and flexibility
over the processing of network packets. In otlesrds, it allows users to add, modify, or remove algorithms,
protocols, and functions in a completely customizable and efficient manner. All these advantages make
programming a network element using an MGN approach an optimal tool for developing P4 meslin the
transport network of the Malaga platform for B&ANDBOX. Specifically, two P4 modules are being developed:
telemetry modules and a UFRF module.

Starting with the telemetry module, it plays a pivotal role in a 5G/6G network by enablinjmeamonitoring

and data collection from network devices and infrastructure. The P4 language enables efficient and precise data
collection through programmindhe data plane, enabling efficient, retine, and flexible network monitoring.
Additionally, the P4 consortium has developed a standardized specification for NetwmakdinTelemetry (INT)

[10], enhancing compatibility and facilitating its implementation.

INT is a framework designed to enable the collection and reporting of network state solely through the data
plane. This approach eliminates the need for control plane intervention in gathering and delivering network
state data. In the INT architectural meld packets can carry special header fields interpreted as 'telemetry
instructions' by network devices. INT sources, such as applicationdyamtchetworking stacks, and network
components, embed these instructions within data packets, clone copies afpdakets, or use special probe
packets to convey network state. Alternatively, the instructions can be programmed in the network's data plane
to match specific network flows and execute the instructions accordingly.

These instructions tell an IN‘Bpable device what state to collect. The collected network state information can
either be directly exported by the data plane to the telemetry monitoring system or can be encapsulated within
the packet as it traverses theetwork. In cases where the information is encapsulated within the packets, INT
traffic sinks retrieved and, if desired, reports the collected results of these instructions. This empowers traffic
sinks to monitor the specific data plane state that the pasleffectively ‘observed' during their journey through

the network.

Thanks to this P4 telemetry, INT modules have been developed and will be deployed throughout the network of
the Mélaga platform for 66SANDBOX to capture various metrics, including latency, hop count, and more. The
telemetry information collected by theseNT modules will be used by network components to maintain the
expected endo-end quality in deterministic networks. For instance, latency data will allow network devices to
quickly detect and react to any performance degradation, ensuring that the Etréetcy requirements of delay
sensitive applications are met. Furthermore, hop count metrics will help optimize packet forwarding paths to
minimize the number of intermediate nodes, further reducing latency and improving overall network reliability.
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On the other hand, the UPF is the most crucial module in the data plane of a 5G network, serving as a gateway
between the RAN access network and external data networks (PDNSs). It is responsible for a multitude of
functionalities related to user data trafi including packet forwarding and routing between RAN and PDN,
routing mobile device traffic as they switch between base stations, storing inactive device traffic, enforcing rules
to ensure specific QoS requirements, and reporting user data traffic titatfer subsequent billing by the CP.

By employing an NGDN design with P4, it becomes possible to fully program a 5G UPF module based on 3GPP
technical specifications. Leveraging the advantages 6SBE and P4, this results in a hjggrformance UPF
P4 module that is efficient, entirely ftéble, and reatime controllable.

The UPHP4 module in 66SANDBOX serves as a valuable tool in enhancing the transport network of the Malaga
infrastructure, enabling the attainment of the requisites features for deterministic communications. These
features consist of ensuring low latenayelivering quality of service, efficient traffic management, traffic
prioritization, and reliability.

3.5.2 ROLE INHE6GSANDBONBRARY

The goal is to develop two P4 modules for the Malaga platform's infrastructure: a telemetry module based on
the standardized specification of the P4 consortium and a-B4#PFnodule adhering to the technical
specifications outlined by 3GPP.

As a part of 66sANDBOX Library, P4 telemetry will enable the following features:

Enhanced ability to detect and diagnose issues affecting user traffic, leading to faster problem
resolution and a better overall user experience.

Monitoring and generation of numerous pacKevel, user flow, or interface metrics. These metrics
include packet ingress and egress interfaces, internal latency, and timestamping for ingress and egress.
Generation of reports of the measurements stored in InfluxDB.

Visualization of metrics with Grafana.

As a part of 66sANDBOX Library, the UPF module will enable the following features:

Completeimplementation of a UPF module based on 3GPP Release 16. This includes two parts: the UPF
Fdzy OGiA2yltAGE YR I O2ydNRffSNI GKIG GNIyatl GdSa
control plane into P4 control messages to insert rules into théaBls.

Improved scalability and performance of user plane processing, ensuring a seamless and responsive
user experience even as traffic demands grow.

Enhanced support for network slicing and Quality of Service (QoS) differentiation, enabling users to
benefit from tailored service levels based on their specific requirements.

3.6 EXTENDEBEALITYXR)

3.6.1 CONCEPT ANBGNIFICANCE

¢tKS G9EGSYRSR w3BfercémpasseOapplicatbhdithatdprovide an experience to end users
capable of extending or even fully replacing what their human senses get from the surrounding world. Assisted
by specialized devices (Head Mounted Displays, haptic gloves, or vests, ets.jjeisan enriched version of
reality (augmented reality) or a completely new environment, either generated by a computer (virtual reality)
or captured from a remote location (telepresencef]1

The main technologies required for implementing XR applicatiosisajdd their linkage with the network are:

Head Mounted Display$VR goggles, AR goggles), which sense the position and pose of the user in
space and project images directly in the eyes of the user. They also include audio, with the ability to
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simulate spatial feeling. Although in most cases these devices areoseifined, in some scenarios part

of their functionality may be offloaded to the network, to reduceetHMD size or increase the battery
lifetime.

Haptic devices gloves, sleeves, vests, etc. with different types of actuators that produce tactile
sensations in users wearing them. These devices may be controlled by the HMD, from a local computer
or directly from the network. For the relevance in this project, tlaey described in detail in the next
subsection.

Immersive mediawhen the XR application is based on real scenarios captured from the physical world
we need efficient ways of performing that capture. This includes wide angle cameras, ideally covering
360 degrees (immersive video) or, beyond that, a volumetric capsetap capable of capturing a
whole area that enables six degrees of freedom at rendering side. This capture typically generates a
huge amount of data that must be delivered in real time through the network.

Computer modelgvirtual scenarios and objects for augmentation). The rendering in real time of scenes
from these models may be done locally in a standalone HMD, in a computer connected to it (tethered
HMD), remotely in the cloud (cloud rendering), or a combination efrth(distributed rendering, or
GaLld Ad NBYRSNAy3I&dod !''ff NBYRSNAYy3I 2LIiAz2ya GKIFQ
on the network for sending bulky video frames with a very low latency, because the rendering needs to
quickly follow the physil movementsof the user'shead and body.

Analytics the mediation provided by XR applications between the real world and the human senses
may be leveraged to provide additional features based on a semantic analysis of the captured data. This
is typically done in servers in the network, through the prosesdy Al algorithms of the video and
audio streams. This process may include classification (identifying objects and actions), segmentation
(cutting off objects from the scene) and generation (creation of new objects or modifications of existing
ones).

The relevance of XR applications for the 5Gi@Gvork [16] comes from their high demarfdr resourcesFirstly,
immersive media requires a very high data rate on capture and transmission, spanning from tens or hundreds
of Mbps to several Gbps for a single captured locatisaditionally, the reliability of the transmission of this

data must be exceptionally high to keep the illusion of presence, that is, the credibility for the brain of the
artificial scene which is being composed through the devicesthiigaend user is wearing. Even minimal errors

in the transmission produce artifacts in video and audio that spoil the experience revealing that it is not as real
as it should appear. Finally, latency of XR transmission is equally important: communaréiced
applications require that the round trip of communication exchange is fast enough. But the highest demand in
this aspect, comes from edge processing requirements: rendering must follow accurately the physical moves of
end users (when you turpour head to the right the scene needs to be rendered from that perspective almost
instantly), and when rendering is done remotely this requires round trips below a frame tirt0(8%).

Haptic Devices

Haptic devices are wearable systems with different types of actuators that produce tactile sensations in users
wearing them. These devices may be controlled by the HMD, from a local computer or directly from the network.
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Figure6: Haptic Vest devices

OWO is a haptic system shownFigure6 that allows users to feel real physical sensations in real time by using
Lzt &S GNIAya G2 &aGAYdZ I 4GS GKS YdadtsS IyRZ (KlFyla G2
parameters to recreate a sensation. The system is composed of two elenteatdWO Skin and the Device.

The OWO Skin is a vest with 20 electrodes to cover all the upper part muscles (pectorals, biceps, abdominals,
R2NAIf YdzaOf Saz IyR fdzvyol NJ YdzaOf Saved ¢KSasS St SOGNRRSaA
the sensations properly, avoidinbeing over any kind of fabric. On the right side, there is a pocket where the

user must plug the Device into the vest.

The Device is responsible for generating the sensations and applying them to the vest. It is controlled by a mobile
application available for PC, iOS and Android. Users must have an account to use the OWO system. With an
account, users can adjust their owevels of intensity when feeling sensations, creating a comfortable and
unique experience.

3.6.2 ROLE INHE6GSANDBONBRARY

The characteristics of XR traffic do not fully fit into any of the existing models (eMBB, URLLC or mMTC). The
peculiarities of thesapplications have been analyzed in 3GPH fdom 2016 (SA, SA4), releases 17 and 18
already consider it. The focus so far has been on power saving, scale and service performance. Multiple XR use
cases have been identified, classifiatb three groups: VR, AR and cloud gaming. Main KPIs considered in them
are capacity (based on satisfaction level) and power consumption. These are some sample use cases:

Viewport dependent VR: remote rendering of a VR scene in which only the part visible to the HMD
(depending on the orientation) is generated and sent.

Augmented Reality functionality assisted from the network. In particular, the positioning algorithms
based on SLAM (Simultaneous Location and Mapping) can be offloaded patrtially to a server nearby.
Split rendering, when the rendering process is distributed across different devices in the delivery chain,
from the cloud to the end device.

Our approach with respect to XR within - @8NDBOX is focused on guaranteeing resources from the network
for the execution of XR applications with enough quality. To do that we plan to build a new network component
which will be XR aware, and which willifédate that quality guarantee to application developers. These are the
main requirements that we consider for this module:

The XR extension module will behave as intermediation between the application and the internals of
the 5G/6G networks. This way, users of this module at application level (XR) will not need to be aware
of the complexities of the network, or the existingptamentation.

The API will be offered as a library, following the Network as Code paradigm, to facilitate the adoption
by typical XR application developers. Network as Code is a concept of extreme simplification of network
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capabilities to enable applications to dynamically change the network to optimize performance and
user experience. It enables the building of new business and technology frameworks, focusing on
distributed service chains and facilitating the inclusion @felopers and vertical technology partners

for value creation. Using an SDK, in this case as a Python class, that provides access to the NaC REST
API, developers are given comprehensive access to network capabilities.

The implementation of the quality guarantees in this module will use any tools that the network offers,
such as application aware schedulers, PDU IDs, uplink enhancements, carrier aggregation, new MIMO
models, etc. Both standaresased tools and any protiary mechanisms available in the 8ANDBOX

testbed may be used by the XR extension module.

KPIs will be measured in the resulting scenario for the available use cases. At least a use case related to
immersive telepresence will be implemented, although it is also expected that third party applications
may also béntegrated, possibly as part of the Open Calls.

Figure7 describes the high level of the proposed XR extension architecture:

[ Application level
[C] XR Extension

[] Metwork cormponent . Cloud
=1 | AppBackend o
— o . . ar
END USER (I Endpoints
6 I-I 1 F -
_ XRExt
< ! . - .
CAPIF = o NWDAF 5G Network
User Application e
E«Eﬂ
1. 4 ! i <PF
RAN stack gNB }_ UPF — :
g E—

Figure7: High level of the proposed XR extension architecture

Note that as of today no HMD in the market supports 5G or in general mobile connections natively. They are
typically connected via WiFi to a nearby router or, in tethered HMD cases, to a fiber connection through an
Ethernet from the computer to which theMD is connected.

The sample use case which will be integrated with this architecture will be the immersive communication
FLILX AOFGA2Yy RS@GSt2LISR o0& b21 A funchoaaitkBovitled by Owo. Bhis sk (1 K S
case features most of the described XR high requirements: bidirectional real time communication, high
bandwidth, strong uplink, low entb-end delay, multimodal streams (video, audio, haptics, pose, data) and

even alge processing.
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Figure8: Sensations Creator software

Regarding haptic devices, OWO has a Development Software shokiguire8 that allows the creation of
sensations regulating the following nine parameters:

- Frequency: Adapts the frequency of the pulse, spanning from 1 to 100 Hertz

- Intensity: Defines the intensity of the pulse, from 0 to 80.

- Duration: Specifies the timeframe, 100 a 400 us

- Fade In: Starts the sensation with a ramp up entry signal.

- Fade Out: Starts the sensation with a ramp down exit signal.

- Exit Time: Determines the time between two signal inputs.

- Channel: Allows the selection of the muscle to which the sensation is sent. It might be more than one.
- Interphase: Specifies the time between the positive and negative sections of the signal.

The integration of each of the parameters aforementioned in a specific period of time is called microsensation.
A full sensation can be composed of either one or more microsensations.
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Figure9 show a set of microsensations. Notice that the first one has a Fade In and is sent to the arm, whereas
the second one has a small exit time and is sent to a set of different muscles.
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4 |MPLEMENTATION OF THEEHNOLO@dNABLERS

In thissection,the focus is on the implementation activities regarding the key technology enablers for the 6G
SANDBOX as they were studied withiiP3

4.1 O-RANMPLEMENTATION

The 1SWireless Liquid RAN solution consists of multipleR AN compatible, instances of[@J, GCU, but also
NearRT RIC and the relevant xApp(s) (e.g. RAN KPM xApp), GCU, NeaRT RIC and xApp are deployed as
containers or Kubernetes pods. WhileDQJ, OCU, NeaRT RIC are interconnected with standard interfaces (F1
and E2, axApp is attached to RIC via a proprietary interface. The components of RAN are connected to other
network elements in the following way:

1 UE can connect to commercial RU (e.g. Benetel 550),

1 O-DU communicates with commercial RU over the Gpéhinterface,

1 O-CU communicates with 5G Core Network (5GC) over standard defined N2/N3 interfaces,
The Liquid RAN based etwlend network is depicted ifigurelOFigurelO.

RU
Benetel 550/650 2 "TTTTTTTTTTTTToTTToTTTTTTomoomes

! Liguid RAN e whetess |
i Container i
. F_ N !
1 e !
1 ;;_i‘.._[_‘;::. 1
: T !
1 container |
! A |
! e | :
-1 i Near-RT RIC |
éx ’ = |
| |
-~ . , container container ] N2/N3 - L
,ﬂ:_ - = - .' _ ('I Data Network J(.
= O-RU | ] ! el Ay
0~ i [ opu ocu| | NN
! 1
UE

Figurel0: Liquid RAN based 5G network

4.1.1 NETWORIOECRIPTION
The network consists of several 6G Library Components:

1 iswireless_radieincluding GDU, GCU functionality. It connects

1 cu_k8s; including GCU functionality

9 ric_k8s-including NeaRT RIC functionality
The deployment of the entb-end mobile network is divided into two sites: the local site which connects directly
to the ORU component and the Trial Network (TN) where the experimenter can deploy 6G Library Components.
The local site hostswireless_radi@@omponent, while TN hostsi_k8sandric_k8sin addition to a core network
Component such agpen5gs_k8¢seeFigurell).
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Figurell: The deployment of the eAd-end mobile network

Hypervisor

S

iswireless_radio

While GCU and NeaRT RIC can be virtualizedD® must be deployed on Docker or Kubernetes directly on

the host machinelue to the additional latency imposed by virtualization on operation on the fronthaul Fiak

this reason, it cannot be dynamically deployed by TNLCM on a virtualized ONE infrastructure. Therefore, it is
considered a static 6G Library Component. In this setup, the Static Comp@veintless_radie consists of ©

DU and optionally €U functionality. The use ofQU functionality is optional as the experimenter might use

an external @CU component to be jointly used with[@J functionality withinswirdess_radicComponent. To

do so, iswireless_radioComponent must be configured in a way to disactivateCl® functionality- via
any_iswireless_radio_ru_duwariable passed by the experimenter as input. Othervigsd@reless_radiacan be
integrated with 5G cores (e.g. open5gs_k8s) deployed inside any Trial Network. Optizwatgiss_radio
Component can communicate with NeRT RIQi€_k89 to feed it with RAN related metrics. The connectivity

with the components inside the Trial Network is done by enaflire necessary routing path using the element
OFfft SR Ww2dzi S al yI 35S NXisviréldssNBdidR@pone Isiiepléy&drat the design&t&l & A G S 0
testing sites (currently at UMA testing site) which at the same time heRtUGendpoints (Benetel 550/650 in

this case).

cu_k8sElement

O-CU (GRAN Central Unit) is a key logical node in the disaggregated Open RAN architecture, responsible for
handling the higher layers of the radio protocol stadpecifically, the Packet Data Convergence Protocol (PDCP)
and Service Data Adaptation Protdg@DAP). It manages functions such as-pkere traffic forwarding,
security (ciphering and integrity protection), and mobility control. TRE\@connects upstream to the 5G Core

and downstream to the U via the standardized F1 interfa@ptionally, GCU can also connect to the Near

RT RIC via E2 interfa@=cause it is softwarkased and can be virtualized, the@ can be deployed flexibly in

Trial Networks.

This 6G Library Component encapsulates the functionality of t@&JOIt is deployable within the Trial Network
and requires connectivity to-OU {swireless_radipand Core network (e.@pen5gs_k8s It also connects to
NearRT RIQi¢_k83 to provide it with relevant metrics.

ric_k8selement
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NearRT RIC (RAN Intelligent Controller) is a central element in-BR&NDarchitecture designed to optimize RAN
performance through intelligent control and automation. It connects t€@and @U components, interfacing
over standardized E2 interfacefieTNearRT RIC componentd_k89 requires connection to the-GU ¢u_k83
and ODU (swireless_radipcomponentsTheRICcomponenthostssamplexApps including:

- xApp KPM (key performanceetnics)¢ provides a list of metrics thaterve asdaseline for anlysis of
the RAN/UE performance, can provide inputs for selected AI/ML models and/or decision making
algorithms The latter can be shaped as new xApps.

- Extensionallowing KPMxApp to store KPMs into DB (Influxpy enabling xApps to store Key
Performance Metrics directly into a tireeries database like InfluxDB, this feature enhances the
capacity for detailed performance analysis and lbeign data retention. This capability is crucial for
monitoring network heah, planning capacity, and analyzing trends over time.

- xAppWorkloadPlacement this element introduces the use of Reinforcement Learning (RL) to optimize
the placement ofCUUPwithin the network.Learning basedlgorithms learn by interacting with their
environment, making decisions that maximibe notion of cumulative reward. This capability means
that the xAppWorkloadPlacement can continuously improve its decisinaking process regarding
where and when taeploye.g., CUJPfor optimal network performance and resource utilizatibased
on multiple optimization criteria

- a1 Sttt 2 2 dshabalablevithih thit 6GSANDBOX Platform (TNLCM, etdt)serves as an tool
for developers and engineers to get started with xApp development and testing in a simulated
environment.It supports the process of learning in ordere@acourag innovation, experimentation,
and the broader adoption of ®AN principles.

The network key performance matrices (KPM) xApp GUI are shokigurel2Figurel?2.
G ®
= - Me @ z ol - | o A
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Figurel2: KPM xApp GUI

The network key performance metrics are mentioned as follows:
- RRC.ConnMeaNumber of Connected UEs
- RRU.PrbTotDIDL Total PRB Usage on DL [%]
- RRU.PrbTotUIUL Total PRB Usage on UL [%]
- RRU.PrbAvailDl DL Available PRBs (number, not %), (total 106 is max for 40MHz, on the
screenshots we could see the upper range 90 for DL and 20 for UL)
- RRU.PrbAvailUDL Available PRBs (number, not %)
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- TB.TotNbrDI.X Total number of DL TBs per second. Number of radio transmissions per second.

Number of TTls (DL) per second (including transmission and retransmission). In 5G there are 2000

TTls per second(1=0.5ms), so for example there cannot be more@@hon the charts.
- TB.TotNbrUIL.X Total number of UL TBs per second. Number of radio transmissions per second.

Number of TTIs (UL) per second (including transmission and retransmission). In 5G there are 2000

TTIs per second(1=0.5ms), so for example there cannot be more@@tihon the charts. We have
less for UL because of the number of the UL slots.

- TB.ErrToltaINbrDI.XTTIs with negative HARQ, per second, for DL

- TB.ErToltalNbrULXTTIs with negative HARQ, per second, for DL

- DRB.UEThpbRverage DL Data Rate per UE in Kbits/second

- DRB.UEThpUAverage UL Data Rate per UE in Kbits/second

Additionally within the experimentationon the JCA$h 6¢SANDBOXnetrics related to channel staf&€Slwere
utilized with animprovedlevel of detailsThese however were natelivered using the E2 interface due to high
data volumes, and the fact that in this scenaciwannel information is delivered as IQ samples (aka complex
values). With such a detailed data available from the DUitagas possible to utiliz&l/ML algorithms to detect
physical objects in the 2D spaffer 100MHz channel, there was 269 CSl vakRegS (2 G LISNJ t w. €
These metrics are typically not available at the DU compowéhtsuch a fine grainekkvel as itwould generate
additional data volumesSuch extralata loadtypicallyis avoided wherassuring requirements of amdaptive
modulation and codingAMC) mechanisrg due to wideband CSI metric used

4.1.2 NETWORKOMPONENTEREQUIREMENTS

The 19Wireless Liquid RAN software can be deployed on different infrastructures (computers, servers, cloud).
Hardware requirements depend on the network configuration and performance of the processor used. For
example, the minimum requirements of HW rerprents for OCU (cu_k8s) component (Channel bandwidth
100 MHz, MIMO 2 by 2, Max 256 QAM) can be recommendedTazbinl.

6G Library| Bandwidth Processor (Example) vCPU | Memory | Storage
Component
cu_k8s 100 MHz PC: minimum © Gen Intel| 6 16 G 100 GB + logs

x64 core i7 9700K
Server: minimum xeon gen2
Tablel: An example of HW Requirements foCO (cu_k8s)

Example of the NeaRT RIC (ric_k8s) requirements are liste@idhle2.

6G  Library| Number of | Processor (Example) vCPU | Memory | Storage
Component | E2 nodes
ric_k8s 10 PC: minimum 9 Gen Intel x64| 6 16 G 100 GB + logs

core i7 9700K
Server: minimum xeon gen2
Table2: An example of HW Requirements for NBar RIC (ric_k8s)

To ensure the smooth deployment of the\lreless Liquid RABblution, it's critical to properly prepare the
software environment across several key areas. Firstly, the BIOS should be configured to Low LateTioyéReal
Mode, and if a lowatency profile is available within the BIOS setup ultility, it should be teeldo optimize
latency based on the system vendor's recommendations. The operating system must meémeeal
requirements for the Radio Unit (RU), necessitating adjustments to both the OS and its kernel to handle real
time processing demands efficientliirtualization support is provided through Docker and Kubernetes.
Additionally, the solution is compatible with processor architectures including x86 and AMD. Ensuring these
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software environment prerequisites are met is essential for the successful implementation and performance of
the ISWireless Liquid RAN solution.

4.2 RISMPLEMENTATION

4.2.1 HWANDSWGCOMPONENTS

As mobile technology has been moving towards higher frequencies to obtain higher data rates, the challenge of
working in the millimeter wave (mmWave) range (>24.45 GHz) is being faced by the entire industry. Signals in
the mmWave bands are particularly efted by the environment, such as foliage, rain, people, glass and walls,
and the freespace path loss (FSPL). For this project in particular, the FSPL needs to be accurately modeled in
order to provide us with the information about how large a RIS needsetto aid a mmWave channel. In its
simplest form, the FSPL is given by the equation below:

oY0 b — 1)
R Aada GKS RA&allIyOS 0SiG6SSy {(GNIYAYAGHESNI 6¢-0 FyR NBOS

proportional to the frequency of the signal. As we can observe, FSPL increases with the square of the distance
andthe frequency, and therefore is much higher than €iBHz bands.

Moreover, as previously mentioned, high frequency signals are strongly affected by the surrounding
environment and the presence of an obstacle such as a building or a tree are enough to block communications.
To circumvent this issue, an RIS can be useficiently redirect the signal with direct line of sight (LoS) from
TX to RX, as illustratéal Figurel?2.
RIS
N

'

< R
/;% Blocked LoS
BS

Figurel3: An RIsided mmWave network.

I

The RIS is composed of an array of metallic elements, callegeltst which are controlled by PIN diodes or
varactors. Those components change the electromagrebtperties of the unicell and when controlled by a
processing unit, reconfigures the reflection characteristics of the surface (hence the name, Reconfigurable
Intelligent Surface). When this is achieved, the RIS acts like a phased antenna array aerdnecfornhing,
sending the signal more concentrated towards the user equipment (UE), compensating for the FSPL, and
avoiding obstacles.

For the purposes of this project, each uoéll is controlled by two PIN diodes, each responsible for switching
the state for the vertical and horizontal polarisations (the axis in which the electric field is oscillating), therefore
it presents 1bit per polarization. The PIN diodes are responsible for changing the phase of the reflected wave
by switching between the states, and controlling the direction of the wave, as illustiatéidgurel4.
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Unit-cell controlled RIS
by a PIN diode - I

Tx / Base /‘ D

Station Pe /

Figurel4: PIN diode controlled RIS. Depending on the biasing of the diode, the reflected beam can be directed to different
UEs.

Figurel5 shows an example of the phase distribution of-bitl 22x22 elements phased array configured to
steer the beam by 45 degrees. Eadhorrepresents a reflection phase at the top of the uodll. As the system
is configured for dbit, each unitcell only changes its reflection phase by 180 degrees.

Steering = 45

22

—180°

20

18

16

-
B

iy
N

Vertical Unit-cell
o

[e=]

o

jEEEEEEEEEEENEEEEEEEE

6 8 10 12 14 1
Horizontal Unit-cell

18 20 22

Figurel5: Phase distribution over a phased array to perform bedeering at 45 degrees.

By employing a similar technique to the RIS, and dynamically controlling the phase distribution over its elements,
we can obtain a more reliable channel, where users are constantly receiving high gain signal transmitted towards
their UEs.

The aim of this project is to supply a RIS which can be used to extend the coverage of a 6G testbed in-the 27.05
27.50 GHz band, which belongs to the n257 (Z8% GHz) and n258 (24:2%.5 GHz) bands. The RIS must be
controllable from a remote site anable to switch the phase of individual unit cells to scan the reflected beam.
We therefore need to follow the sequence of steps shown below to achieve the desired performance of the
Reconfigurable Intelligent Surface.
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1. Obtain electromagnetic (EM) characteristics of the PIN diode

2. Model the unitcell to provide a phase shift between the two states of the PIN diode across the n261
band

3. Based on the performance of the designed toetl, estimate the channel patloss to calculate the
optimal size of the RIS

4. Develop the digital architecture of the RIS, which will be responsible for controlling the PIN diodes

5. Determine how the Field Programmable Gate Arrays (FPGA) will manage the phase of eaeli unit
depending on the desired characteristics of the channel.

4.2.2 HARDWARBESCRIPTION

3.2.2.1UNIT-CELL DESIGN

The requirements of the RIS are based on what is provided by the Nokia Airscale radio unit in Malaga, which
operates within the n257 5G mmWave baf#6.529.5 GHz). Our objective is to achievelitlunit-cell design

which is capable of operating on both polarizations and present an operational bandwidth comparable to the
Nokia Airscale radio unit. Such ungll design by itself presents a uniquedelband performance yet to be
reported in the literature. A disruptive design is therefore needed to achieve the required bandwidth, which
brings unique challenges to our RF team.

Within the scope of our project, the oreit unit cell will be composed of two PIN diodes, each controlling the
phase for the vertical and horizontal polarizations independently. To perform beamformingigtthe phase
difference at the unit cell in theow and the column must be between the on and off states.

Our design is based on the idea proposed in [18], where passive elements were used to improve the angular
stability of the unit cell whilst maintaining the required phase difference of 180 deg. For our purposes, we aim
to maintain an angular stability frori5deg45deg, and less than 20deg phase ertieigure 16 shows two
proposed unitcell designs. The pattern is to be made on a 1.52 mm thick Rogers 4003C substrate.

%,
.20 mm S,
1.40 mm &,
] (s —IL\/
g l 0.70 mm
70mm
£ 0 &
?! 0 mm Q,‘bhé\ E g
g = . 3
~ U £ 3
[ s
2N
2,
4 &
%
o
(a) Optimised for 15deg0deg incidence (b) Optimised for 45 deg incidence.

Figurel6: Proposed unitell designs

3.2.2.2UNIT-CELL PERFORMANCE

In CST Microwave Studio, a uodll simulation setp, as previously showin Figurel6. To obtain an accurate
phase reading from the unitell, the reference plane is transferred to the top surface of the pattErgurel7
shows the magnitude of the reflection coefficient of the uodl for the diode on and off states.
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Figurel7. Simulated reflection coefficient of the waill.

Due to the resonance of the uniell and the losses of the diode when conducting current, the reflection
coefficient is reduced, which impacts the performance of the-aglt. In later sections we demonstrate that this
reduction in the reflection coeffient does not heavily affect the performance of the RIS.

The phase performance over the n257 band for this-gelt is depicted ifrigurel7 where we observe an error

lower than 20 deg over the entire band. In a practical scenario where the central operating frequency is 27.275
GHz and considering a 450MHz channel bandwidth, this error is lower than if the RISdtoel7(a) isused

at 30 deg, surpassing any other RIS publicized in the open literature. That is not only important for the sake of
precision when configuring the state of the waill when it is operational, but we also need to consider the
beam misalignment and Ises which occur when beamforming wighsinglebit phase shift which can reduce

the directivity of the RIS by up to 4 dB. To illustrate the effect of discretisdignrel8 shows the example of

a 20x20 phased array withHtit applied to steer the beam towards 15deg.
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Figurel8. Phase difference between the unill on andff. (a) 30 deg incidence and (b) 45 deg incidence.
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Azimuth Cut (eleggtion angle = 0.0°)

120

60

150 150
180 0 180 0
-150 -150 -30
No Quantization No Quantization
1-bitQuantization
-120 -60 -120 60
-90 -90
Directivity (dBi), Broadside at 0.00 ° Directivity (dBi), Broadside at 0.00 °
Figurel9. Azimuth cuts
Property 1-Bit Quantisation | No Quantisation
Uniform  Rectangulal Uniform  Rectangula
Array Type g g
Array Array

Size [20 20] [20 20]
Element Spacing (m) [0.4458 0.4458] [0.4458 0.4458]
Array Normal X X
Signal Frequencies 27.275 GHz 27.275 GHz
Directivity at Steering Angle (dBi) 26.04 29.71
Y-Axis Array Span (m) 0.09 0.09
Z-Axis Array Span (m) 0.09 0.09
Side Lobe Level (SkAlgng Az plane (dB) 0 13.19
Side Lobe Level (SLL) along El plane (dB) | 6.82 13.25

Table3: Array directivity comparison for 15 degree steering direction. Léfit discretisation; Right: no discretisation.

The phase distribution for the blue pattern on the right sidé-mfure19is shownin Figure20.

We can observe on the left pattern, not discretised, that the directivity is 28.52 dBi at 15deg, whereas on the
pattern on the right, the blue plot is 4.5 dBi lower than the red (ideal). These losses need to be considered when
we calculate the link budgetithin an RIS enabled environment. The next section will discuss the link budget to

justify the selected size of the RIS.
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Steering = 15°
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Figure20: Phase distribution of a 20x20 elements phased arragtémring at 15deg.

3.2.2.3LUNK BUDGET ANALYSIS

For our study, we are considering a scenario where the RIS is at a distance of 30 m from the base station (BS)
which contains a Nokia Airscale unit operating at n257 band. The user equipment (UE) is located a further 30 m
from the RIS, and the angle of IndBS and UE are to the RIS, and it is illustrat€ibure21, which also contains

the properties of the TX unit in Malaga.

Nokia Airscale

g P, = 28 dBm
G = 29 dBi

f =27.05 — 27.50 GHz

User equipment
D G = 2 dBi (assumed)

Channel
((( ’)) Quantisation loss 3.5dB
Interference margin 2dB
Body loss 0dB
Slow fading margin 5dB

Figure21. Scenario considered for the link budget analysis.

The reference sensitivity for a UE is given by 3GPP and shdable® below [19].

, REFSENS (dBm) / Channel bandwidth
Operating band

50 MHz 100 MHz 200 MHz 400 MHz
n257 -88.3 -85.3 -82.3 -79.3
n258 -88.3 -85.3 -82.3 -79.3
n260 -85.7 -82.7 -79.7 -76.7
n261 -88.3 -85.3 -82.3 -79.3

Table4: Reference sensitivity [19
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For this scenario, we are considering a worst case where the UE is an omnidirectional receiver (2 dBi), and that
some losses are present in the channel. The path loss was calculated using references [20] arde[B4dults
showing the received power for a TX power of 24 dBm and 28 dBm are shown in Figure 21.

Tx power =24 dBm N Tx power = 28 dBm
T T 1 -7 T

-B0 [Recsiver sensifivity 400 MHz) - 275 -

- Receiver sensitivity (200 MHz) -

r sensifviy (100 MHz)

sifivity (200 MHz)

vty (50 MHz)

¥ (100 MHz)

ower (dBm)
ower (dBm)
\

rsifivty (50 MHz)

Received F
Received F

-100

—— RIS Aided freference [9]) —— RIS Aided freference [9])
= =RIS Aided freference [10]) = =RIS Aided ireference [10])

-105
1] 100 200 300 400 500 /00 700 [i] 100

3 200 300 400 500 600 700
Number of unit-cells

Number of unit-cells

(@) (b)
Figure22. Analytical received power in a RIS enabled channel. The results are compared to the regeived sensitivity
at different channel bandwidths. (a) Nokia Airscale transmitting at 24 dBm, (b) Nokia Airscale transmitting at 28 dBm
(maximum power).

The plots show a good agreement between two different patbs models discussed in [20] and [21], where all
the diodes are on, i.e., |G|=0.84, and G is the reflection coefficient of the-agiis. We can observe that for a

RIS 10x10cfni.e.,20x20 unitells (approx. 5mm per undell), there is a good margin between the received
power and the minimum required sensitivity level by the 3GPP standard on a 100 MHz bandwidth channel,
previously established in our open call document. Moreowusing the same odels in [20] and [21], at full TX
power (28 dBm) and 100 MHz bandwidth, the omnidirectional UE can be at a distance of up to 70 m from the
RIS and still be at the limit of the UE. This might be improved in avardd scenario where the UE typically
presents a higher gain than an omnidirectional antenna.

We therefore arrive on the following conclusions:

A RIS containing 20x20 weill recovers enough power to enable the link.
Each unitcell contains 2 PIN diodes, one for each polarisation, i.e., we expect to use a total of 800
MADRO00907%14020P PIN Diodes.

Obtaining the actual gain of the UE used in the tests will provide more accurate estimates for the path
loss models.

Operatinga 400 MHz bandwidth channel requires either a higher TX power, or a higher gain antenna on the UE.

4.2.3 RISARCHITECTURE
The Project is made up of 4 parts.

A software interface including libraries used to configure and control the RIS;

A communications port on the RIS for Control;

A digital interface which can update the control signals at each unit cells;

An array of unit cells which can have their phase controlled in two axis via shift registers (SR).

Parts 2 to 4 can be seenhiigure23. There may be multiple RIS panels put together to increase the area of the
RIS. If these multiple panels have individual or shared communications to the controlling software is not yet
determined.
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SR UC SR UC SR UC

Figure23. RIS block diagram

In terms of the physical design of the RIS, the PCB is separated into 3 different layers, RF layer, DC bias, and the
digital control unit. An exploded view is shownRigure24, where it depicts how we expect to successfully
implement the RIS with the designed unill. The DC bias is controlled by the SR, commanded by the FPGA.

. PIN Diode
azgi/ 0201 Inductor
- g

R0O4003C
1.52 mm

RF Ground

DC Ground

DC Bias
Signal

Figure24. Exploded view of the ungell

The Prepreg or bondply substrate and thickness are not yet defined and it may depend on the availability of
the material with the manufacturer.

4.2.4 RIXKPI
The KPIs of the RIS are identified below:

Signal Reflection and Manipulation in terms of (a) Reflectivity of the surface, (b) Ability to redirect
signals in desired directions, and (c) Precision of signal focusing.

Channel Gain Enhancement in terms of (a) Gain achieved by the RIS in terms of signal power or SNR
(depending upon the receiver being in signaling or s@mnaling mode) (b) Enhancement of signal
strength in desired directions.

Coverage Area in terms of (a) Maximum range of operation for signal enhancement, and (b) Area within
which reliable signal enhancements are provided.

Energy Efficiency in terms of (a) Power consumption levels, (b) Energy harvesting capabilities (if
applicable), and (c) Adaptation of energy usage based on system requirements.
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Reconfiguration Speed in terms of (a) Time required for the RIS to adapt to changing signal conditions,
and (b) Faster reconfiguration for dynamic optimization comparable with the channel coherence time.
Interference Mitigation in terms of (a) Ability to nullify or minimize unwanted signals, and (b) Reduction
of multi-path effects for improved signal quality.

Scalability in terms of (a) Deployment in various environments and scenarios, and (b) Factors such as
the number of elements, system complexity, and integration ease.

4.3 NTNIMPLEMENTATION

4.3.1 NETWORKOMPONENTS

NTN Solutions deployed at EBANDBOX testbeds are based on commercial solutions from providers Starlink.
The Hardware inventory for these providers is depicted in the folloWimgle5, while Figure25illustrates the
specifications of the data plans and speeds provided by Starlink.

Hardware Component Starlink Enterprise

Satellite Antenna Starlink High Performance Kit (575x511 mm)
Electronic Phased Array

Modem/Router WIFI Starlink router 802.11ac Dual Band

Power Supply Dedicated Earth Terminal IP56

Table5: HW Inventory from Providers

[ pataplans | Throughput | Datalimit | Additional prioritized data |

1TB Prioritized data

+ unlimited standard traffic (not prioritized)

Priority 2 TB Prioritized data Optional,
(Fixed - Land only) + unlimited standard traffic {not prioritized) Billable in Gbps units

6 TB Prioritized data

+ unlimited standard traffic {not prioritized)
50 GB Prioritized data

+ unlimited standard traffi t prioritized) i
Max Speed 350 Downlink / 40 Uplink (Mbps) unlimited standard traffic (not prioritized) in

Land, Rivers and Lakes. Optional for Land, Rivers
) . Not extra trafficin open waters and Lakes,
Average (Expected) 40 - 220 Downlink / 8 - 25 Uplink (Mbps) P —— Billable in Gbps units
Mobile Priority + unlimited standard traffic (not prioritized) in

(Land & Maritime) Land, Rivers and Lakes. Required for maritime use
Not extra traffic in open waters to maintain active service in
5TB Prioritized data open waters, billed in units

+ unlimited standard traffic (not prioritized) in of 1Gbps

Land, Rivers and Lakes.
Not extra trafficin open waters

Figure25. Starlink data plan

4.3.2 DEPLOYMENXENARIJSJSE CASES

NTN Networks will be available for &ANDBOX Experimenters. They can request TN to be connected to
Satellite and include resources in both the main Testbed facility and the Remote facility. A TN might be composed
of a 5G Core at the Remote facility with PF deployed at Main one.

Though Experimenters can shape the configuration in the TN description, several scenarios and use cases have
been identified in 6ESANDBOX. Here we enumerate the main use cases:

5G Backhaul

In this use case, NTN Network will be used for connection gNodeB to 5G Core using Satellite as backhaul. 5G
Core can be fully remote or it can be distributed having Control Plane and User Plane in different locations.
Figure26 depicts the 5G backhaul use case.
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UMA TELEFONICA

(@)
o
D-\UE gNB ki e

Multipath Connectivity

Malaga Testbed and Madrid Pefiuelas resources can be connected using multiple connectivity options. Along
the Satellite connection, the backup VPN can also route traffic between the two sites. MPTCP and MTIP protocols
can be used to establish multipath casstivity between the two sitesFigure 27 represents the multi
connectivity use case.

NTN ground
control

Figure26. 5G backhaul use case

The Starlink Router is connected to UMA Datacenter switch through a CISCO router CPE using dedicated ethernet
cable, using VLAN 120. This VLAN is distributed to tHeAAEBOX Datacenter using Subnet 10.120.111.0 /24.
Trial Networks using NTN connectivishould include the 6G Library NTN component that enables the
connectivity through the satellite.

UMA TELEFONICA
@
Q) openses
"saton’ NTD?.:T‘:“ 56 core
'9”
((‘ ’))
Q) openzes

§G Core

Figure27. Multi connectivity use case

4.3.3 NTNEVULATION

The NTN emulation is based on the integration of the OpenSAND emulator within the Athens testbed. The
implemented architecture includes three basic components: OpenSAND _GW (Gateway), OpenSAND_SAT
(Satellite), and OpenSAND_ST (Satellite Terminal), all yégplas Virtual Machines (VMs) within the
OpenNebulamanaged cloud Environment.
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Figure28. OpenSAND VMs in OpenNebula

Two dedicated VMs have been also deployed (Client and Server respectively) that are used for running
configuration test. These are not part of the OpenSAND emulator speaking strictly but they are key components
for the full implementation of MPTCP trafiteering experiment. Also deployed on top of Athens testbed.
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eth2: 10.223.2.4

eth3: 10.225.2.1

~

<3
ST
eth1:10.222.2.4

eth2: 10.225.2.5

10.220.2.67

MPTCP
Proxy

= SERVER
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Figure29. Network architecture for dynamic traffic steering between Terrestrial andTéorestrial paths using the
OpenSAND emulator and MPTCP

A complete emulated satellite communication chain is created using-cpnégured XML files
(infrastructure.xml, profile.xml) and automated deployment scripts. The deployment flow includes setting up
SSH keys, configuring the networking stack, and installing packagesding the opensand_config repository
used to initialize the emulator.

To improve automation, a REST API was developed using the FastAPI framework. This API supports:

Starting and stopping individual OpenSAND entities (GW, SAFiGIre30)

ChecKor the status of OpenSAND (running or not)

Generainginfrastructure.xml files for all entities

Retrievng/Updatingthe value of a specific element from the profile.xml, for a specific erfigufe31)
Switching the network path between NeéFerrestrial Network (NTN) and Terrestrial Network (TN)
dynamically

=A =4 =4 -4 =

The integration of NTN emulator wasdemonstrated during the 6GSANDBOX meeting in Madrid

(https://www.youtube.com/watch?v=64b2B f8KC0&ab_ channel=S&NDBOXprojecishowcasing dynamic

MPTCP failover between TN and NJa&th. In this setup, the OpenSAND path introduced a ~200msvame
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delay and traffic was steered dynamically using MPTCP pr&xiethe user side, traffic was generated by 5G
User Equipment (UE), which operated as the iperf cliehis verified the seamless transition between terrestrial
and satellite connectivity under live traffic conditions.

i Start OpenSAND v
POST ~ http://127.0.0.1:8000/opensand/start-opensand Send v
Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies
Query Params
Key Value Description
Body Cookies Headers (4) Test Result € 2000k 1896ms 2418
Pretty Raw Preview Visualize JSON =
ssful
Figure30. Endpoint to start OpenSAND entities
'j Update delay_value on Profile XML v
POST v http://127.0.0.1:8000/profile/update_profile_element_value?element_name=delay_value&new_value=20 Send ~
Params Authorization Headers (7) Body Pre-request Script Settings Cookies
Query Params
Koy Value Description
element_name delay_value
new_value 200
entity_type st
Body Cookies Headers (4) Test Results € 2000k 519ms 1B5B [3) Save as examp
Pretty Raw Preview Visualize JSON =

Figure3LO Y RLI2Z Ay (2 dzLRIFIGS GKS aRStlFeygdlfdsSe 2y

4.4 DeETERMINISTNETWORKINIMPLEMENTATION

4.4.1 NETWORKOMPONENTS

This section presents the hardware and software components available at the University of Malaga testbed for
deterministic networkingechnology enablers defined in Sections 2.4 and 2.5. To address the requirements of
deterministic communications, we have combined the capabilities of -Bemesitive Networking (TSN) (Section

2.4) and network programming with P4 (Section 2.5). TSN progidesndation for deterministic networking

by offering time synchronization, traffic scheduling, and network redundancy features. However, TSN may not
always provide the flexibility needed to adapt to the diverse requirements of different applications. P4
complements TSN by enabling the dynamic customization of network device behavior to optimize for specific
deterministic use cases. The integration of TSN and P4 creates a solution that delivers the deterministic
guarantees required for critical applicati®nwvhile also providing the flexibility to tailor the network to specific
application demands. This combination enables us to achieve an enhanced level of deterministic networking
performance.
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First, TimeSensitive Networking includeswired (TSN network) and wireless (TSN and 5G networks)
configurations.

Wired configuration:

0 [HW] 1 Relyum TSN bridge4 ports

o [HW] 2 Relyum TSN bridge/endpoig®R ports

o [HW] 4 INTEL 1210 TSN endpoiqtk port
Wireless configuration (includes wired configuratidevices):

o [HW] 1 Telit fn980m

o [HW] 1 Nokia Radio Access Network

0 [SW] 1 Open5GS core network

o [SW] TSN translatorprovided by the experimenterNote that UMA can provide a first

version developed using P4. However, this version is currently not compliant with the
standard.

o [SW] TSN AF (Application Functigoovided by the experimenterNote that UMA can
provide a first version. However, this version is currently not compliant with the standard.

Second, networking programming with P4 includesftiilowing components:

[SW] Multiple virtual P4 BMv2 switches.
[HW] 1 Highperformance Intel Tofino switch.
[SW] INT-P4 telemetry modules.

[SW] UPFP4 module.

4.4.2 NETWORKONFIGURATION
On the one hand, there are two main network configurations for TSN.

First, the wired TSN configuration previously presenteBligure32, where the TSN endpoints are connected
through the TSN bridges. The TSN endpoints communicate their specific requirements to the CUC, which
exchanges information with the CNC to configure the network to meet the traffic requirements of the different
usersand services.

Second, the wireless TSN configuration (\kethwn as TSN over 5G), where the 5G network acts as a transparent
TSN bridge for the TSN endpoints. First, the TSN translatefisT D&xt to the 5G User Equipment (UE) and NW

TT next to the User Plane Functi@dPF). Second, the TSN AF connected with CNC/CUC. Third, other 5G
components such as Radio Access Network (RAN) and the Network Functions (NFs) in the 5G core. Finally, the
TSN endpoints that send and receive traffic.

ey
=
< O
28
c
[

TSN
endpoint

5G core
5G bridge (TSN switch)

Figure32. TSN over 5G architecture, including 5G network components.
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However, the configuration of P4 modules follows an8IBN approach, as illustratedrigure33. This approach
divides the module into two programmable planes: the data plane and the control plane.

Data Plane: This physically implements algorithms that process data packets and is programmed using
the specific P4 language. The P4 data plane is structured around Matidn Tables (MAT). This data
plane operates on a programmable P4 chip.

Control Plane: This is responsible for dynamically managing the behavior of the data plane, enabling
the implementation of more complex algorithms. It is programmed using a geparpbse
programming language that features an API for the P4 data plameirloase, we employ Python.

P4 Module

Control Plane
(Controller.python)

( "
! P4Runtime Client

ST

—

H
: J P4Runtime

AN
\

P4Runtime Server
| !

P Data Plane i
(code.pd)

I Switch with programmable-P4 chip

Figure33. Configuration of P4 modules follow an {$GN approach.

Delving further into the control plane, responsible for dynamically managing the data plane, it relies on the
insertion, modification, or deletion of rules in the MAT tables previously defined in the P4 data plane. The
specific functionality of the contrgllane depends on each module:

UPF Module
INT Telemetry Module

4.4.3 DEPLOYMENSCENARIGSJSE CASES

The integration of the P4 modules in the TSN over 5G architecture results in the deployment scenario depicted
in Figure34. In this case, a few P4 targets (specific P4 device for which a P4 program is compiled) are used to
implement different P4 modules. For example, the capabilities of TSN translatesT(B1sd NWI'T) such as
adding/removing headers can be implemented usihg P4 language, since the control plane can be used to
manage the data plane dynamically as explained above. Also, the functionalities of the TSN AF could be
completed using P4. Moreover, P4 targets in the-éme&nd connection (e.g. backhaul) can bedi$er QoS and
telemetry purposes (using the P4 telemetry module integrated in the 5GC).
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Legend

P4 P4 TSN 5G
modules” devices network BiGEG1(S

TSN AF
Telemetry

endpoint

et

=
=]
Q.

©
=
(]

5G core
5G bridge (TSN switch)

Figure34. P4 modules integration in the TSN over 5G architecture

4.5 XRIMPLEMENTATION

4.5.1 HWANDSWGCOMPONENTEEVICES ANBENSORS

Two types of XR devices are involved in the development of th&AEDBOX Library: 1) an immersive
communication system; and 2) haptic devices.

4.5.2 IMMERSIVE COMMUNICATION SYSTEM

360 Camera

@

4G/5G Q

Modem
= RPI v4

Battery

Figure35. An Immersive Communication System

Figure35shows an immersive communication system. As commented before, the Owl is one of the devices used
in the use case. It is a-tirectional realtime immersive telepresence system that focuses on the-tiez

capture, delivery and rendering of real spacesjuding the people that are present in them. It incorporates a
360-degree camera that captures and transmits, in +i@ale, audio and 360 video to those who are connected

to the session using commercial VR devices. In turn, the VR devices transmit tisehasels and head
movements which are displayed in remote locations. Its simplified architecture is shown in the figure above. The
camera is plugged into a Single Board Computer with a touch screen in charge of the capturing and streaming
logic, a 6G/5G mdem, a commercial hanesee speaker/microphone and a power bank as the power supply

for all the devices. All the components are placed together in-pr@ed custom housing, which can be either
mounted on a tripod or placed on a flat surface.

Captured video from the 360 camera is compressed and streamed in H.264 format with a customizable bitrate
and a video resolution of up to 4K. A backend is required to be deployed close to the 6G/5G network and using
the XR extension module. It is in cha@feorchestrating the video streams requested by multiple users using
RTP transmission. It includes a session control handling the required signaling, coded in Python, and a scalable
video processing module coded in C. The backend allows scaling the $emriany users as well as enhancing

the reakltime video streams with additional Augmented Reality (AR) and Artificial Intelligence (Al) capabilities by
adding processing power in dedicated GPU hardware.
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4.5.3 HAPTIC VEST DEVICES

h2hQa !tL Aa ySSRSR Ay 2NRSNJ aSIYfSaate AyuSNO2yySOi
API has two main blocks:

1 Communication: Allows the integration of the library in other fmative software.

1 Sensations: contains all the functionalities that can be implemented in the Haptic system.
This allows any other company or group to develop their own sensations and integrate them in their apps,
devices or implementations.

The steps to follow in order to create a haptic project are:

Setting up the plugns
Configuring the software project
Connecting
Creating the sensations
5. Sending the sensations.
Further detailed documentation can be found in our gitbook [22].

pownbhpR

.Sa4ARSaX h2zhQa KILWGAO @Sai Aa O2y(iNRftftSR gAGK GKS Ayl
the sensations. The communication protocol requires both 5G and Bluetooth communication. Therefore, OWO
provides a real usease network where uglity and latency are critical for performance.

Network Configuration

XR application

NaC Server Site

Network as Code Services

Cx
5G Cloud
Core 1

UPF_X

¢
]
v
gL

@

Service Developer : App R_AGY
App R_AGY CAPIF Server

SDN

Figure36. Nokia XRext solution including the NR radio and the CAPIF extender

Figure36 depicts an XR extension network configuration. The XR extension is an abstraction layer that acts as a
bridge, enabling the translation of higavel network configuration and management commands to run XR
applications into actions that the 5G network caxecute.

The XR extension will play a crucial role in enhancing the management and delivery of XR content by optimizing
delivery. It also abstracts to the application developers the details of the network configuration. Its functional
view is depicted in the figurabove. This extension will be provided aByhon module that runs in a server,

initially outside the 6G/5G networkbut with access to the NacC library of it via REST API.

As part of the XR Extension, the following concepts are defined:

XRQoSquality of service required for a data flow within an XR service. It may be defined in terms of
bitrate, latency, data loss rate, etc.
XRStream data stream between two peers (endpoint argkrver, usually) with specific QoS
requirements.

86

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022



SAND Deliverable DR

BOX

XRSessionset of Streams used by an XR service for a particular user or group of users over a time
period.

The software module that will be installed in the server (the XR extension) will map the XRStreams (and hence
the XRSessions) into the proper network parameterg &ices). The functionality of this module can be divided

into:

wSaz2dz2NOS tNRB@GAAAZ2YAY3AY |tf20FG4S ySié2N] NB&2dzNOS3
capabilities.

Stream/Session Management: create/delete/modify XRStreams and XRSessions

Runtime Notifications: about upcoming usage of resources, changes in the network or statistics.

KPI/KVI storage/retrieval.

Developers willing to make use of this module only need to import the right python module that will be able to
manage the resources without any knowledge of the 6G/5G network configuration.

4.5.4 WORKFLOW
The typical workflow of an XR application using the XR extension library would be like this:

1.

Initialize the library. This will make all the initial handshaking with the network for authentication,
initialization of resources, etc.
Create as many XRStreams objects as needed for the flows used by the application. This may include
video and audio generated by cameras, metadata, pose and position information, control commands,
etc. Each stream will be defined with a source and destinatihough an ID, or an IP address) that will
be used by the network to select the appropriate data paths. Each stream is also assigned a relative
priority, identifying its importance with respect to other streams that are launched within the same
session.
Create a session (XRSession) with a set of streams. This will inform the network about the streams that
will need to be online (and their requirements) when the session starts. It is here where the network
will allocate streams to network paths. It is alsassible to give priority to the session, which may be
used later to prioritize some sessions over others. An XR session will typically include the streams of all
devices (and users) connected to the same communication session.
Read from each XRStream object the interfaces and addresses to be used to send data. This way, the
XR application will know how to send data to the specific paths that the network has reserved for each
stream with the appropriate QoS.
Start the session. If everything goes well the network will do some accounting and return an ok,
reporting that the application can start sending data. In some casespdsisible that the resources
required by the session cannot be allocated at this moment (due to the current status of the network,
which may have many other sessions running), and it will report so. The application should not start,
instead it should do onef these actions:

a. Reassign priorities to streams and get back to step 3

b. Modify the session priority and try again.

c. Wait and try again.
Send data. During the session the network may need to inform the application about potential
LINEOfSYa Ay (UKS RSEAOSNERI SAGKSNI 6SOFdzaS 2F OKly3
moving to worse physical places, etc.) or because dadrotisers with higher priority getting into scene.
The application should use this information to change its own behavior and adapt to the new
circumstances.
Optionally, create new XRStreams and add them to the session. This may be required, e.qg., if new users
want to join a communication session. Similarly, if users abandon the application the network should
be informed by removing the corresponding XRStre&oms the session.
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8. When the application has fully finished the session is stopped. If it is not planned to start again it should
be deleted.

Note that this workflow assumes that the network configuration has been done beforehand. This means that
GKS I @At oftS GLALISEE YR GKSANI Faaz20AlGdSR ySig2N]
of XR sessions. At a later stage we adlll the possibility of dynamically changing the network configuration to
allocate more resources or redistribute the existing ones. The XR Extension uses the Network as Code paradigm,
using a real implementation on the testbed.

455 DEPLOYMENSCENARIGSJSE CASES

The XR application that will be used to do the integration and testing of the XR Extension module will be the
Nokia Telepresence application, that provides a full -eménd communication system with immersive
technology. Some sample relike applications

Remote expert in scenarios where the help of these use cases iptbblem to be solved having that
person present there virtually enables a much more efficient assistance. This can be applied to many
environments: manufacturing, healthcare, retail, education, etc.

Meetings when the local space where the meetitadkes place is important, remote participants would

like to feel as being there, not only as a small window in a screen or a {fi@eddevice in a corner.
Immersive telepresence provides a much better experience. This is applicable to personal meetings,
commercial events, trade shows, tourism, real estate, etc.

Surveillance security applications requiring physical exploration of a space where there are other
persons can benefit from this technology, avoiding the need of security personnel to be physically
there.

Interaction: if we have a digital twin of the space where action is happening the o$arsimmersive
telepresence application can not only feel present and talk with others, but also actuate on real devices
in the place.

4.5.6 RESULTS ANBNDINGEIMPACT OKR)

With the information obtained in all thesscenariosye explored the network requirements of the different use
cases, focusing mainly on the telepresence device link (aka Snowl). We took the experience gathered from the
different scenarios to put them in plausible deployment locations, and we configuradation scenarios with

the resulting parameters. The uplink bitrate was setup to 6 Mbps for the use cases where high detail is not
needed, and 12 Mbps for the cases where high detail is needed. Tholocéthe Snowl (distance to the base

of the antenna) has been determined based on the characteristics of each of the scenarios. For each use case,
we simulated 0 to 50 UEs processing competing traffic (1 Mbps of uplink, 5 Mbps of downlink each), randomly
distributed within the cell. For each location and each number of additional users, two simulations were run: in
one of them, all UEs share the same priority; in the other, the Snowl traffic is handled by-gribigfy traffic

type (5QI=6). Sharing thehannel with other users impairs the available throughput relatively quickly. This is
relevant because the Snowl consumes a significant fraction of the cell uplink capacity, since most mobile network
cells are strongly biased towards downlink. If the netkvoannot progress, on average, the amount of traffic
requested by the Snowl, it will impair the QoE in the form either of packet losses or just of lower visual quality.
When a significanhumber of usersare added to the cell (nhote that this use case hasy limited bandwidth),

the gNB struggles to serve them (especially the ones at high distance). This critically impairs the overall
throughput achieved in the cell. Since the Snowl uplink traffic is significanty higher than the average, it can be
easily sarved by the others if not correctly prioritized, even when it is close to the gNB and giving it the right
priority would have very limited impact on the rest of the UEs. This illustrates the differential value of correct
resource handling in the cell.
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Current 5G networks are expected to be the vehicle for next generation personal communications, based on XR
technology. With this in mind, we implemented the concept through a fully functional Virtual Teleportation
application, and we tried it in the fieldith several real use cases. The outcome of those tests together with the
subsequent simulations that we did demonstrate that to get the required performance from the network a
prioritization mechanism is mandatory. Moreover, if it is dom®perly, it does not harm the rest othe
applicationsrunningon the same network. This result emphasizes the needed of the proposed architecture for
next generation mobile networks (6G), that provides XR application developers with an easy interface to
leverage these new capabilities without requiring a deep knowlaxfdhe network internals (Network as Code
paradigm).
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5 CONCLUSIONS

This document presents the final status of 6G Library components developed in WP3, providing the essential
technology enablers thédtave been usetb create Trial Networks for experimentatiofhese enablers include

Open RAN, RIS, NTiNc(udingboth real Satellite an@@penSANBatellite emulatof, deterministic networking
utilizing P4 and TSN, and XR. Wéscribethe fundamental concepts behind these technology enablers and
clarify their respective roles within the 6G Library. Additionally, the documenticaeusly details the
implementationfollowed, for those technologies, offering perspectives on network components, configurations,
deployment scenarios, and practical use cases. Moreovemelgdethe 6G library componertetailsfor each
technologythat hasbeen usedo deploy these components in Trial Networks using TNLCM tool developed in
WP4,
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FURTHER DISCUSSION ONOFRANO G-LIBRARCOMPONENTS

This section presents the-RAN 6G Library Components in detail. It includes three elemismiseless_radip

cu_k8sandric_K8s

ISWIRELESBADIO INFORMATION

Component Name: iswireless_radio

Component metadata:

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will
be only included in the 6Gibrary Repositorthttps://github.com/6GSANDBOX/6Gibraryl).

Dependencies

open5gs_k8s (or open5gs_vm or open5gcore_vm or upf p4 sw), ¢
(optional)

Short Desc

Deployment of GRAN as Docker.

Long Desc

Open RAN (RAN) is a nexgeneration approach to the Radio Access Netw
that breaks away from the traditional, vendtmcked, monolithic RAN systen
It introduces open interfaces, standardized by theRAN Alliance, an
separates RAN functions into maldr components such as the Central U
(CU), Distributed Unit (DU), and Radio Unit (RU). This disaggregation
operators to mix and match hardware and software from different vend
driving innovation, lowering costs, and reducing dependency osingle
supplier. 19Nireless GRAN (iswireless_radio) features-BJ and GCU
functionality.

iswireless_radio is a static, predeployed component that aims at integr
with 5G cores (e.g. open5gs_k8s) deployed inside Trial Networks. The
variable any_iswireless_radio_ru_du, if enabled (true) allows it to connect
external GCU (e.g. & _k8s). The connectivity with the components inside
Trial Network is done by enabling the necessary routing path through th¢
2F GKS StSYSyid OFtfSR Www2dziS aly

Simple description of {®/ireless OpenRAN solutionhttps://www.is-
wireless.com/networks/software/

Hypervisors

Sites

[uma]

Public Object Input Parameters:

Public variables are those whose value can be modified from the TNLCM portal.

wSljdANBR AyLlzi LI NIYSGSNBE FRR AyF2NNEGAZY

deployed components.
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Parameter Name Short Description | Type Default | Choices Required
Value When

Set the ISNIRELEY bool false true, flase false
any_iswireless_radio|l gNB into RtDU
_ru_du mode, requiring 4§
separate virtualized
CU component.

true
any_iswireless_radio| Name of al custom open5gs_vm 0
_linked_5gcore previously deployed open5gs k8s o
5G Core componen open5gcore_vm
inside the same Trig or upf_p4_sw
Network. The gNB
will try to connect to
its AMF. Ignored ir
RUDU mode,
required otherwise.

custom cu_k8s
any_iswireless_radio| Name of al any_iswirele
_linked_cu previously deployeq ss_radio_ru
cu_k8s componen _du ==true
inside the same Trig
Network. Requireg
in RUDU mode,
ignore otherwise.

Time anddate from| str Current false
any_iswireless_radio| which the route ig time and
_start_time enabled, with RF date:
3339 section 5.6
format. E.g. '2024 YYYY
11- MM -
08T09:12:00+00:00 DDTHH:
MM:SSZ

If  unspecified,
value takes curren
time and date.

Time in seconds fqg int 10800 false
any_iswireless_radio| the ISWIRELES
_duration reservation. 3 houry
by default

Private Object Defaults:

Private variables are those that are necessary for the deployment of the component but whose value cannot be
modified from the TNLCIdortal.

They can be used to define static configurations. Values used during the deployment of each component.
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radio_duration

any_iswireless_| reservation. 3 hours by default

Parameter Short Description Type Value
Name

Set the ISNVIRELESS gNB into -RU| bool false
any_iswireless_| mode, requiring a separateirtualized CU
radio_ru_du component.

Time in seconds for the ISWIREL] int 10800

Object Output Values:

Deliverable D3

Component values to be made available to the TNLCM in future otgddyments into the same Trial
Network. Other components can use them.

Output values can be input values, private values of values generated during execution

Output Parameter

Name

Short Description

Example Value

linked_5gcore

Name of a previousl
deployed 5G Cor
component inside the
same Trial Network
The gNB will try td
connect to its AMF
Ignored in RUDU
mode, required
otherwise.

openbgs_k8s

Object Deployment Results:

It is necessary to create a jinja template from the markdown file thatwileuse as an output report when
deploying the component. It must contain all the relevant information about the component itself so that the

experimenter can use it.

ISWireless GRAN

{tn_id }}

from: {{ date_from }}
to: {{ date_to }}

Important information:

This component will be available:

ISWireless GRAN component has been successfully added to the Trial Nety
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CU_K8®IFORMATION

Component Name: cu_k8s

Component metadata:

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will

be only included in the 6Gibrary Repositorthttps://github.com/6GSANDBOX/6Gibrary)).

Dependencies

iswireless_radio, open5gs_k8s (or open5gs_vm
open5gcore_vm or upf_p4_sw)

Short Desc

Deployment of the @CU on KS8s.

Long Desc

O-CU (GRAN Central Unit) is a key logical node in
disaggregated Open RAN architecture, responsible
handling the higher layers of the radio protocol stac
specifically, the Packet Data Convergence Protocol (PDCH
Service Data Adaptation Protdco(SDAP). It managg
functions such as uselane traffic forwarding, securit
(ciphering and integrity protection), and mobility control. T}
O-CU connects upstream to the 5G Core and downstrea
the O-DU via the standardized F1 interfacgptionally, GCU
can also connect to the Ne&T RIC via E2 interfa®ecausg
it is softwarebased and can be virtualized, the@W can b4
deployed flexibly in Trial Networks.

The GCU component (cu_k8s) connects to Core network
open5gs_k8s), RIC (ric_k8s) andDW (iswireless_radig
components. Its configuration depends on iswireless_rg
component configuration.

Hypervisors

[oneKE]

Sites

[uma] - tested

Public Object Input Parameters:

Public variables are those whose value can be modified from TiLCM portal.

wSlj dzA NB R

Ay Ldzi LI NXYSGSNARA FFRR AYF2NXYIGAZ2Y

deployed components.

Parameter Name

Short Type Default | Choices | Required_When

Description Value
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one_cu_k8s_targs
t

Name of a
previously
deployed
‘oneKE®
component,
where  the
the CU Helnm
Chart will be
applied. E.g
‘oneKE
my_cluster’.

oneKE

true

one_cu_openb5gs |
target

Name of a
previously
deployed
‘open5gs’
component,
which will be
connected to
the CU. E.g
‘open5gs_k8
smy-core".

str

true

one_cu_k8s_ip

The IP
address of &
cu_k8s

str

"10.21.1
2.203"

false

dockerhub_token

Token

required to
authenticate
to dockerhub

str

false

one_cu_open5gs |
amf_ip

IP or service
name of the
core amf

str

false

one_cu_open5gs |
upf_ip

IP or service
name of the
core upf

str

false

one_cu_ric_ip

IP or service
name of the
ric

str

false

Private Object Defaults:

Private variables are those that are necessary for the deployment of teenponent but whose value cannot

be modified from the TNLCM portal.
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They can be used to define static configurations. Values used during the deployment of each component.

one_cu_ric_ip

Parameter Name Short Description Type Value
one_cu_k8s_target Name of a previously] oneKE | "oneKEcluster"

deployed “oneKE

component, where the the

CU Helm Chart will b

applied. E.g. “oneKt

my_cluster’.

Name of a previousl| str "open5gs_k8sore"
one_cu_open5gs_target | deployed ‘openbgs

component, which will be

connected to the CU. E.i

“open5gs_k8sny-core’.

The IP address of a cu_k§ str "10.21.12.203"
one_cu_k8s_ip
dockerhub_token Token required tq str "XXX"

authenticate to dockerhub

IP or service name of thf str "open5gsk8score-amf-
one_cu_openb5gs_amf_ip | core amf ngap.open5gsk8s

core.svc.cluster.local”

IP or service name of th| str "open5gsk8sore-upf-

one_cu_open5gs_upf_ip | core upf gtpu.open5gsk8s
core.svc.cluster.local"
IP or service name of the 1| str "e2-service.rick8s

demo.svc.cluster.local"

Object Output Values:

Component values to be made available to the TNLCM in future object deployments into the same Trial
Network. Other components can use them. Output values can be input values, private values of values

generated during execution.

Output Parameterl Short Description Example Value

Name

oneKE Name of a previousl] & Of dza G SNb
deployed “oneKE

96

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022



SAND Deliverable DR

component, where the
the CU Helm Chart wi
be applied. E.g. ‘oneK
my_cluster’

cu_ip The IP address of ¢
cu_k8s "10.21.12.203"

Object Deployment Results:

It is necessary to create a jinja template from the markdown file that we will use as an output report when
deploying the component. It must contain all the relevant information about the component itself so that the
experimenter can use it

ISWireless GCU

ISWireless GCU component has been successfully added to the Trial Network

{tn_id }}

Important information:

RC K8S INFORMATION
Component Name: ric_k8s

Componenimetadata:

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will
be only included in the 6Gibrary Repositorthttps://github.com/6GSANDBOX/6Gibrary/).

Dependencies cu_k8s, iswireless_radio
Short Desc Deployment of the NeaRT RIC on K8s.
Long Desc

NearRealTime RIC (RAN Intelligent Controller) is a celf
element in the GRANarchitecture designed to optimize RA
performance through intelligent control and automation.
connects to GCU and @U components, interfacing ovq
standardized E2 interfaces. The N&F RIC hosts a Worklo
Placement xApp which is responsible forelfigently placing
new instances of user plane network functions depending
the user traffic. It is done by monitoring appropriate RAN |
(such as number of connected UEs) and using this knowlg
enhanced with Al predictive approach, it instantiag@sew
CUUP component to support incoming user connections.
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The NearRT RIC component (ric_k8s) requires connectio

the O-CU (cu_k8s) component.

Hypervisors

[oneKE]

Sites

[uma] - tested

Public Object Input Parameters:

Publicvariables are those whose value can be modified from the TNLCM portal.

wSlj dzA NB R

Ay Lddzi

deployed components.

LJ- N} YS G SNa

I RR

AYF2NXYIGAZY

Parameter Name|

Short
Description

Type

Default Value

Choices

Required_
When

one_ric_k8s_targe
t

Name of 4
previously
deployed
‘oneKE®
component,
where the
the RIC Heln
Chart will be
applied. E.g
‘oneKE
my_cluster

oneKE

true

one_ric_k8s_ip

The IP]
address of ¢
ric_k8s

str

"10.21.12.20
on

false

dockerhub_token

Token

required to
authenticate
to dockerhub

str

false

Private Object Defaults:

Deliverable D3

0KI G

Private variables are those that are necessary for the deployment of the component but whose value cannot
be modified from theTNLCM portal.

They can be used to define static configurations. Values used during the deployment of each component.
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Parameter Name Short Description Type Value
one_ric_k8s_target Name of a previousl| oneKE "oneKE
deployed ‘oneKE cluster"

component, where the the
RIC Helm Chart will bg
applied. E.g. “oneKt
my_cluster’

The IP address of a ric_k§ str
one_ric_k8s_ip "10.21.12.202

dockerhub_token Token required tg str XXX
authenticate to dockerhub

Object Output Values:

Componentvalues to be made available to the TNLCM in future object deployments into the same Trial
Network. Other components can use them.
Output values can be input values, private values of values generated during execution

Output Parametell Short Description Example Value
Name
oneKE Name of a previously deploye & Of dza (i S Nh

‘oneKE™ component, whe
the the CU Helm Chart will &

applied. E.g. “oneKl}
my_cluster’
ric_ip The IP address of a ric_k8s

"10.21.12.202"

Object Deployment Results:

It is necessary to create a jinja template from the markdown file that we will use as an output report when
deploying the component. It must contain all the relevant information about the component itself so that the
experimenter can use it

ISWireless NeaRT RIC

ISWireless NeaRT RIC component has been successfully added to the Trial
Network {{ tn_id }}

Important information:
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FURTHER DISCUSStBNHEOPENSAN Db GLIBRARYOMPONENTS

This section presents the OpenSAND 6G Library Componetetaih It includes three different elements,
one for each different entity (Gateway, Satellite, Satellite Terminal).

OPENSAND_GWIFORMATION

Component Name: opensand_gw

Component metadata:

Informational values formatted and displayed in the TNLCIhéoexperimenter. The name of maintainers will
be only included in the 6Gibrary Repositorthttps:/github.com/6GSANDBOX/6Gibrary)).

Dependencies tn_vxlan, vnetsatellite_vnet, vneggw_server,
OpenSAND_SAT

Short Desc OpenSAND (NTN Emulator) Gateway entity

Long Desc This component emulates the Gateway entity of a b
RCS2/DVB2based satellite network using the OpenSA
platform. It is deployed as a virtual machine th
interconnects with other emulated entities (Satellite a
optionally Terminal), following a predagéd topology
described in the Trial Network descriptor. The Gatewa
connected to multiple virtual networks, including the cg
domain (vnetgw_server) and the emulated satellite lif
(vnetsatellite_vnet). Documentation is available at

https:// github.conY CNESpensand

Hypervisors [one]

Sites [UMA, Athens, Fokus, Oulu]

Public Object Input Parameters:

The VM will be instantiated with a predefined list of virtual networks as specified in the Trial Network descriptor.
The firstnetwork must always be tn_vxlan, which provides the underlying management and control access.
Additional VNets define the data paths toward satellite and core components. These parameters are not
modifiable at instantiation time, but SSH access is graptestdeployment for further customization.

Parameter Name | Short Type Default | Choices | Required When

Description Value
one_opensand_g | Ordered list| List[str | @ & { y | Site false
w_networks of  Virtual | ing] Iy ¢ 8 | defined

Networks to VNets

connect the

VM (first

must be

tn_vxlan)
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Private Object Defaults:

For this first version of the emulated Gateway entity an initial configuration (xml files) will be provided.

Parameter Name Short Description Type Value

one_opensand_gw_cpu | Number of CPUs for the V| integer |2

one_opensand_gw_disk | Disk size in MB integer | 10240
one_opensand_gw_mem( RAM size in MB integer | 2048
ry
one_opensand_gw_netwd Default networks assigne]| list wa iy paH
rks to VM

ObjectOutput Values:

Component values to be made available to the TNLCM in future object deployments into the same Trial
Network. Other components can use them.
Output values can be input values, private values of values generated during execution

Output Parametell Short Description Example Value
Name
opensand_gwd VM ID in OpenNebula (aut 500

generated by Terraform)

opesand_gwps Dictionary of VM addresse| {220: "10.10.200.50"}
{<VNet ID>: <IP address>}

Object Deployment Results:

When thecomponent is deployed, the following report will be generated:

## OpenSAND Gateway entity
# Deployment

The OpenSAND Gateway entity has been successfully deployed on the VM {{ v
This deployment is part of the Trial Network {{ tn_id }}.

# Access to Virtual Machine

The VM is accessible via SSH at IP *{{ ips[access_vnet_id] }}". Use “jenkins’ of
for authentication.
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OPENSAND_ SATFORMATION

Component Name: opensand_sat

Component metadata:

Informational values formatted andisplayed in the TNLCM to the experimenter. The name of maintainers will
be only included in the 6Gibrary Repositorthttps://github.com/6GSANDBOX/6Gibrary)).

Dependencies tn_vxlan, vnetsatellite_vnet
Short Desc OpenSAND (NTN Emulator) Satellite entity
Long Desc This component emulates the Satellite entity of a ERBS2

DVBS2 system using the OpenSAND platform.
interconnects the Gateway and Terminal entities, acting 4
relay node. The Satellite entity is deployed as a vir
machine and connects to botthé shared VXLAN contr
network (tn_vxlan) and the satellite link VNet (vAg
satellite_vnet). It is intended to be used in conjunction wW
the OpenSAND Gateway and Terminal compong
Documentation is available g
https://github.com/CNES/opensand

Hypervisors [one]

Sites [UMA, Athens, Fokus, Oulu]

Public Object Input Parameters:

At instantiation time, the Satellite entity is deployed with a predefingmhfiguration, including network
interfaces and initial setup files. The experimenter is not allowed to modify configuration parameters during
deployment. However, once the virtual machine is deployed, full SSH access is granted and the experimenter is
able to modify, replace, or extend the configuration as needed.

Parameter Name | Short Type Default | Choices | Required When
Description Value

one_opensand_sd Ordered list| list[stri | ['tn_vxI [ Site false
t_networks of  Virtual | ng] an"] defined
Networks to VNets
connect the
VM (first
must be
tn_vxlan)

Private Object Defaults:

For this first version of the emulated Satellite entity an initial configuration (xml files) will be provided.
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Parameter Name

Short Description

Type Value

one_opensand_sat_cpu

VM

Number of CPUs for th| integer | 2

one_opensand_sat_disk

Disk size in MB

integer | 10240

one_opensand_sat_mem{ RAM size in MB

integer | 2048

ry
one_opensand_sat_netw( Default networks assigne| list ["tn_vxlan"]
rks to VM

ObjectOutput Values:

Deliverable D3

Component values to be made available to the TNLCM in future object deployments into the same Trial
Network. Other components can use them.

Output values can be input values, private values of values generated during execution

Output Parameter

Name

Short Description

Example Value

opensand_satps

Dictionary of VM
addresses: key=VNg
ID, value=IP address

{220: "10.10.200.51"}

opensand_satd

VM ID in OpenNebul
(Terraform  resourcq
output)

501

Object Deployment Results:

When thecomponent is deployed, the following report will be generated:

# Deployment

## OpenSAND Satellite entity

# Access to Virtual Machine

The OpenSAND Satellite entity has been successfully deployed on the VM {{ vr
This deployment is part of the Trial Network {{ tn_id }}.

SSH access is available at IP *{{ ips[access_vnet_id] }}" using “jenkins or "tnus

OPENSAND _SINFORMATION

Component Name: opensand_st

Component metadata:

Informational values formatted and displayed in the TNLCM tcettperimenter. The name of maintainers will

be only included in the 6Gibrary Repositorhttps://github.com/6GSANDBOX/6Gibrary)).

Dependencies

tn_vxlan, vnetsatellite_vnet, vnetst_client
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OpenSAND (NTN Emulator) Satellite Terminal entity

Long Desc This component emulates the Satellite Terminal (ST) entif
a DVBRCS2 / DVB2 system using the OpenSAND platfo
It acts as the endiser node of the emulated satellite netwo
and communicates with the Gateway via the Satellite enf
The ST entitysideployed as a virtual machine, connecting
the shared VXLAN control network (tn_vxlan), the sate
link (vnetsatellite_vnet), and a clierdide interface (vnet
st_client). Documentation can be  found

https://github.com/CNES/opensand

Hypervisors [one]

Sites [UMA, Athens, Fokus, Oulu]

Public Object Input Parameters:

During instantiation, the Satellite Terminal entity is deployed with a predefioediguration, including network
interfaces and OpenSAND setup files. The experimenter cannot modify these parameters at instantiation time.
However, after deployment, full SSH access is granted, allowing the experimenter to inspect, modify, or extend
the configuration as required for the experiment.

Parameter Name | Short Type Default | Choices | Required When
Description Value
one_opensand_st| Ordered list| list[stri [ ["th_vxI [ Site false
_networks of  Virtual| ng] an"] defined
Networks to VNets

connect the

VM (first
must be
tn_vxlan

Private Object Defaults:

For this first version of the emulated Satellite Terminal entity an initial configuration (xml files) will be provided.

Parameter Name Short Description Type Value
one_opensand_st_cpu Number of CPUs for th| integer | 2

VM
one_opensand_st_disk | Disk size in MB integer | 10240
one_opensand_st_memo| RAM size in MB integer | 2048
y
one_opensand_st_netwol| Default networks assigne| list ["tn_vxlan"]
ks to VM

Object Outputvalues:
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Component values to be made available to the TNLCM in future object deployments into the same Trial
Network. Other components can use them.
Output values can be input values, private values of values generated during execution

Name

Output Parameter

Short Description

Example Value

opensand_sid

VM ID in OpenNebul
(Terraform  resource
output)

502

opensand_sips

Dictionary of VM
addresses: key=VN¢g
ID, value=IP address

{220: "10.10.200.52"}

Object Deployment Results:

# Deployment

Whenthe component is deployed, the following report will be generated:

## OpenSAND Satellite Terminal entity

The OpenSAND Satellite Terminal entity has been successfully deployed on {
{{ vm_id }}. This deployment is part of the Trial Network {{ tn_id }}.

# Access to Virtual Machine

You can access the VM via SSH at IP address “{{ ip_address }}.

NTNNETWORK

There are some networks by platform that are part of the physical infrastructure and are
needed to reach services or equipmeteployed on the platform premises.

This object allows the access to these networks from a trial network, adding an additional
network interface to the trial network bastion and configure some network rules and routes
to warranty the security angolation between trial networks.

Component Name: NTN Network

Component metadata:

Informational values formatted and displayed in the TNLCM to the experimenter. The name
of maintainers will be only included in the @Gbrary Repositoryhttps://github.com/6G
SANDBOX/6Gibrary)).

Dependencies

No

Short Desc

Network to access NTN capability
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Long Desc This object allows the access to NTN platform network fro
trial network, adding an additional network interface to t
trial network bastion and configure some network rules ar

Hypervisors [one]

Sites [uma, fokus]

Public Object Input Parameters:
Public variables are those whose value can be modified thenTNLCM portal.

wSIljdzA NSR Ay LJzi LI NF YSGSNE FRR AYTF2NXIGA2Y (K
with other deployed components.

Variable types are currently int, str, intlist and strlist.

Parameter Name | Short Type Default | Choices | Required When
Description Value

ntn_is_default_ro | Use NTN] str No Yes,No

ute network as

default route

ntn_routes List of | [str] a €
subnets that
will be
routed
through this
network

Object Output Values:

Component values to be made available to the TNLCiMtime object deployments into the
same Trial Network. Other components can use them.
Output values can be input values, private values of values generated during execution

Output Parameter| Short Description Example Value

Name

ntn_ip_address NTN assigned on th| 10.10.10.1
NTN network

routes List of subnets that wil[ [192.168.100.0/24, 10.11.32.0/16]
be routed through thig
network

FURTHER DISCUSSION ONDETERMINISTNETWORKINBG-LIBRARY COMPONENTS
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This section presestthe description of the deterministic networking 6G Library Object. It
includes two differenelements such as UPF4 BMv2 SW Module, and UPE Intel Tofino
2 HW Module.

BMv2 SWMODULE
This document is a preliminary analysis of the integration ofUREP4 BMv2 SWnodule
into the 6GLibrary. It is software componentbuilt into a virtual machine.

The UPHP4 BMv2 SW module in 88ANDBOX serves as a valuable tool in enhancing the
transport network across all platforms, enabling the attainment of the requisite features for

deterministic communications. These features consist of ensuring low latency, delivering
quality of service, efficient traffic management, traffic prioritization, and reliability.

The UPHP4 BMv2 software module is built on a virtual machine wherewoker containers

are launched. On one side, a container contains the data plane, which is the BMv2 switch
along with the Stratum OS. On the other side, another container contains the Python
controller that controls the data plane.

Important: The UPP4 BMv2 SW Module is developed to be compatible with Open5GS core
control. Therefore, this component depends on and requires Open5GS to be deployed to use

its control part. The component works with Open5GS Release 16 (specificallybedras

tested with v2.5.8).1 have created a new section at the end of this document called
bSOSaalrNR /2yFAIdz2NF GAZ2Yy 2F 5SLISYRSyOASae G2
dependencies.

Component Name: UHH4 BMv2 SW

Component metadata:

Informational values formatted and displayed in the TNLCM to the experimenter. The name
of maintainers will be only included in the 4@rary Repositoryhttps://github.com/6G
SANDBOX/6Gibrary)).

Dependencies | Open5GS

Short Desc Deployment of the NG&GDN URP4 BMv2 2 SV
module using Open5GS as core control.

Long Desc The UPHP4 BMv2 SW module deploys a fU
functional UPF Release 16 function in a virt
machine using dockesontainers. Compatible wit
Open5GS control.

Hypervisors [ONE]

Sites [UMA, Athens, Focus, Oulu]
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Private Object Defaults:

Private variables are those that are necessary for the deployment of the component but
whose value cannot be modified from tH&NLCM portal.

They can be used to define static configurations. Values used during the deployment of each
component.

Basically, the parameters that the UPE BMv2 SW needs are the different IPs & MACs of the
different components it has connected:

RANaIPv4 & MAC of RAN N3.
Core control Plane (SM&)Pv4 & MAC of SMF N4.
DNalIP & MAC of DN N6.

In this case, since it is a virtual machine deployed within the Trial Network and will have its
own network and IPs, the component also needs to know the local IPs and MAC of its
interfaces where it is listening:

UPFRANaIPv4 & MAC of UPF N3.
UPFCore control Plane (SM&)Pv4 & MAC of UPF N4.
UPFDNaIP & MAC of UPF N6.

Parameter Name Short Description Type | Value

SMF_IPV4_N4 IPvd of the N4str <The value that is
interface of the SMF configured in the
endpoint. It is the 1Pv Open5GS SMF>

of the SMF thaf
controls the UPF witl
the PFCP protocol.

SMF_MAC_N4 MAC of the N4str <The value that i
interface of the SMF configured in the
endpoint (or router in Open5GS SMF>
case you need an |
jump).

GNB_IPV4 N3 IPvd of the NJstr <The value that i
interface of the RAN configured in the
endpoint. RAN>
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GNB_MAC N3 MAC of the NJstr <The value that i
interface of the GNE configured in the
endpoint (or router in RAN>
case you need an |
jump).

DN_IPV4_N6 IPv4 of the N str <The value that i
interface of the DN configured in the
endpoint. DN>

DN_MAC_N6 MAC of the Ng str <The value that i
interface of the DN configured in the
endpoint (or router in DN>
case you need an |
jump).

UPF_IPV4 N4 IPvd of the N4str <The value that i
interface of the loca configured in the
UPF endpoint. interface of the

virtual  machine
where the
component is
deployed>

UPF_MAC_N4 MAC of the N4str <The value that i
interface of the loca configured in the
UPF endpoint. interface of the

virtual  machine
where the
component is
deployed>

UPF_IPV4 N3 IPvd of the NJstr <The value that i

interface of the loca
UPF endpoint.

configured in the
interface of the

virtual  maching
where the
component IS
deployed>
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UPF_MAC N3 MAC of the NJstr <The value that i
interface of the loca configured in the
UPF endpoint. interface of the
virtual  machine
where the
component is
deployed>
UPF_IPV4_N6 IPv4 of the NG6|str <The value that i
interface of the loca configured in the
UPF endpoint. interface of the
virtual  machine
where the
component is
deployed>
UPF_MAC_N6 MAC of the Ng str <The value that i
interface of the loca configured in the
UPF endpoint. interface of the
virtual ~ machine
where the
component is
deployed>
Object Output Values:

Deliverable D3

Component values to be made available to the TNLCM in future object deployments into the

same Trial Network. Other components can use them.

Output values can bmput values, private values of values generated during execution.

The output values of the UFF4 BMv2 SW component will be the IPs and MAC of the
different interfaces that the UPF has.

Output Parametel
Name

Short Description

Example Value

vm_id 452
UPF_IPV4 N4 IPv4d of the NQdamnodndn dmée
interface of the
UPF endpoint.
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interface of the
UPF endpoint

UPF_MAC_N4 MAC of the N4annYdnYTFOoOYT Y

UPF_IPV4 N3 IPv4 of the NJ"10.0.3.1"
interface of the
UPF endpoint.

UPF_MAC_N3 MAC of the N3 "b4:6a:d4:62:15:8a"
interface of the
UPF endpoint

UPF_IPV4_N6 IPvd of the Ng "10.0.6.1"
interface of the
UPF endpoint.

UPF_MAC_N6 MAC of the N{g "b4:6a:d4:62:15:8b"
interface of the
UPF endpoint

Object Deployment Results:

When the component isdeployed, the following report will b
generated:

## UPHP4 BMv2 SW
# Deployment

The UPHP4 BMv2 SW module has been successfully deployed o
VM {{ vm_id }}. This deployment is part of the Trial Network {{ tn_i

Below is a summary of the docker components that have b
deployed within the virtual machine:

* Docker container DRIPF: Executes the P4 UPF data plane.

* Docker container GBPF: Run the data plane python controller.
# Access to Virtual Machine

You will be able to access the VM through IP {{ }} with SSH conne
# Connections

The UPHP4 BMv2 SW has been successfully connected to:
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*RAN IP: {{ GNB_IPV4_N3 }}

* Control core 5G: {{ SMF_IPV4_N4 }}
* DN external: {{ DN_IPV4_N6 }}

# Logs

We can render this markdown file to PDF to send ithe experimenter or to HTML to
integrate it directly into the TNLCM portal.

Necessary Configuration of Dependencies

In this section, the required configurations in the components upon which theR4FBEMv2
module relies for its proper functionality will be described.

Dependency: Open5GS (Mandatory)

Open5GS v2.5.8: We have tested the UPF with open5GS version 2.5.8. With Open5GS versions of
Release 17 (open5gs > 2.6.0) our UPF does not work.

The UPF component/service of Open5GS must be disabled.

In the SMF configuration file:

Configure the IPv4 and MAC of the LFRFBMv2 component (PFGR4).

Configure the same UE pool subnet (and APN) that has been configured in tir} UBRF/2

component.

Delete/Disable ipv6 on the subnet.

Insert fixed ARP rule for UPF IP (UPF is not able to resolve ARP)

Dependency: UERANSIM (Optional)

Insert fixed ARP rule for UPF IP (UPF is not able to resolve ARP)
Dependency: Nokia RAN (Optional)

Insert fixed ARP rule for UPF IP (UPF is not able to resolve ARP)

UPFP4INTELTOFINGZ HWMODULE
This document is a preliminary analysis of the integration of WiR=P4 Intel Tofino 2 HWmodule into the
6GLibrary. It is hardware componentintegrated into the Intel Tofino 2 switch.

The UPH4 Intel Tofino 2 HW module in &8ANDBOX serves as a valuable tool in enhancing the transport
network of the Malaga infrastructure, enabling the attainment of the requisites features for deterministic
communications. These features consist of eiray low latency, delivering quality of service, efficient traffic
management, traffic prioritization, and reliability.

The Intel Tofino 2 hardware switch has two parts. On one side, it has the Intel Tofino 2 chip where the P4 UPF
data plane is executed. However, it has an Intel Pentium D1517 whergbuntu OS is installed and contains

the python controller of the data plane. Therefore, for this module no external virtual machine is required and
everything is contained in the hardware device.
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Important; The UPHP4 Intel Tofino 2 HW Module is developed to be compatible with Open5GS core control.
Therefore, this component depends on and forces Open5GS to be deployed to use its control part. The
component works with Open5GS Release 16 (specifically it leastbsted with v2.5.8)l have created a new
aSOlA2y |G GKS Sy RNegdsaryiGonfiguraiod @ DepeégenceOl 2 ft BRR& O 1S G KS
configurations in the dependencies.

Component Name: UFH intel Tofino 2 HW

Component metadata:

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will
be only included in the 6Gibrary Repositorthttps://github.com/6GSANDBOX/6Gibraryl).

Dependencies Open5GS

Short Desc Deployment of the higiperformance UP#4 Intel Tofino 2
HW module using Open5GS as core control.

Long Desc The UPH4 Intel Tofino 2 HW module deploys a fy
functional UPF Release 16 function on thigh-performance
Intel Tofino 2 hardware switch. Compatible with Open§5

control.
Controller [TNLCM] (1)
Sites [UMA]

Private Object Defaults

Private variables are those that are necessary for the deployment of the component but whose value cannot be
modified from the TNLCM portal.

They can be used to define static configurations. Values used during the deployment of each component.

Basically, the parameters that the UPE Intel Tofino 2 HW needs are the different IPs & MACs of the different
components it has connected:

RANa IPv4 & MAC of RAN N3.
Core control Plane (SM&)Pv4 & MAC of SMF N4.
DNaIP & MAC of DN N6.

The UPHP4 Intel Tofino 2 has its fixed IP and MAC for each of its interfaces (N3 UPF, N4 UPF and N6 UPF).
Perhaps in the futur¢éhey will need to be modified.

Parameter Name Short Description Type Value

SMF_IPV4_N4 IPv4 of the N4 interface d str <The value that i
the SMF endpoint. It is thi configured in the
IPv4 of the SMF tha Open5GS SMF>

controls the UPF with thg
PFCP protocol.
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SMF_MAC_N4 MAC of the N4 interface q str <The value that i
the SMF endpoint (o| configured in the
router in case you need a Open5GS SMF>
IP jump).

GNB_IPV4 N3 IPv4 of the N3 interface d str <The value that i
the RAN endpoint. configured in the

RAN>

GNB_MAC_N3 MAC of the N3 interface g str <The value that i
the GNB endpoint (o configured in the
router in case you need a RAN>
IP jump).

DN_IPV4 N6 IPv4 of the N6 interface d str <The value that i
the DN endpoint. configured in the DN>

DN_MAC_NG6 MAC of the N6 interface d str <The value that Iis
the DN endpoint (or routel configured in the DN>
in case you need an |
jump).

Object Output Values:

Deliverable D3

Component values to be made available to the TNLCM in futbject deployments into the same Trial
Network. Other components can use them.

Output values can be input values, private values of values generated during execution.

The output values of the UF™ Intel Tofino 2 HW component will be the IPs and MAC of the different

interfaces that the UPF has.

Output Parameter| Short Description Example Value
Name
UPF_IPV4_N4 IPv4 of the N4 interfac{ d M1 ®mMT 0o dn dH N o €
of the UPF endpoint.
UPF_MAC_N4 MAC of the NYannYdhPnYFOoYT DYy D)
interface of the UPH
endpoint
UPF_IPV4_N3 IPv4 of the N3 interfacq4 "10.0.3.1"
of the UPF endpoint.
UPF_MAC_N3 MAC of the N3 "b4:6a:d4:62:15:8a"
interface of the UPH
endpoint
UPF_IPV4_N6 IPv4 of the N6 interfacqd "10.0.6.1"
of the UPF endpoint.
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UPF_MAC_N6 MAC of the N "b4:6a:d4:62:15:8b"
interface of the UPH
endpoint

Object Deployment Results:

When the component is deployed, the following report will be generated:

# UPFP4 Intel Tofino 2 HW UMA
## Deployment

The UPH4 Intel Tofino 2 HW module has been successfully deployed on the
Tofino 2 switch of the Méalaga platform. This deployment is part of the Trial Nety

{ tn_id }}.

Below is a summary of the components that have been deployed within the
Tofino 2 switch:

* Intel Tofino 2 Chip Executes the P4 UPF data plane.

* Intel Pentium D1517 Hosts the Ubuntu OS and the Python controller for the d
plane.

## Connections

The UPHP4 Intel Tofino 2 HW has been successfully connected to:
*RAN IP: {{ GNB_IPV4_N3 }}

* Control core 5G{{ SMF_IPV4 N4 }}

* DN external: {{ DN_IPV4_N6 }}

## Logs

Necessary Configuration of Dependencies

Deliverable D3

In this section, the required configurations in the components upon which theR4PIRtel Tofino 2 module

relies for its proper functionality will béescribed.

Dependency: Open5GS (Mandatory)

Open5GS v2.5.8: We have tested the UPF with open5GS version 2.5.8. With Open5GS versions of

Release 17 (open5gs > 2.6.0) our UPF does not work.
The UPF component/service of Open5GS must be disabled.
In the SMF configuration file:

Configure the IPv4 and MAC of the L Intel Tofino 2 component (PFCR4).

Configure the same UE pool subnet (and APN) that has been configured in tiIUHREI Tofino 2

component.
Delete/Disable ipv6 on the subnet.
Insert fixed ARP rule for UPF IP (UPF is not able to resolve ARP)

115

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022



SAND Deliverable DR

BOX

Dependency: UERANSIM (Optional)

Insert fixed ARP rule for UPF IP (UPF is not able to resolve ARP)
Dependency: Nokia RAN (Optional)

Insert fixed ARP rule for UPF IP (UPF is not able to resolve ARP)

TIMESENSITIVEETWORKING
This document is a preliminary analysis of the integration ofTiimee-Sensitive Networking TSN) equipment
into the 6GLibrary. They afmrdware componentomposed of a TSN Bridge and two TSN Endpoints.

The TSN equipment in B8ANDBOX serves as a valuable tool in enhancing the transport network of the Malaga
infrastructure, enabling the attainment of the requisites features for deterministic communications. These
features consist of ensuring low latenayelivering quality of service, efficient traffic management, traffic
prioritization, and reliability.

Component Name: Tirdgensitive Networking

Component metadata:

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will
be only included in the 6Gibrary Repositorthttps:/github.com/6GSANDBOX/6Gibrary)).

Dependencies Depending on the use case
Short Desc TimeSensitive Networking equipment
Long Desc TimeSensitive Networking equipment available on t

Malaga platform, including 2 TSN endpoints (Relyum) ar
TSN bridge (Relyum)

Hypervisors [one]

Sites [UMA]

Public Object Input Parameters:
Public variables are those whose value can be modified from the TNLCM portal.

wSIljdzZA NBR Ay Ldzi LI NFYSGSNB FTRR AYyTF2NXIFGAZ2Yy GKIFG OF yQi
deployed components.

Variable types are currently int, str, intlist and strlist.

Parameter Name Short Type | Default | Choices | Required When
Description Value

TSN_BRIDGE_NUMH Number of| int 1 [1] false

R TSN Bridge
to be
instantiated
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TSN_ENDPOINT_NU| Number of| int 2 [1-2] false
BER TSN
Endpoints to
be

instantiated

Private Object Defaults:

Private variables are those that are necessary for the deployment of the component but whose value cannot be
modified from the TNLCM portal.

They can be used to define stationfigurations. Values used during the deployment of each component.

Parameter Name Short Description Type Value

TSN_BRIDGE_1_IPV4 | TSN bridge #1 IPv4 addre| str 192.168.2.10

TSN_ENDPOINT_1_IPV4 TSN endpoint #1 [PV str 192.168.2.100
address

TSN_ENDPOINT_2_IPV4 TSN endpoint #2 Py str 192.168.2.200
address

Object Output Values:

Component values to be made available to the TNLCM in future object deployments into the same Trial
Network. Other components can use them.
Output values can be input values, private values of values generated during execution

Output Parameter| Short Description Example Value
Name

TSN_BRIDGE_1 IPV4 TSN bridge #1 I[PV 192.168.2.10
address

TSN_ENDPOINT_1 _If TSN endpoint #1 IPv| 192.168.2.100
4 address

TSN_ENDPOINT_2_If TSN endpoint #2 IPv| 192.168.2.200
4 address

Object Deployment Results:

# TimeSensitive Networking Trial Network

The TimeSensitive Networking (TSN) Trial Network (TN) architecture is s
below, in which ZI'SN endpoints are interconnected through a TSN bridge.

IITSN_TN]J(TSN_TN.png)

### TSN configuration
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The TSN configuration can be performed via SSH (cli) using a termi
dashboard (gui) using a browser. Details on how to configure the different
features can be found in the [TSN configurati
guide](TSN_TN_configuration_guide.pdf). For examplefat@ving command
is used to configure the Time Aware Shaper (IEEE 802.1Qbv):

“sh

spt_config_regn 0-w gbv_config_file.json

In this case, the specific parameters are defined

[gbv_config_file.json](gbv_config_file.json) and are applied only on port 0 o
device (indicated byn 0). The following image shows the TSN configural
defined in [gbv_config_file.json](gbv_config_file.json).

I[TAS_gui_example](TAS_gui_example.png)
The TSN configuration can also be checked using the command:
“sh

spt_gbv_confign 0-r

Note that only the administrative values are shown. However, the opera
values will be the same and are also shown in the command output:

“sh

PortID: 0

Gate Enabled: 0

Gate States: 255

Control List Length: 6
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Operation Name: segate-states
Gate States Value: 32

Time Interval Value: 10000000
Index: 1

Operation Name: sefjate-states
Gate States Value: 1

Time Interval Value: 10000000
Index: 2

Operation Name: sefjate-states
Gate States Value: 8
Timelnterval Value: 10000000
Index: 3

Operation Name: segjate-states
Gate States Value: 4

Time Interval Value: 10000000
Index: 4

Operation Name: sejate-states
Gate States Value: 128

Time Interval Value: 10000000
Index: 5

Operation Name: segjate-states
Gate States Value: 82

Time Interval Value: 10000000

Cycle Time Numerator: 60000000

Cycle Time Denominator: 1000000000

Cycle Time Extension: 1000

Base Time Seconds: 0

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022
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Base Time Nanoseconds: O

### Login Credentials
Information required to access the TSN components of the trial network.
| Device | IP address | User | Password | Connection |

| TSN endpoint 1 PC | X.X.X.X | tsnepl | tsnepl | SSH or VNC |

| TSN endpoint 2 PC | X.X.X.¥hep2 | tsnep2 | SSH or VNC |

| TSN endpoint 1 | 192.168.2.100 | relyum | relyum | SSH |

| TSN endpoint 1 | 192.168.2.100 | admin | relyum | Dashboard |
| TSN endpoint 2 | 192.168.2.200 | relyum | relyum | SSH |

| TSN endpoint 2 | 192.168.2.200 | admin | relyum | Dashboard |
| TSN bridge | 192.168.2.10 | relyum | relyum | SSH |

| TSN bridge | 192.168.2.10 | relyum | admin | Dashboard |

INT-P4BMv2 SWMODULE
We present herdhe integration of theINT-P4 BMv2 SWnodule (a software componentbuilt into a virtual
machine) into the 6GLibrary.

The INTP4 telemetry module in 6GANDBOX serves as a component for enhancing network visibility and
performance across the platform. By leveraging the P4 language and Netwddndh Telemetry (INT)
framework, it enables redime monitoring and data cadkction directly from the data plane. This capability
allows for efficient gathering of vital network metrics such as latency, hop count, and other performance
indicators, without requiring control plane intervention. The R4 module plays a role in maaihing the
expected endto-end quality in deterministic networks, facilitating quick detection and response to performance
degradations, and ultimately contributing to the optimization of packet forwarding paths for improved network
reliability and reducedatency.

The INTP4 BMv2 software component consists of:

One mandatory VM that contains the INT monitoring system (also called collector system).
Two or more VMs that each contains an INTapglication. Each P4 application is composed of two
Docker containers:
Container 1: Contains the P4 data plane, which consists of the BMv2 switch along the Stratum OS.
Container 2: Contains the Python controller, that manages the P4 data plane.

Component Name: INF4 BMv2 SW
120
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Component metadata:

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will
be only included in the 6Gibrary Repositorthttps:/github.com/6GSANDBOX/6Gibrary)).

Dependencies

Short Desc Deployment of the IN'P4 BMv2 SW module used to provi
in-band telemetry within a 5G core network.

Long Desc The INTP4 BMv2 SW module deploys a set of virt
machines with the aim of performing 4mand telemetry of
GTPU packets in a 5G core network. It allows monitoring
various metrics such as the input and output interfaces
packets, the internal latenagf each hop, and the entb-end
latency. It enables visualization of these metrics us

Grafana.
Hypervisors [ONE]
Sites [UMA, Athens, Focus, Oulu]

Public Object Input Parameters:

The component has two types of VM: One is tlodlector that has its own configuration; and another is an-INT
P4 switch type VM that can have three types of operation depending on the configuration that is established:

Source type configuration.
Transit type configuration.
Sink typeconfiguration.

The configuration for each VM is determined through the TNLCM portal and is specified by the TN owner.

The process begins with the TNLCM portal asking the TN owner (experimenter) to specify the numb&4of INT
switch VMs required (minimum 2). Afterward, the portal inquiries about the configuration for each switch
individually, asking the TN owner to desitym each switch as either a 'Source’, 'Transit', or 'Sink' and to provide
the corresponding public parameters for each type of configuration.

Parameter Name Short Type Default Choices | Required When
Description Value
int_p4_switch_count | Number of| int 2 False
INT-P4
switches
wanted.

int_p4_switch_config_| Configuratio | strlist [ 0o W{ 2 dzN| W{ 2 dzN False

type n type of W{AY 1 QWe NI Yy
each INTP4 w{Ayl
switch.
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Public object input parameters for INP4 VM of type Source:

Parameter Name | Short Type | Default Value | Choices | Required When
Description
next_hop_dest_m| Destination | str a €
ac MAC
address  of
the next hop
for the GTP
U packet
int_instruction INT str GnE9/ nj False

instructions
are encoded
as a bitmap
in the 16bit
INT
Instruction
field. (1)

Used to
indicate
what
telemetry to
extract at
each hop.

Meaning of each bit:

bit0 (MSB): Switch ID

bitl: Level 1 Ingress Port ID (16 bits) + Egress Port ID (16 bits)

bit2: Hop latency

bit3: Queue ID (8 bits) + Queue occupancy (24 bits)

bit4: Ingress timestamp

bit5: Egress timestamp

bit6: Level 2 Ingress Port ID + Egress Port ID (4 bytes each)

bit7: Egress port Tx utilization

bit15: Checksum Complement

The remaining bits are reserved. Each instruction requests 4 bytes of metadata to be inserted at each hop,
except if bit 6 is set, which requires 8 bytes of metadata:Hgr metadata length is set accordingly
at the INT source.

Public object input parameters for INP4 VMs of type Transit:
122
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Parameter Name | Short Type | Default Value| Choices | Required When
Description

next_hop_dest_m| Destination | str aé
ac MAC
address  of
the next hop
for the GTP
U packet

Public object input parameters for INP4 VM of type Sink:

Parameter Name | Short Type | Default Value | Choices | Required When
Description

next_hop_dest_m| Destination | str aé
ac MAC
address  of
the next hop
for the GTP
U packet

Private Object Defaults:

Same structure as the case of Public Object Input Parameters.

Private object defaults for collector VM:

Parameter Name Short Description Type Value

mon_int Local Monitoring interfacg str <>
through which reports are
received from the VM that
contains an IN‘P4 switch
with SINK configuration.

Public object input parameters for INP4 VM of type Sink:

Parameter Name Short Description Type Value
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contains the collector.

collector_ipv4 IPv4 of the VM thai str <>
contains the collector.
collector_mac MAC of the VM that str <>

Object Output Values:

Object Output Valuegor collector VM:

Output Parameter
Name

Short Description

Example Value

vm_id

452

Object Output Valuedor each INTP4 VM of type Source, Transit or Sink:

Output Parameter| Short Description Example Value
Name
vm_id 452

input_port_ipv4

IPv4 of the GTP_U usi|
data entry interface.

amMmndn dmodmE

output_port_mac

MAC of the GTP_U usi
data entryinterface.

alt vy, .

Y/ Y55Y99

output_port_ipv4

IPv4 of the GTP_U usi
data output interface.

amMmnedn dH dmE

output_port_mac

MAC of the GTP_U usi
data entry interface.

al by..

Y/ / Y55Y99

Object Deployment Results:

When the component ideployed, the following report will be generated:

# INFP4 BMv2 SW

## Deployment

The INTP4 BMv2 SW module has been successfully deployed on different
{{ vm_id_list }}. This deployment is part of the Trial Network {{ tn_id }}.

Grant Agreement 101096328 6GSANDBOX HORIZONUSN&022
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## Access to th¥irtual Machines

You can access the VMs through their respective IP addresses using S
specific IP addresses for each VM are listed below.

## Virtual Machines (VMs) and Their IP Addresses

Connection to any of the VMs can be established via SSH using the follov
addresses:

#i# Collector VM
- **Collector VM**

-IP Address: "X.X.X.X

### INTP4 Switch VMs
#### Source Type Configuration
- **Source VM**

- IP Address: "X.X.X.X"
###H Transit Type Configuration
- **Transit VM 1**

- IP Address: "X.X.X.X"
- **Transit VM 2**

- IP Address: "X.X.X.X"
- _[Add more Transit VMs as needed...]
#### Sink Type Configuration
- **Sink VM**

-|P Address: "X.X.X.X

*Note: Replace "x.x.x.x" with the actual IP addresses for each VM.*

# Logs
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