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ABSTRACT  
The main scope of the 6GςSANDBOX project is to realize the Trial Network (TN) concept, i.e., to offer isolated 

networks (called Trial Networks) that utilize shared network and computing resources from experimentation 

platforms. Towards an automated and modular creation of the TNs, a specific format/structure is used to 

describe each TN component in a common github repository called 6G-Library. The 6G-Libraly is a living 

repository which during WP3 of the 6G-SANDBOX project has been enriched with more than thirty components, 

all of them presented withing this document (D3.3). Some of those components reflect developments around 

key project ambitions, and as such, their concept and implementation aspects are discussed in detail. More 

precisely, in the domain of disruptive wireless, we focus on the O-RAN and RIS; in the NTN domain we present 

the related integration activities and tests; in the domain of deterministic networking, solutions for TSN and P4-

enabled UPF are presented; while in the domain of internet of sense, we present the solution that combines 

haptic and XR applications. Overall, the current document (D3.3) is the final report of WP3 of the 6G-SANDBOX 

project and it updates the initial release of the content published on D3.2. 

KEYWORDS  
6G-Library, Trial Network, Trial Network Life-Cycle Manager (TNLCM), O-RAN, Reconfigurable Intelligent 

Surfaces (RIS), Time Sensitive Networking (TSN), P4-enabled UPF, XR applications, Experiment Lifecycle Manager 

(ELCM), Campaign Manager ς KS8500 Runner, Digital Twin. 
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1 INTRODUCTION 

1.1 STRUCTURE OF THE DELIVERABLE  

This deliverable (D3.3) reflects the work that has been done in WP3 of the 6G-SANDBOX project and focuses on 

presenting the content of the 6G-SANDBOX Library (6G-Library). It is structured into three main sections. The 

first section presents a list of components included in the 6G-Library, highlighting their functionalities and 

relevance within the overall testbed framework. Sections 2 and 3 dive into key technological enablers, 

presenting their role in the 6G-Library and implementation aspects, respectively. These sections ensure 

continuity while incorporating the latest progress, refinements, and additions made to the 6G Library framework 

and its components compared to Deliverable D3.2. 

1.2 TARGET AUDIENCE  

The 6G Library represents a foundational framework outlining the essential components and their capabilities, 

which are designed to be deployed within the 6G-SANDBOX testbed as well as in any replicated testbed 

environments. This deliverable is publicly accessible and aims to provide comprehensive insight into the 6G-

SANDBOX facility for a broad spectrum of stakeholders within the research and innovation ecosystem. 

The primary audience includes the Project Consortium, which plays a key role in validating the proposed 

technological solutions and ensuring alignment with the overall project objectives. The detailed documentation 

of the technological enablers supports a critical assessment of their implementation and contribution to the 

project's goals. 

Additionally, the deliverable addresses the Research Community and representatives from the European 

Commission (EC), offering a summary of the deliverable's objectives, the novel aspects of the 6G-SANDBOX 

Library, and a detailed overview of the current technology enablers, their implementation progress, and initial 

results. It also highlights integration methodologies and showcases innovative aspects of the testbed 

architecture. 

Finally, vertical stakeholders involved through the open call process will benefit from this document as they 

prepare and execute their experimental use cases on the 6G-SANDBOX infrastructure. A wider public audience 

is also considered, with the aim of enhŀƴŎƛƴƎ ƎŜƴŜǊŀƭ ŀǿŀǊŜƴŜǎǎ ŀƴŘ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘΩǎ Ǿƛǎƛƻƴ ŀƴŘ 

technological foundation.  
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2 THE 6G-LIBRARY 

2.1 CONCEPT AND DEVELOPMENT APPROACH FOR THE COMPONENTS 

¢ƘŜ сD ƭƛōǊŀǊȅΩǎ ƻōƧŜŎǘǎ ŀǊŜ ŎǳǊŀǘŜŘ ŀƴŘ ŘŜǎƛƎƴŜŘ ǘƻ ǎŜǊǾŜ ŀǎ ǘƘŜ ŦƻǳƴŘŀǘƛƻƴŀƭ ōǳƛƭŘƛƴƎ ōƭƻŎƪǎ ŦƻǊ ōǳƛƭŘƛƴƎ ǘƘŜ 

Trial Networks. For the 6G-library implementation, the 6G-SANDBOX GitHub repository serves as a version 

control system essential for monitoring changes within computer files, primarily employed in managing source 

code during software development. Every element in the library is described as a self-contained unit equipped 

with the necessary automation and scripts for deployment within a computing infrastructure. In this view, every 

element in the library complies with a specific predefined toolset (namely Terraform, Ansible and Jenkins) and 

is hosted under a common folder structure. The brain for the realization of the Trial Network Concept is the Trial 

Network Life-Cycle Manager (TNLCM). The TNLCM is the entity that establishes a Trial Network and ensures that 

every Trial Network on each platform is accessible and in working order, as well as orchestrates the necessary 

actions required for changing the state of a Trial Network when necessary. To further assist any computing 

infrastructure to offer Trial Networks, a Toolkit has been designed and implemented. 

¢ƘŜ ǇǊƻƧŜŎǘΩǎ ŎƻƴŎŜǇǘ ŘŜǇƛŎǘǎ ǘƘŜ Ƴŀƛƴ ǎƻŦǘǿŀǊŜ elements that are being developed and integrated into the 

project. To better present the elements, we have organized them into four categories based on the 

functionality/services that they offer.  

 

Figure 1. Grouping of the software developments within the 6G-SANDBOX (the 6G-Library components are those in 
category C and D). 

Category A refers to a software platform that manages computing resources. All the other software components 

offered by the project are subject to the resource management and orchestration of Category A software which 

is provided through OpenNebula services. 

Category B refers to the group of elements that realize the Trial Network concept (also called in the project as 

mandatory components), including the Trial Network Life-Cycle Manager (TNLCM), fundamental modules that 

enable the 6G-Library, a common API framework for exposing API services to third parties, as well as auxiliary 
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tools needed for each TN, e.g., a routing manager that manages the routing between physical nodes (e.g. an 

outdoor gNB) and virtual ones (e.g, a newly deployed core network).  

Category C includes network-related TN ingredients that can be used in a TN. In this category, there is a rich list 

of components that are represented as elements in the 6G-Library. This list is further enhanced with additions 

brought from Open Call projects. Components for all the network domains are available (either the code or a 

representation of them in the 6G-Library to be ready for use by a TN). At the network core, Open5GS, 

open5GCore and HP core are provided, while open and advanced implementations of specific Network Functions 

also available (e.g., a P4 based implementations of the UPF, and the Network Exposure Function (under the 

ONEmNEF Open Call project). At the Transport network, Satellite links are integrated, controllers for Time 

Sensitive Networking (TSN) are available, as well as a protocol for enabling multipath communications has been 

implemented. At the radio access domain, Open RAN, RIS, and JSAC approaches are developed, while gNBs 

established in the 4 project platforms can be used through TNs. 

Category D includes experimentation-related TN ingredients that can be used in a TN. Similarly to Category C, 

Category D components are represented as elements in the 6G-Library. The 6G-SANDBOX project offers two 

alternatives regarding test automation and management of the experimentation process, namely: the ELCM and 

the Campaign Manager. In category D, a network digital twin is included as well, which provides realistic 

experimentation potential, by using a digital representation of the University of Malaga/ ITIS campus. In 

addition, since the experimentation process may include vertical specific components, they can be hosted in the 

local computing infrastructure of a platform or in the central cloud. As an example, within the project, XR and 

Haptic solutions are available. 

2.2 MANDATORY COMPONENTS 

The set of mandatory components consists of the tn_vxlan, the tn_bastion, the tn_init and the vnet. The first 

two are the basis of any Trial Network and are always present, the third one is a wrapper for both of them, and 

the vnet is a basic functionality enabler to create new LANs inside the Trial network.  

2.2.1 TRIAL NETWORK VXLAN 

The tn_vxlan (https://github.com/6G-SANDBOX/6G-Library/tree/main/tn_vxlan) is the first bootstrap 

component of any Trial Network. It is the main network where most if not all components are exposed and can 

communicate with each other. It serves as the management network of the TN and is directly reachable by the 

experimenter when it is connected to the VPN. 

It is implemented in OpenNebula as a Virtual Network: a range of IPs in OpenNebula that can be assigned to 

VMs as virtual NICs of type VXLAN. 

SITE-SPECIFIC VARIABLES 

This component has no component-specific variables in sites, but there are three that apply to all subnet 

components: 

- site_vxlan_if: Network interface in the hypervisor hosts where the VXLAN virtual NIC will be mounted. 

Can be a physical NIC, but a previously created linux bridge is preferable. 

- site_vxlan_mtu: MTU of the Virtual Network 

- site_vxlan_guest_mtu: MTU of the virtualized network card in the VMs. 

INPUT VARIABLES 

- one_vxlan_first_ip: First IP address of the IP range 

- one_vxlan_netmask: Network mask of the tn_vxlan subnet 

- one_vxlan_address_size: Size of the IP range, starting from one_vxlan_first_ip. 

https://github.com/6G-SANDBOX/6G-Library/tree/main/tn_vxlan
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OUTPUT VARIABLES 

- tn_vxlan_id: VNet ID in OpenNebula. 

- tn_vxlan_net: Subnet of the VNet in CIDR format. 

SAMPLE DESCRIPTOR 
trial_network : 
  tn_vxlan: 
    type: "tn_vxlan" 
    dependencies: []  
    input : 
      one_vxlan_netmask: 28                # Default value is 24 
      one_vxlan_first_ip: "192.168.166.10" # Default value is "192.168.199.1" 
      one_vxlan_address_size: 191          # Default value is 254 

2.2.2 TRIAL NETWORK BASTION 
The tn_bastion (https://github.com/6G-SANDBOX/6G-Library/tree/main/tn_bastion) is the second bootstrap 

component of any Trial Network and serves both as the default gateway of the tn_vxlan and as the one and only 

entrypoint to the Trial Network. It is implemented as a Virtual Machine in OpenNebula with one NIC in an 

externally reachable Network in the OpenNebula environment, and another for the tn_vxlan. The Virtual 

Machine is instanced from a custom template and appliance which needs to be previously downloaded to the 

6G-{ŀƴŘōƻȄ ǎƛǘŜΩǎ ƛƳŀƎŜ ŘŀǘŀǎǘƻǊŜ 

(https://marketplace.mobilesandbox.cloud:9443/appliance/service_bastion).  

The tn_bastion fulfills many basic functionalities of a Trial Network, such as: 

- Routing: Default gateway in the tn_vxlan network 

- NAT: It masquerades by default the IPs from inside the Trial Network to the outside 

- Firewall: It forbids traffic by default to any private IP outside the Trial Network. 

- DNS: Bastion acts as the main DNS resolver for the Trial Network components. 

- Route-ƳŀƴŀƎŜǊΥ LƳǇƭŜƳŜƴǘǎ ŀ άǊƻǳǘŜ-manager-api" (https://github.com/6G-SANDBOX/route-

manager-api) to apply and remove custom routes in the bastion. 

- ±tb ǎŜǊǾŜǊΥ ¢Ǌƛŀƭ bŜǘǿƻǊƪ ōŀǎǘƛƻƴǎ ŀǊŜ ǊŜŀŎƘŀōƭŜ ƛƴ ǘƘŜ ǇǳōƭƛŎ ƛƴǘŜǊƴŜǘ ƻǳǘǎƛŘŜ ŀ ǎƛǘŜΩǎ organization 

VPN and allow for access to any IP inside the tn_vxlan. 

SITE-SPECIFIC VARIABLES 

- template_id: ID of the tn_bastion VM template in an OpenNebula site 

- Image_id: ID of the tn_bastion VM image in an OpenNebula site. 

INPUT VARIABLES 

- one_bastion_vpn_clients: Number of Wireguard VPN client configurations to generate 

- one_bastion_vpn_allowedips: List of subnets that VPN clients will route to the bastion. 

- one_bastion_routemanager_add: Custom additional L3 routes to add. 

- one_bastion_fw_exceptions: Whitelisted IPs/subnets for the outbound firewall 

- one_bastion_nat_exceptions: Blacklisted IPs/subnets for the outbound NAT. 

OUTPUT VARIABLES 

- tn_bastion_id: VM ID in OpenNebula. 

- tn_bastion_ips: Asigned IP addresses for each NIC in the VM. 

- tn_dns_token: Token to authenticate to the DNS API. Allows other components to add new records to 

the TN domain. 

- tn_routemanager_token: Token to authenticate to the Route Manager API. Allows other components 

to add new custom routes in the gateway. 

https://github.com/6G-SANDBOX/6G-Library/tree/main/tn_bastion
https://marketplace.mobilesandbox.cloud:9443/appliance/service_bastion
https://github.com/6G-SANDBOX/route-manager-api
https://github.com/6G-SANDBOX/route-manager-api
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- tn_ssh_public_key: SSH public key to be added to components inside the TN. Allows for experimenter 

ƭƻƎƛƴ ŀǎ ǳǎŜǊ άǘƴǳǎŜǊέΦ 

SAMPLE DESCRIPTOR 
trial_network:  
  ... 

  tn_bastion: 
    type: "tn_bastion" 
    dependencies: [' tn_vxlan']  
    input : 
      one_bastion_vpn_clients: 3              # Default value is 1 
      one_bastion_vpn_allowedips: "0.0.0.0/0" # Default value is tn_vxlan subnet 
      one_bastion_routemanager_add:           # Default value is [] 
        - to: "10.45.54.203" 
          via: "192.168.166.10" 
        - to: "10.45.6.0/24" 
          dev: "wg0" 
      one_bastion_fw_exceptions: # Default value is [] 
        - "10.45.54.203" 
        - "192.168.166.10" 
        - "10.45.6.0/24" 
        - "192.168.27.13" 
      one_bastion_nat_exceptions: # Default value is [] 
        - "10.12.21.0/24" 
        - "10.11.24.205" 

2.2.3 TRIAL NETWORK INIT  

While implemented as a standalone component, the tn_init (https://github.com/6G-SANDBOX/6G-

Library/tree/main/tn_init) is actually just a wrapper of tn_vxlan and tn_bastion. It deploys both sequentially and 

accepts the same exact input/output variables of both of them combined. It allows for faster Trial Network 

deployments by repurposing the same tn_vxlan pipeline for the tn_bastion. 

SAMPLE DESCRIPTOR 
trial_network : 
  tn_init: 
    type: "tn_init" 
    dependencies: []  
    input : 
      one_vxlan_netmask: 28                # Default value is 24 
      one_vxlan_first_ip: "192.168.166.10" # Default value is "192.168.199.1" 
      one_vxlan_address_size: 191          # Default value is 254 
      one_bastion_vpn_clients: 3              # Default value is 1 
      one_bastion_vpn_allowedips: "0.0.0.0/0" # Default value is tn_vxlan subnet 

      one_bastion_routemanager_add:           # Default value is [] 
        - to: "10.45.54.203" 
          via: "192.168.166.40" 
        - to: "10.45.6.0/24" 
          dev: "wg0" 
      one_bastion_fw_exceptions: # Default value is [] 
        - "10.45.54.203" 
        - "192.168.166.40" 
        - "10.45.6.0/24" 
        - "192.168.27.13" 
      one_bastion_nat_exceptions: # Default value is [] 
        - "10.12.21.0/24" 
        - "10.11.24.205" 

2.2.4 VNET  

https://github.com/6G-SANDBOX/6G-Library/tree/main/tn_init
https://github.com/6G-SANDBOX/6G-Library/tree/main/tn_init
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The vnet component (https://github.com/6G-SANDBOX/6G-Library/tree/main/vnet) allows VM-like 

components to have additional network interfaces aside from the tn_vxlan. It creates a secondary network 

where components can communicate through, and is implemented in OpenNebula as a Virtual Network: a range 

of IPs in OpenNebula that can be assigned to VMs as virtual NICs of type VXLAN. 

While it is not truly present in all Trial Networks, it provides such basic functionality for most if not all of them. 

Being able to create additional networks in isolated environments is the least an experimenter should be able 

to play with, and thus, the component should be present on all sites. 

SITE-SPECIFIC VARIABLES: 

This component has no component-specific variables in sites, but there are three that apply to all subnet 

components. They are the same explained in the tn_vxlan section. 

INPUT VARIABLES 

- one_vnet_first_ip: First IP address of the IP range 

- one_vnet_netmask: Network mask of the Virtual Network 

- one_vnet_address_size: Size of the IP range, starting from one_vnet_first_ip. 

- one_vnet_gw: Default gateway of the Virtual Network subnet 

- one_vnet_dns: List of DNS resolvers for VMs with vnet as its main NIC. 

OUTPUT VARIABLES 

- vnet_<custom_name>_component_type: ϦǾƴŜǘέ 

- vnet_<custom_name>_id: VNet ID in OpenNebula 

- vnet_<custom_name>_net: Subnet of the VNet in CIDR format. 

SAMPLE DESCRIPTOR 
trial_network : 
  ... 

  vnet-custom_name: 
    type: "tn_vxlan" 
    name: "custom_name" 

    dependencies: [' tn_bastion']  
    input : 
      one_vnet_gw: "10.20.30.5"         # Default value is null 
      one_vnet_dns: "1.1.1.1 1.0.0.1"   # Default value is null 
      one_vnet_netmask: 28              # Default value is 24 
      one_vnet_first_ip: "10.20.30.30"  # Default value is 10.21.12.1 
      one_vnet_address_size: 50         # Default value is 100 

2.3 VM KVM 

The vm_kvm component (https://github.com/6G-SANDBOX/6G-Library/tree/main/vm_kvm) is the most basic 

of all components. It deploys a general-purpose Virtual Machine based on Ubuntu 22.04 LTS, with no additional 

installed software. Serves as a blueprint component where the experimenter can install additional software and 

comes in different flavors according to the provided resources. 

SITE-SPECIFIC VARIABLES 

- template_id: ID of the vm_kvm VM template in an OpenNebula site 

- image_id: ID of the vm_kvm VM image in an OpenNebula site. 

INPUT VARIABLES 

https://github.com/6G-SANDBOX/6G-Library/tree/main/vnet
https://github.com/6G-SANDBOX/6G-Library/tree/main/vm_kvm
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- one_vm_kvm_networks: list of previously deployed subnet components corresponding to the NICs the 

VM will have. The first one is expected to always be the tn_vxlan, while additional ones can be vnet 

components. 

- one_vm_kvm_size: this component has 5 different sizes ranging from extra_large to very_small, 

defining the amount of memory, vCPU and storage size the VNet will be deployed with. 

OUTPUT VARIABLES 

- vm_kvm_ғŎǳǎǘƻƳψƴŀƳŜҔψŎƻƳǇƻƴŜƴǘψǘȅǇŜΥ άǾƳψƪǾƳέ 

- vm_kvm_<custom_name>_id: VM ID in OpenNebula. 

- vm_kvm_<custom_name>_ips: Asigned IP addresses for each NIC in the VM. 

SAMPLE DESCRIPTOR 
trial_network : 
  ... 

  vm_kvm-custom_name: 
    type: "vm_kvm" 
    name: "custom_name" 
    dependencies: 
      - "tn_bastion" 

    input : 
      one_vm_kvm_size: "small" # extra_large, large, medium, small, very_small 

      one_vm_kvm_networks: 
        - "tn_vxlan" 

2.4 OPENNEBULA KUBERNETES ENGINE 

The oneKE component (https://github.com/6G-SANDBOX/6G-Library/tree/main/oneKEύ ƛǎ hǇŜƴbŜōǳƭŀΩǎ 

solution to a minimal hyperconverged Kubernetes platform. It is based on RKE2 ς Rancher's Next Generation 

Kubernetes Distribution ς with preinstalled components to handle storage persistence, ingress traffic and load 

balancing. 

The 6G-Sandbox implementation is oneKE can be downloaded from the official marketplace at 

https://marketplace.mobilesandbox.cloud:9443/appliance/OneKE_1.31_service, and deviates from the original 

one vy scaling its nodes to 6 different VMs: vnf_0, master_0, worker_0, storage_0, storage_1 and storage_2; 

and setting ǘƘŜ ǿƻǊƪŜǊ ƴƻŘŜΩǎ ŎƻǊŜ ǘƻ ΨƘƻǎǘψǇŀǎǎǘƘǊƻǳƎƘΩ ǘƻ ŜƴŀōƭŜ ŀ ƳƻǊŜ ŀŘǾŀƴŎŜŘ ǎŜǘ ƻŦ /t¦ ƛƴǎǘǊǳŎǘƛƻƴǎ ƛƴ 

the pods (crucial in order to deploy applications such as mongoDB, which requires AVX). 

The component supports 3 different versions of OneKE: 1.29, 1.31 and 1.31 Airgapped edition and comes 

deployed with two additional helm charts: one for nginx as the ingress controller, and one for skooner as a 

dashboard for the cluster. 

SITE-SPECIFIC VARIABLES 

- άмнфέΦǘŜƳǇƭŀǘŜψƛŘΥ L5 ƻŦ ǘƘŜ hƴŜY9 ǾмΦнф ǎŜǊǾƛŎŜ ǘŜƳǇƭŀǘŜ ƛƴ ŀƴ hǇŜƴbŜōǳƭŀ ǎƛǘŜ 

- άмомέΦǘŜƳǇƭŀǘŜψƛŘΥ L5 ƻŦ ǘƘŜ hƴŜY9 ǾмΦом ǎŜǊǾƛŎŜ ǘŜƳǇƭŀǘŜ ƛƴ ŀƴ hǇŜƴbŜōǳƭŀ ǎƛǘŜ 

- άмомŀέΦǘŜƳǇƭŀǘŜψƛŘΥ L5 ƻŦ ǘƘŜ hƴŜY9 ǾмΦом !ƛǊƎŀǇǇŜŘ ǎŜǊǾƛŎŜ ǘŜƳǇƭŀǘŜ ƛƴ ŀƴ hǇŜƴbŜōǳƭŀ ǎƛǘŜ 

INPUT VARIABLES 

- one_oneKE_external_vnet: Name of the subnet component used to expose the OneKE cluster. 

Expected to always be the tn_vxlan 

- one_oneKE_internal_vnet: Name of the subnet component used for inter-node traffic in the cluster. 

Expected to be an additional previously deployed vnet component. 

https://github.com/6G-SANDBOX/6G-Library/tree/main/oneKE
https://marketplace.mobilesandbox.cloud:9443/appliance/OneKE_1.31_service,
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- ƻƴŜψƻƴŜY9ψǾŜǊǎƛƻƴΥ ¢ƘŜ ǾŜǊǎƛƻƴ ƻŦ ǘƘŜ hƴŜY9 ǎŜǊǾƛŎŜ ǘƻ ŘŜǇƭƻȅΦ {ǳǇǇƻǊǘŜŘ ǾŀƭǳŜǎ ŀǊŜ άмнфέΣ άмомέ 

ŀƴŘ άмомŀέ 

- one_oneKE_multus: Enable Multus as a CNI in the cluster. 

- ƻƴŜψƻƴŜY9ψŎƴƛψǇƭǳƎƛƴΥ tǊƛƳŀǊȅ /bL ƛƴ ǘƘŜ ŎƭǳǎǘŜǊΦ {ǳǇǇƻǊǘŜŘ ǾŀƭǳŜǎ ŀǊŜ άŎƛƭƛǳƳέΣ άŎŀƭƛŎƻέ ŀƴŘ άŎŀƴŀƭέΦ 

- one_oneKE_cilium_range: In clusters with cilium as the primary CNI, IP range to expose services. 

- one_oneKE_metallb: Enable MetalLB as the Load Balancer in the cluster. 

- one_oneKE_metallb_range: In clusters with MetalLB enabled, IP range to expose services. 

- one_oneKE_longhorn: Enable Longhorn as a Storage Class in the cluster. 

- one_oneKE_traefik: Enable Traefik as an Ingress Controller in the cluster. 

- one_oneKE_nginx_passthrough: Enable SSL/TLS passthrough in the Ingress-Nginx controller. 

OUTPUT VARIABLES 

- oneKE_ғŎǳǎǘƻƳψƴŀƳŜҔψŎƻƳǇƻƴŜƴǘψǘȅǇŜΥ άƻƴŜY9έΦ 

- oneKE_<custom_name>_id: Service ID in OpenNebula. 

- oneKE_<custom_name>_roles: Array with information about the different service roles. 

- oneKE_<custom_name>_node_ids: VM IDs of the cluster nodes in OpenNebula 

- oneKE_<custom_name>_node_ips: Asigned IP addresses for each NIC in the cluster nodes. 

- oneKE_<custom_name>_oneKE_metadata: Dictionary with information about the input variables used. 

Enables the autocompletion of variables in future components. 

SAMPLE DESCRIPTOR 
trial_network:  

  ... 

  oneKE-custom_name: 
    type: "oneKE" 
    name: "custom_name" 
    dependencies: 
      - "tn_vxlan" 
      - "vnet-internal " 
    input : 
      one_oneKE_external_vnet: "tn_vxlan" 
      one_oneKE_internal_vnet: "vnet-internal " 
      one_oneKE_version: "131" 
      one_oneKE_multus: false          # Default value is true 
      one_oneKE_cni_plugin: "calico"   # Default value is "canal" 
      one_oneKE_metallb: false         # Default value is true 
      one_oneKE_metallb_range: "10.21.12.200-10.21.12.240" 
      one_oneKE_longhorn: true         # Default value is true 
      one_oneKE_traefik: true          # Default value is false 
      one_oneKE_nginx_passthough: true # Default value is false 

2.5 OPENCAPIF 

The ocf component (https://github.com/6G-SANDBOX/6G-Library/tree/main/ocf) allows experimenters to 

deploy and use their own CAPIF inside their Trial Network. OpenCAPIF (Open Common API Framework) is an 

Open-{ƻǳǊŎŜ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ 9¢{LΩǎ /!tLCΣ ǇǊƻǾƛŘƛƴƎ ŀ ǳƴƛŦƛŜŘ !tL ŜȄǇƻǎǳǊŜ ƭŀȅŜǊ ŦƻǊ ƴŜǘǿƻǊƪ ǎŜǊǾƛŎŜǎ ŀƴŘ 

functions. 

The 6G-Sandbox implementation of the ocf component deploys OpenCAPIF as a helm chart over a previously 

deployed oneKE component, according to the configuration from the input variables. 

SITE-SPECIFIC VARIABLES 

None 

https://github.com/6G-SANDBOX/6G-Library/tree/main/ocf)
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INPUT VARIABLES 

- ocf_one_oneKE: Name of a previoius oneKE component in the Trial Network, where OpenCAPIF will be 

deployed. 

- ocf_any_repo: URL to the OCF repositor. 

- ocf_any_branch: Branch of the OCF repository to use. 

- ocf_any_vault_namespace: Name of the kubernetes namespace to be used for Vault. 

- ocf_any_vault_storage_class: Name of the kubernetes Storage Class to be used for Vault. 

- ocf_any_vault_storage_size: Storage size to be claimed for Vault. 

- ocf_any_monitoring_namespace: Name of the kubernetes namespace to be used for monitoring. 

- ocf_any_monitoring_service_name: Name for the prometheus server URL. 

- ocf_any_capif_namespace: Name of the kubernetes namespace to be used for CAPIF. 

- ocf_any_capif_resources_reserve: Reserve resources for CAPIF. 

- ocf_any_capif_storage_class: Name of the kubernetes Storage Class to be used for CAPIF. 

- ocf_any_capif_storage_access_mode: Storage access mode for the Persistent Volumes claimed by 

CAPIF. 

- ocf_any_capif_grafana_storage_size: Storage size to be claimed for Grafana. 

- ocf_any_capif_loki_storage_size: Storage size to be claimed for Loki. 

- ocf_any_capif_mongo_storage_size: Storage size to be claimed for CAPIF 

- ocf_any_capif_mongo_register_storage_size: Storage size to be claimed for CAPIF register 

- ocf_any_capif_tempo_storage_size: Storage size to be claimed for CAPIF tempo 

- ocf_any_user: User to register in CAPIF 

- ocf_any_password: Password to register in CAPIF 

- ocf_any_tests_to_pass: Set of tests to be performed after launch 

OUTPUT VARIABLES: 

- ocf_ғŎǳǎǘƻƳψƴŀƳŜҔψŎƻƳǇƻƴŜƴǘψǘȅǇŜΥ άocfέ 

- ocf_<custom_name>_ocf_metadata: Dictionary with information about the input variables used. 

Enables the autocompletion of variables in future components. 

SAMPLE DESCRIPTOR 
trial_network : 
  ... 

  ocf-custom_name: 
    type: "ocf" 
    name: "custom_name" 
    name: "openCapif" 
    dependencies: 
      - "oneKE-k8s" 
    input : 
      ocf_one_oneKE: "oneKE-k8s" 
      ocf_any_branch: "staging" 
 

 
 

2.6 FOKUS/BERLIN RAN 

This Component provides temporary access to the Physical RAN equipment (Huawei and Nokia) present at the 

Berlin/FOKUS site to the already deployed 5G Core component within a Trial Network. The necessary routing 

will be handled by a reconfiguration of the route manager component within the TN bastion and the site-specific 

route manager component. The sites route manager component must be installed via the provided appliance. 
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SITE-SPECIFIC VARIABLES 

subnet: Subnet used for the RAN N2 and N3 interfaces. (example 10.55.0.0/16) 

INPUT VARIABLES 

any_berlin_ran_linked_5gcore: Name of a previously deployed 5G Core component. The gNB will 

connect to its AMF.  

any_berlin_ran_start_time: Time and date from which the route is enabled (RFC 3339 format). Defaults 

to current time if unspecified.  

any_berlin_ran_duration: Duration in seconds for the RAN equipment reservation 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. 

 Each variable has a short description of what it does for informational purposes. 

berlin_ran - component_type : "berlin_ran"  

berlin_ran - gnb_metadata : Metadata object containing:  

linked_5gcore : Value provided in any_berlin_ran_linked_5gcore  

 

SAMPLE DESCRIPTOR 
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2.7 UMA/NOKIA RAN 

Component to integrate the Nokia Airscale physical equipment with a 5G core already deployed inside the Trial 

Network. It is done by enabling the necessary routing path using a 6G-Sandbox route-manager-api VM expected 

to be already deployed in the site. The configuration exposed by this component should be synchronized with 

the 5G core and the UE to be used in conjunction. 

SITE-SPECIFIC VARIABLES 

Variables read from the site's encrypted file in the 6G-Sandbox-Sites repository. 

TNLCM checks that the variables are defined, and errors if attempting to deploy the component without them. 

Each variable has a short description of what it does for informational purposes. 

- n2_ip: IP address of Nokia Airscale in the Control Plane N2 interface. It connects to the AMF of the 5G Core. 

- n3_ip: IP address of Nokia Airscale in the User Plane N3 interface. It connects to the UPF of the 5G Core. 

INPUT VARIABLES 

https://marketplace.mobilesandbox.cloud:9443/appliance/service_routemanager
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Describes the variables shown in the TNLCM to be filled by the experimenter and included in a TN descriptor. 

Most variables just serve to overwrite a private/default value, but others (mainly mandatory ones) serve to 

define dependencies between previously deployed components. 

- ny_nokia_radio_linked_5gcore : Name of a previously deployed 5G Core component. The gNB will connect 

to its AMF. 

- any_nokia_radio_start_time: Time and date from which the route is enabled (RFC 3339 format). Defaults to 

current time if unspecified. 

- any_nokia_radio_duration: Duration in seconds for the Nokia Airscale route reservation 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. Each variable has a short description of what it does for informational purposes. 

- nokia_radio-component_type: "nokia_radio" 

- nokia_radio-gnb_metadata: Metadata object containing:  

o linked_5gcore: Value provided in any_nokia_radio_linked_5gcore 

DESCRIPTOR OF THE NOKIA RADIO TO A TRIAL NETWORK   

 

2.8 IS-WIRELESS RADIO (BLOCK BASED SOLUTION) 

Open RAN (O-RAN) is a next-generation approach to the Radio Access Network that breaks away from the 

traditional, vendor-locked, monolithic RAN systems. It introduces open interfaces, standardized by the O-RAN 

Alliance, and separates RAN functions into modular components such as the Central Unit (CU), Distributed Unit 

(DU), and Radio Unit (RU). This disaggregation allows operators to mix and match hardware and software from 

different vendors, driving innovation, lowering costs, and reducing dependency on a single supplier. IS-Wireless 

O-RAN (iswireless_radio) features O-DU and O-CU functionality. 

The iswireless_radio is a static, predeployed component that aims at integrating with 5G cores (e.g. 

open5gs_k8s) deployed inside Trial Networks. The inbuilt variable any_iswireless_radio_ru_du, if enabled (true) 

allows it to connect with external O-CU (e.g. cu_k8s). The connectivity with the components inside the Trial 
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bŜǘǿƻǊƪ ƛǎ ŘƻƴŜ ōȅ ŜƴŀōƭƛƴƎ ǘƘŜ ƴŜŎŜǎǎŀǊȅ ǊƻǳǘƛƴƎ ǇŀǘƘ ǘƘǊƻǳƎƘ ǘƘŜ ǳǎŜ ƻŦ ǘƘŜ ŜƭŜƳŜƴǘ ŎŀƭƭŜŘ ΨwƻǳǘŜ aŀƴŀƎŜǊΩ 

(already deployed in the site). 

 
Site-specific Variables 

cu_ip: IP address of the CU when not running in RU-DU mode.  

du_ip: IP address of the DU when running in RU-DU mode.  

portainer_url: URL of the Portainer instance managing the CU & DU containers. E.g. 

'http://10.20.30.40:9000'  

portainer_token: Valid API token for authentication as a user with administrative rights. 

portainer_environment: Portainer environment ID where the CU & DU containers are. E.g. '1' 

cu_container_name: Name of the CU container in Portainer. E.g. 'cu'  

du_cu_container_name: Name of the DU container for non RU-DU mode in Portainer. E.g. 'du' 

du_container_name: Name of the DU container for RU-DU mode in Portainer. E.g. 'ru-du' 

INPUT VARIABLES 

any_iswireless_radio_ru_du: Set the IS-WIRELESS gNB into RU-DU mode, requiring a separate 

virtualized CU component.  

any_iswireless_radio_linked_5gcore: Name of a previously deployed 5G Core component inside the 

same Trial Network. The gNB will try to connect to its AMF. Ignored in RU-DU mode, required otherwise.  

any_iswireless_radio_linked_cu: Name of a previously deployed cu_k8s component inside the same 

Trial Network. Required in RU-DU mode, ignore otherwise.  

any_iswireless_radio_start_time: Time and date from which the route is enabled, with RFC 3339 section 

5.6 format. E.g. '2024-11-08T09:12:00+00:00'. If unspecified, value takes current time and date.  
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any_iswireless_radio_duration: Time in seconds for the ISWIRELESS reservation. 3 hours by default 

OUTPUT VARIABLES 

linked_5gcore: Name of a previously deployed 5G Core component inside the same Trial Network. The 

gNB will try to connect to its AMF. Ignored in RU-DU mode, required otherwise. 

SAMPLE DESCRIPTOR 
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2.9 IS-WIRELESS RADIO (COMPONENT-BASED - CU PART) 

O-CU (O-RAN Central Unit) is a key logical node in the disaggregated Open RAN architecture, responsible for 

handling the higher layers of the radio protocol stackτspecifically, the Packet Data Convergence Protocol (PDCP) 

and Service Data Adaptation Protocol (SDAP). It manages functions such as user-plane traffic (CU-UP) 

forwarding, security (ciphering and integrity protection), and mobility control (CU-CP). The O-CU connects 

upstream to the 5G Core and downstream to the O-DU via the standardized F1 interface. Optionally, O-CU can 

also connect to the Near-RT RIC via E2 interface. Because it is software-based and can be virtualized, the O-CU 

can be deployed flexibly in Trial Networks. The cu_k8s - implementation of O-CU-CP and O-CU-UP, is a dynamic 

component which connects to 5G core (e.g. open5gs_k8s) as well as DU (iswireless_radio). 

 
Site-specific Variables 

none 

INPUT VARIABLES 

- one_cu_k8s_target: Name of a previously deployed oneKE component, where the the CU Helm Chart will 

be applied. E.g. oneKE-my_cluster.  

- one_cu_open5gs_target: Name of a previously deployed open5gs component, which will be connected to 

the CU. E.g. open5gs_k8s-my-core.  

- one_cu_k8s_ip: The IP address of a cu_k8s  

- dockerhub_token: Token required to authenticate to dockerhub  

- one_cu_open5gs_amf_ip: IP or service name of the core amf  

- one_cu_open5gs_upf_ip: IP or service name of the core upf  
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- one_cu_ric_ip: IP or service name of the ric 

OUTPUT VARIABLES 

- oneKE: Name of a previously deployed oneKE component, where the the CU Helm Chart will be applied. 

E.g. oneKE-my_cluster  

- cu_ip: The IP address of a cu_k8s 

SAMPLE DESCRIPTOR 

 



 

     

22 
 

 
Grant Agreement 101096328 τ 6G-SANDBOX τ HORIZON-JU-SNS-2022 

Deliverable D3.3 

 

Cada vz que me m 

 

 

 

  

 

 

 

              

 

 

2.10 NEAR-RT RIC WITH OPTIMIZED PLACEMENT OF ORAN WORKLOADS FOR CU-UP 

Near-Real-Time RIC (RAN Intelligent Controller) is a central element in the O-RAN architecture designed to 

optimize RAN performance through intelligent control and automation. It connects to O-CU and O-DU 

components, interfacing over standardized E2 interfaces. The Near-RT RIC hosts a Workload Placement xApp 

which is responsible for intelligently placing new instances of user plane network functions depending on the 

user traffic. It is done by monitoring appropriate RAN KPIs (such as number of connected UEs) and using this 

knowledge, enhanced with AI predictive approach, it instantiates a new CU-UP component to support incoming 

user connections. The Near-RT RIC component (ric_k8s) requires connection to the O-CU (cu_k8s) component. 

 

SITE-SPECIFIC VARIABLES 

none 

INPUT VARIABLES 

one_ric_k8s_target: Name of a previously deployed oneKE component, where the the RIC Helm Chart 

ǿƛƭƭ ōŜ ŀǇǇƭƛŜŘΦ 9ΦƎΦ ΨƻƴŜY9-my_cluster'  

one_ric_k8s_ip: The IP address of a ric_k8s  

dockerhub_token: Token required to authenticate to dockerhub 

OUTPUT VARIABLES 

oneKE: Name of a previously deployed oneKE component, where the CU Helm Chart will be applied. 

E.g. oneKE-my_cluster  
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ric_ip: The IP address of a ric_k8s  

SAMPLE DESCRIPTOR 
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2.11 UERANSIM 

The ueransim component (https://github.com/6G-SANDBOX/6G-Library/tree/main/ueransim) is a special 

component which can act as a virtualized gNB, an UE or as both at the same time according to the selected input 

variables. The gNB can attach to any virtualized 5G core solution ς both inside the same trial network or outside 

for some experiments --, and creates a fake RAN where other UERANSIM UEs can connect 

It is implemented as a Virtual Machine in OpenNebula,  instanced from a custom template and appliance which 

needs to be previously downloaded to the 6G-{ŀƴŘōƻȄ ǎƛǘŜΩǎ ƛƳŀƎŜ ŘŀǘŀǎǘƻǊŜ 

(https://marketplace.mobilesandbox.cloud:9443/appliance/service_UERANSIM).  

SITE-SPECIFIC VARIABLES 

- template_id: ID of the UERANSIM VM template in an OpenNebula site 

- image_id: ID of the UERANSIM VM image in an OpenNebula site. 

INPUT VARIABLES 

- one_ueransim_networks: list of previously deployed subnet components corresponding to the NICs the 

VM will have. The first one is expected to always be the tn_vxlan, while additional ones can be vnet 

components. 

- one_ueransim_mode: Deploy the component as a gNB, a UE or as both at the same time. 

- one_ueransim_gnb_linked_5gcore: Name of a previously deployed 5G core component. It enables the 

optional autocompletion of all the other gNB variables. 

- one_ueransim_gnb_amf_n2_ip: IP address of the AMF of the linked 5G core for the gNB. 

- one_ueransim_gnb_tac: Tracking Area Code (TAC) of the PLMN for the gNB. 

- one_ueransim_gnb_mcc: Mobile Country Code (MCC) used in the PLMN for the gNB. 

- one_ueransim_gnb_mnc: Mobile Network Code (MNC) used in the PLMN for the gNB. 

- one_ueransim_gnb_slices_sst: Slice/Service Type (SST) of the S-NSSAI for the gNB. 

- one_ueransim_gnb_slices_sd: Slice DIfferentiator (SD) of the S-NSSAI for the gNB. 

- one_ueransim_ue_linked_gnb: Name of a previoiusly deployed UERANSIM in gNB mode. It enables the 

optional autocompletion of all the other UE variables. Unnecessary if UERANSIM is running as both a 

gNB and UE. 

- one_ueransim_ue_gnbsearchlist: List of IP addresses where the UE will search for gNBs for Radio Link 

SImulation. 

- one_ueransim_ue_mcc: Mobile Country Code (MCC) used in the PLMN for the UE. 

- one_ueransim_ue_mnc: Mobile Network Code (MNC) used in the PLMN for the UE. 

- one_ueransim_ue_msin: Mobile Subscriber Identification Number (MSIN) used in the PLMN for the UE. 

- one_ueransim_ue_key: Permanent subscription key for the UE. 

- one_ueransim_ue_opc: Operator Code for the UE. 

- one_ueransim_ue_session_apn: Access Point Name (APN) for the initial PDU session for the UE. 

- one_ueransim_ue_session_sst: Slice/Service Type (SST) for the initial PDU session for the UE. 

- one_ueransim_ue_session_sd: Slice Differentiator (SD) for the initial PDU session for the UE. 

OUTPUT VARIABLES 

- ǳŜǊŀƴǎƛƳψғŎǳǎǘƻƳψƴŀƳŜҔψŎƻƳǇƻƴŜƴǘψǘȅǇŜΥ άǳŜǊŀƴǎƛƳέ 

- ueransim_<custom_name>_id: VM ID in OpenNebula. 

- ueransim_<custom_name>_ips: Asigned IP addresses for each NIC in the VM. 

- ǳŜǊŀƴǎƛƳψғŎǳǎǘƻƳψƴŀƳŜҔψƳƻŘŜΥ ±ŀƭǳŜ ƻŦ ƛƴǇǳǘ ǾŀǊƛŀōƭŜ ΨƻƴŜψǳŜǊŀƴǎƛƳψƳƻŘŜΩ 

- ueransim_<custom_name>_gnb_metadata: Dictionary with information about the gnb-related input 

variables used. Enables the autocompletion of variables in future components. 

https://github.com/6G-SANDBOX/6G-Library/tree/main/ueransim
https://marketplace.mobilesandbox.cloud:9443/appliance/service_UERANSIM
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- ueransim_<custom_name>_ue_metadata: Dictionary with information about the ue-related input 

variables used. Enables the autocompletion of variables in future components. 

SAMPLE DESCRIPTOR 
trial_network:  
  ... 

  ueransim-custom_name: 
    type: "ueransim" 
    name: "custom_name" 
    dependencies: 
      - "open5gs_k8s-core1" 

    input : 
      one_ueransim_networks: 
        -  "tn_vxlan" 

      one_ueransim_mode: "both" 
      one_ueransim_run_gnb: true  # Default value in mode 'both' 
      one_ueransim_run_ue: true   # Default value in mode 'both' 
      one_ueransim_gnb_linked_5gcore: "open5gs_k8s-core1" 
      one_ueransim_gnb_amf_n2_ip: "10.21.12.200"  # Can be autocompleted from open5gs_k8s-core1 
      one_ueransim_gnb_tac: 200   # Can be autocompleted from open5gs_k8s-core1 
      one_ueransim_gnb_mcc: "001" # Can be autocompleted from open5gs_k8s-core1 
      one_ueransim_gnb_mnc: "01"  # Can be autocompleted from open5gs_k8s-core1 
      one_ueransim_gnb_slices_sst: 1       # Can be autocompleted from open5gs_k8s-core1 
      one_ueransim_gnb_slices_sd: "000001" # Can be autocompleted from open5gs_k8s-core1 
      one_ueransim_ue_linked_gnb: null      # If undefined and mode is 'both', the same component acts as the linked gNB 

      one_ueransim_ue_gnbsearchlist: "localhost"  # Default value 
      one_ueransim_ue_mcc: "001" # Can be autocompleted from the linked_gnb's linked_5gcore (open5gs_k8s-core1) 
      one_ueransim_ue_mnc: "01" # Can be autocompleted from the linked_gnb's linked_5gcore (open5gs_k8s-core1) 
      one_ueransim_ue_msin: "0000000001" # Can be autocompleted from the linked_gnb's linked_5gcore (open5gs_k8s-

core1) 
      one_ueransim_ue_key: "465B5CE8B199B49FAA5F0A2EE238A6BC" # Can be autocompleted from the linked_gnb's 

linked_5gcore (open5gs_k8s-core1) 
      one_ueransim_ue_opc: "E8ED289DEBA952E4283B54E88E6183CA" # Can be autocompleted from the linked_gnb's 

linked_5gcore (open5gs_k8s-core1) 
      one_ueransim_ue_session_apn: "internet " # Can be autocompleted from the linked_gnb's linked_5gcore (open5gs_k8s-

core1) 
      one_ueransim_ue_session_sst: 1 # Can be autocompleted from the linked_gnb's linked_5gcore (open5gs_k8s-core1) 
      one_ueransim_ue_session_sd: "000001" # Can be autocompleted from the linked_gnb's linked_5gcore (open5gs_k8s-

core1) 

 

2.12 STF UE 

The stf_ue component (https://github.com/6G-SANDBOX/6G-Library/tree/main/stf_ue) allows the 

experimenter to interact and experiment with a real Android UE, from a Smartphone Test Farm 

(https://github.com/DeviceFarmer/stf) portal present in the site, for a limited period of time. The component 

does not only take care of the temporal lease of the UE, but all the connectivity between the device and the rest 

of the components present in the tn_vxlan. 

SITE-SPECIFIC VARIABLES 

- origin: Full URL of the STF web portal 

- administrator_token: Token to authenticate as the administrator user in the STF API 

- ŘŜǾƛŎŜΥ aƻōƛƭŜ ŘŜǾƛŎŜ L5 ǘƻ ōƻƻƪ ǘƻ ǘƘŜ ǳǎŜǊ άǘƴǳǎŜǊέ 

- ǳǎŜǊψƳŀƛƭΥ aŀƛƭ ƻŦ ǘƘŜ ǳǎŜǊ άǘƴǳǎŜǊέ 

https://github.com/6G-SANDBOX/6G-Library/tree/main/stf_ue
https://github.com/DeviceFarmer/stf)
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INPUT VARIABLES 

- any_stf_ue_start_time: Time and date from which the UE is reserved, with RFC 3339 section 5.6 format. 

- any_stf_ue_duration: Time in seconds for the UE reservation. 

OUTPUT VARIABLES 

- ǎǘŦψǳŜғŎǳǎǘƻƳψƴŀƳŜҔψŎƻƳǇƻƴŜƴǘψǘȅǇŜΥ άǎǘŦψǳŜέ 

SAMPLE DESCRIPTOR 
trial_network:  
  ... 

  stf_ue-custom_name: 
    type: "stf_ue" 
    name: "custom_name" 
    dependencies: 
      - "nokia_radio-gNB1" 

    input : 
      any_stf_ue_duration: 10800 # Default is 3600 seconds 

 

2.13 Reconfigurable Intelligence Surface SERVICES 

Reconfigurable Intelligent Surfaces (RIS) corresponds to a planar surface composed of unit-cells, whose 

properties can be controlled dynamically to 'tune' the incident wireless signals through reflection, refraction, 

focusing, collimation, modulation or absorption. RIS can be potentially deployed for both indoor and outdoor 

usage, including offices, airports, shopping centers, lamp posts and advertising billboards, and may take any 

shape or be integrated onto objects. Its characteristics may also result in low energy consumption, making RIS a 

sustainable technology solution. RIS can be configured to operate at any part of the radio spectrum, including 

frequencies from below 6 GHz to THz, and may harness tools from Artificial Intelligence (AI) and Machine 

Learning (ML) to enable systems operation and optimization. 

As RIS is envisaged to be a new enabling candidate wireless technology for the control of radio signals between 

a transmitter and a receiver in a dynamic and goal-oriented way, turning the wireless environment into a service. 

This has motivated a host of potential new use cases targeting at: the enhancement of various system key-

performance-indicators (KPIs), and the support of new wireless technology applications and capabilities. These 

include enhancements to the capacity, coverage, positioning, security, and sustainability, as well as the support 

of further sensing, wireless power transfer, and ambient backscattering capabilities. 

INPUT VARIABLES 

- ris_f0: "Frequency (GHz). 26.5GHz ς 29.5Ghz" 

- ris_dist: "Distance (m)"  

- ris_phi_t: "Incident angle azimuth (degrees 0-360)"  

- ris_theta_t: "Incident angle polar (degrees 0-90)"  

- ris_num_phi_r: "Number of azimuth segments (1, num_phi_r * num_theta_r <= 256)"  

- ris_phi_r_low: "Receiver azimuth low (degrees 0-360)"  

- ris_phi_r_high: "Receiver azimuth high (degrees 0-360)"  

- ris_num_theta_r: "Number of polar segments (1, num_phi_r * num_theta_r <= 256)"  

- ris_theta_r_low: "Receiver polar low (degrees 0-90)"  

- ris_theta_r_high: "Receiver polar high (degrees 0-90)" 
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SITE-SPECIFIC VARIABLES 

None 

OUTPUT VARIABLES 

None 

SAMPLE DESCRIPTOR 

 

2.14 OPEN5GCORE 

This componet represents a VM with the Open5gCore 5G Core network inside customized ready to be used in 

the 6G-SANDBOX trial network.  The integrated UPF can be configured to utilize Linux XDP/eBPF to accelerate 

the datapath.  



 

     

28 
 

 
Grant Agreement 101096328 τ 6G-SANDBOX τ HORIZON-JU-SNS-2022 

Deliverable D3.3 

 

Cada vz que me m 

 

 

 

  

 

 

 

              

 

 

The Fraunhofer FOKUS Open5GCore toolkit is the first global practical implementation of the 3GPP 5G core 

network, supporting the functionalities of 3GPP Releases 17 and 18. Tailored for R&D activities, Open5GCore 

ensures compatibility with both 5G base stations and user equipment. Designed to accelerate research and 

facilitate the transfer of expertise from Fraunhofer FOKUS to users, Open5GCore provides a robust foundation 

for 5G testbed deployments, trials, pilots, and the advancement of functionalities for future-beyond 5G and 6G 

standards.  Open5GCore implements the new 5G components as standalone, independent of the previous 4G 

EPC functionality. This approach allows for rapid, focused innovation in 5G technology, enabling practical, hands-

on implementation and realistic evaluation and demonstration of novel concepts and applications. 

SITE-SPECIFIC VARIABLES 

template_id: ID of the Open5GS VM template to use in your OpenNebula environment 

image_id: ID of the Open5GS VM image to use in your OpenNebula environment 

license_crt: contents of the open5gcore license certificate 

testbed_sim_sql: Optional: SQL dump with sim card credentials used in the udm_db 

INPUT VARIABLES 

one_open5gcore_vm_external_vnet: Virtual Network name asigned to the VM for management 

purposes.  

one_open5gcore_vm_internal_vnet: Optional list of 1 or 2 vnets used for interfaces N2 (AMF) and N3 

(UPF) respectivelly.  

one_open5gcore_vm_size: Select one type of instance according to your hardware requirements.  

one_open5gcore_vm_amf_n2_ip: IPv4 address of the AMF in the 5G core network.  

one_open5gcore_vm_upf_n3_ip: IPv4 address of the UPF in the 5G core network.  

one_open5gcore_vm_ue_count: Number of UEs to be provisioned staring from MSIN  

one_open5gcore_vm_tac: Tracking Area Code (TAC)  

one_open5gcore_vm_mcc: Mobile Country Code (MCC)  

one_open5gcore_vm_mnc: Mobile Network Code (MNC)  

one_open5gcore_vm_msin: Mobile Subscriber Identification Number (MSIN) 9 or 10 digits inside 

quotes. mcc + mnc + msin must add to exactly 15  

one_open5gcore_vm_key: Permanent Subscription Key of each UE.  

one_open5gcore_vm_opc: Operator Code (OP or OPC) of each UE.  

one_open5gcore_vm_apn: APN/DNN used for PDU session.  

one_open5gcore_vm_s_nssai_sst: SST of the S-NSSAI  

one_open5gcore_vm_s_nssai_sd: SD of the S-NSSAI  
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one_open5gcore_vm_ue_subnet: Subnet to be used by the UEs.  

one_open5gcore_vm_upf_xdp: Enable UDP XDP Datapath acceleration 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. Each variable has a short description of what it does for informational purposes. 

open5gcore_vm- core - id : Variable tied to a specific deployment of this component. 

open5gcore_vm- core - ips : Dictionary of VM IP addresses. 

open5gcore_vm- core - metadata : Metadata including AMF and UPF IPs, UE provision info, PLMN 

IDs 

SAMPLE DESCRIPTOR 

 

2.15 OPEN5GS AS A VM 

Open5GS is an advanced, open-source project designed for building and managing your own NR/LTE mobile 

network. Whether ȅƻǳΩǊŜ ǎŜǘǘƛƴƎ ǳǇ ŀ ǇǊƛǾŀǘŜ ƴŜǘǿƻǊƪ ŦƻǊ ǘŜǎǘƛƴƎΣ ǊŜǎŜŀǊŎƘΣ ƻǊ ŘŜǇƭƻȅƳŜƴǘΣ hǇŜƴрD{ ƻŦŦŜǊǎ ŀ 

robust solution for configuring both 5G (NR) and LTE (evolved) networks (Release-17). More info in the official 

documentation: https://open5gs.org/open5gs/docs/ 

The 6G-Library component refers to Open5GS over a general-purpose Virtual Machine based on Ubuntu 22.04 

LTS.  By default, the Open5GS version 2.7.2 will be used. The deployment will be an all-in-one solution with a 

small footprint compared to the container-based k8s installation, which is also available as a library component. 

https://open5gs.org/open5gs/docs/
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SITE-SPECIFIC VARIABLES 

template_id: ID of the Open5GS VM template to use in your OpenNebula environment 

image_id: ID of the Open5GS VM image to use in your OpenNebula environment 

testbed_sim: Optional: contents of a shell script to provision sim card secrets used in the testbed 

INPUT VARIABLES 

one_open5gs_vm_external_vnet: Virtual Network name assigned to the VM for management purposes.  

one_open5gs_vm_internal_vnet: Optional list of 1 or 2 vnets used for interfaces N2 (AMF) and N3 (UPF) 

respectively.  

one_open5gs_vm_size: Select one type of instance according to your hardware requirements.  

one_open5gs_vm_amf_n2_ip: IPv4 address of the AMF in the 5G core network.  

one_open5gs_vm_upf_n3_ip: IPv4 address of the UPF in the 5G core network.  

one_open5gs_vm_ue_count: Number of UEs to be provisioned.  

one_open5gs_vm_tac: Tracking Area Code (TAC)  

one_open5gs_vm_mcc: Mobile Country Code (MCC)  

one_open5gs_vm_mnc: Mobile Network Code (MNC)  

one_open5gs_vm_msin: Mobile Subscriber Identification Number (MSIN)  

one_open5gs_vm_key: Permanent Subscription Key of each UE.  

one_open5gs_vm_opc: Operator Code (OP or OPC) of each UE.  

one_open5gs_vm_apn: APN of the initial PDU session.  

one_open5gs_vm_s_nssai_sst: SST of the S-NSSAI  

one_open5gs_vm_s_nssai_sd: SD of the S-NSSAI  

one_open5gs_vm_ue_subnet: Subnet to be used by the UEs.  

one_open5gs_vm_use_nightly: Install the Nightly version of Open5GS  

one_open5gs_vm_install_webui: Install the Open5GS Web UI 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. 

 Each variable has a short description of what it does for informational purposes. 

open5gs_vm- id : "Variable tied to a specific deployment of this component." 
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tn_ssh_public_key : "Variable with a global name. Generated by a component that can only be 

deployed once per TN, such as tn_init" 

SAMPLE DESCRIPTOR 

 

2.16 OPEN5GS IN KUBERNETES 

The open5gs_k8s component (https://github.com/6G-SANDBOX/6G-Library/tree/main/open5gs_k8s) allows 

the experimenter to deploy and use their own fully functional 5G SA core inside their Trial Network. 

This component implements Open5GS as a helm chart over a previously deployed oneKE component, according 

to the configuration from the input variables. 

SITE-SPECIFIC VARIABLES 

None 

INPUT VARIABLES 

- one_open5gs_k8s_target: Name of a previous Kubernetes cluster component in the Trial Network, 

where Open5GS will be deployed. 

- one_open5gs_k8s_amf_n2_ip: IP address of the AMF in the 5G core network. 

- one_open5gs_k8s_upf_n3_ip: IP address of the UPF in the 5G core network. 

- one_open5gs_k8s_ue_count: Total number of UEs expected to connect to the 5G core. 

- one_open5gs_k8s_tac: Tracking Area Code (TAC) of the PLMN. 

- one_open5gs_k8s_mcc: Mobile Country Code (MCC) used in the PLMN. 

- one_open5gs_k8s_mnc: Mobile Network Code (MNC) used in the PLMN. 

- one_open5gs_k8s_msin: Mobile Subscriber Identification Number (MSIN) used in the PLMN. 

- one_open5gs_k8s_key: Permanent Subscription Key of each UE. 

- one_open5gs_k8s_opc: Operator Code of each UE. 

- one_open5gs_k8s_apn: Access Point Name (APN) of the initial PDU session to be established. 

https://github.com/6G-SANDBOX/6G-Library/tree/main/ocf)
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- one_open5gs_k8s_s_nssai_sst: Slice/Service Type (SST) of the S-NSSAI. 

- one_open5gs_k8s_s_nssai_sd: Slice Differentiator (SD) of the S-NSSAI. 

OUTPUT VARIABLES 

- open5gs_k8sψғŎǳǎǘƻƳψƴŀƳŜҔψŎƻƳǇƻƴŜƴǘψǘȅǇŜΥ άƻpen5gs_k8sέ 

- open5gs_k8s_<custom_name>_5gcore_metadata: Dictionary with information about the input 

variables used. Enables the autocompletion of variables in future components. 

SAMPLE DESCRIPTOR 
trial_network : 
  ... 

  open5gs_k8s-custom_name: 
    type: "open5gs_k8s" 
    name: "custom_name" 
    dependencies: 
      - "oneKE-cluster" 
    input : 
      one_open5gs_k8s_target: "oneKE-cluster" 
      # one_open5gs_k8s_amf_n2_ip: "10.21.12.200" # Default value  
      # one_open5gs_k8s_upf_n3_ip: "10.21.12.201" # Default value 
      # one_open5gs_k8s_ue_count: 20       # Default value 
      # one_open5gs_k8s_tac: 200           # Default value 
      # one_open5gs_k8s_mcc: "001"         # Default value 
      # one_open5gs_k8s_mnc: "01"          # Default value 
      # one_open5gs_k8s_msin: "0000000001" # Default value 
      # one_open5gs_k8s_key: "465B5CE8B199B49FAA5F0A2EE238A6BC" # Default value 
      # one_open5gs_k8s_opc: "E8ED289DEBA952E4283B54E88E6183CA" # Default value 
      # one_open5gs_k8s_apn: "internet"      # Default value 
      # one_open5gs_k8s_s_nssai_sst: 1       # Default value 
      # one_open5gs_k8s_s_nssai_sd: "000001" # Default value 
 

 

 

2.17 ONEMNEF 

ONEmNEF is a component that provides the option to the experimenter to deploy a Microservice-based Network 

Exposure Function (NEF) via Open5GS, providing two specific APIs Traffic_Influence and AS_Session_with_QoS. 

 https://github.com/6G-SANDBOX/6G-Library/tree/feature/onemnef-component/onemnef  

SITE-SPECIFIC VARIABLES 

None 

INPUT VARIABLES 
one_onemnef_oneKE: "oneKE-k8s" 

  

mqtt_host: "message-broker.onemnef"  

mongodb_host: "db.onemnef"  

nwg_ingress_fqdn: "ngw.onemnef"  

# nwg_ip_address: "nwg_ip_address" 

sgw_host: "sgw.onemnef"  

use_capif: false  

capif_host: false  

capif_http_port: 80  

capif_https_port: 443  

https://github.com/6G-SANDBOX/6G-Library/tree/feature/onemnef-component/onemnef
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nrf_host: "open5gs-nrf -sbi.open5gs" 

nrf_port: "7777" 

amf_host: "open5gs-amf-sbi.open5gs" 

amf_port: "7777" 

pcf_host: "open5gs-pcf-sbi.open5gs" 

pcf_port: "7777" 

smf_host: "open5gs-smf-sbi.open5gs" 

smf_port: "7777" 

bsf_host: "open5gs-bsf-sbi.open5gs" 

bsf_port: "7777" 

udm_host: "open5gs-udm-sbi.open5gs" 

udm_port: "7777" 

 

 

SAMPLE DESCRIPTOR 
type: "core_k8s" 
name: "custom_name" 
dependencies: 
  - "oneKE-k8s" 

 

input:  
  one_onemnef_oneKE: "oneKE-k8s" 

 

  mqtt_host: "message-broker.onemnef" 
  mongodb_host: "db.onemnef" 
  nwg_ingress_fqdn: "ngw.onemnef" 
  # nwg_ip_address: "nwg_ip_address" # Optional 

 

  sgw_host: "sgw.onemnef" 

 

  use_capif: false 
  capif_host: false 
  capif_http_port: 80 
  capif_https_port: 443 
  nrf_host: "open5gs-nrf -sbi.open5gs" 
  nrf_port: "7777" 
  amf_host: "open5gs-amf-sbi.open5gs" 
  amf_port: "7777" 
  pcf_host: "open5gs-pcf-sbi.open5gs" 
  pcf_port: "7777" 
  smf_host: "open5gs-smf-sbi.open5gs" 
  smf_port: "7777" 
  bsf_host: "open5gs-bsf-sbi.open5gs" 
  bsf_port: "7777" 
  udm_host: "open5gs-udm-sbi.open5gs" 
  udm_port: "7777" 
 

 

2.18 NWDAF - STREAMANALYSER  

NWDAF_StreamAnalyzer is a component that allows the experimenter to retrieve that can provide statistics and 

predictions, according to the 3GPP TS29.580, The two events that are supported are: (A) the 

UE_COMMUNICATION event and (B) the NUM_OF_UE event. The metrics we support for the 
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UE_COMMUNICATION event are (i) the downlink rate of a UE of interest and (ii) the uplink rate of a UE of 

interest. https://github.com/6G-SANDBOX/6G-Library/tree/feature/nwdaf_sa  

SITE-SPECIFIC VARIABLES 

one_nwdaf_sa_prometheus_url in Athens Testbed 

one_nwdaf_sa_amarisoft_url in Athens testbed 

INPUT VARIABLES 

one_nwdaf_sa_prometheus_url:"http://10.220.2.104:9090/api/v1/query" 

one_nwdaf_sa_prometheus_query_instance:"smf.open5gs.org:9090" one_nwdaf_sa_prometheus_query_job: 

"open5gs-smfd" one_nwdaf_sa_amarisoft_url: "ws://10.220.2.10:9000" 

OUTPUT VARIABLES 

None. 

SAMPLE DESCRIPTOR 
trial_network:  

tn_init: 

type: "tn_init" 

dependencies: [] 

input:  

one_vxlan_mtu: 1450 

one_vxlan_guest_mtu: 1400 

vnet-internal:  

type: "vnet" 

name: "internal" 

dependencies: 

- "tn_init"  

input:  

one_vnet_first_ip: "10.10.10.1" 

one_vnet_netmask: 24 

one_vnet_address_size: 100 

one_vnet_gw: "10.10.10.1" 

one_vnet_dns: "1.1.1.1" 

one_vnet_mtu: 1450 

one_vnet_guest_mtu: 1400 

oneKE-cluster: 

type: "oneKE" 

name: "cluster" 

dependencies: 

- "tn_init"  

- "vnet-internal"  

input:  

one_oneKE_external_vnet: "tn_vxlan" 

one_oneKE_internal_vnet: "vnet-internal"  

one_oneKE_version: "131" 

# one_oneKE_multus: true # Default value 

# one_oneKE_cni_plugin: "canal" # Default value 

# one_oneKE_metallb: true # Default value 

one_oneKE_metallb_range: "10.21.12.200-10.21.12.240" 

# one_oneKE_longhorn: true # Default value 

# one_oneKE_traefik: false # Default value 

# one_oneKE_nginx_passthough: false # Default value 

https://github.com/6G-SANDBOX/6G-Library/tree/feature/nwdaf_sa
http://10.220.2.104:9090/api/v1/query%22
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nwdaf_sa-core: 

type: "nwdaf_sa" 

name: "core" 

dependencies: 

- "oneKE-cluster" 

input:  

one_nwdaf_sa_target: "oneKE-cluster" 

one_nwdaf_sa_prometheus_url: "http://10.220.2.104:9090/api/v1/query " 

one_nwdaf_sa_prometheus_query_instance: "smf.open5gs.org:9090" 

one_nwdaf_sa_prometheus_query_job: "open5gs-smfd" 

one_nwdaf_sa_amarisoft_url: "ws://10.220.2.10:9000" 

 

2.19 OPENSAND  

OPENSAND_GW (GATEWAY) 

The OpenSAND_GW component is the Gateway node of the OpenSAND-based NTN emulation setup. It connects 

the terrestrial network with the emulated satellite system and handles the sending of IP traffic through the 

satellite link. It is deployed as a virtual machine on the Athens platform, using OpenNebula and automation 

scripts that configure its network settings and XML files (infrastructure.xml, profile.xml). 

This component is part of a complete emulation implementation together with OpenSAND_SAT (Satellite) and 

OpenSAND_ST (Satellite Terminal). It enables dynamic switching between terrestrial and satellite paths. The 

Gateway can also be controlled through a REST API (built with FastAPI), which allows users to start/stop it and 

adjust its configuration during experiments. 

trial_network:  

 

  tn_init: 

    type: "tn_init" 

    dependencies: [] 

    input: {}Add commentMore actions  

  vnet-gw_server: 

    type: "vnet" 

    name: "gw_server" 

    dependencies: 

      - "tn_init"  

    input:  

      one_vnet_first_ip: "10.20.2.1" 

      one_vnet_netmask: "255.255.255.0" 

      one_vnet_address_size: 100 

      one_vnet_gw: "10.20.2.1" 

      one_vnet_dns: "8.8.8.8" 

  opensand_gw-gw: 

    type: "opensand_gw" 

    name: "gw" 

    dependencies: 

      - "tn_init"  

      - "vnet-satellite_vnet" 

    input:  

      one_opensand_gw_networks: 

        - "tn_vxlan" 

        - "vnet-satellite_vnet" 

        - "vnet-gw_server" 

  vm_kvm-server: 

    type: "vm_kvm" 

http://10.220.2.104:9090/api/v1/query
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    name: "server" 

    dependencies: 

      - "tn_init"  

    input:  

      one_vm_kvm_size: "small" # extra_large, large, medium, small, very_small 

      one_vm_kvm_networks: 

        - "tn_vxlan" 

        - "vnet-gw_server" 

 

OPENSAND_SAT (SATELLITE) 

The OpenSAND_SAT component emulates the satellite node in the OpenSAND-based Non-Terrestrial Network. 

It works as a transparent relay between the Gateway (OpenSAND_GW) and the Satellite Terminal 

(OpenSAND_ST), forwarding all traffic while applying artificial latency, jitter, and network shaping. This allows 

realistic emulation of satellite propagation effects (e.g., high delay links). 

Like the other OpenSAND components, it is deployed as a virtual machine on the Athens platform using 

OpenNebula. It is automatically configured with predefined XML files and can be controlled through the same 

REST API used by other nodes. 

This component is essential for any experiment that involves the satellite path and must always be used in 

combination with the other two nodes (GW and ST). 

trial_network:  

 

  tn_init: 

    type: "tn_init" 

    dependencies: [] 

    input: {}Add commentMore actions 

  vnet-satellite_vnet: 

    type: "vnet" 

    name: "satellite_vnet" 

    dependencies: 

      - "tn_init"  

    input:  

      one_vnet_first_ip: "10.20.1.1" 

      one_vnet_netmask: "255.255.255.0" 

      one_vnet_address_size: 100 

      one_vnet_gw: "10.20.1.1" 

      one_vnet_dns: "8.8.8.8" 

  opensand_sat-sat: 

    type: "opensand_sat" 

    name: "sat" 

    dependencies: 

      - "tn_init"  

      - "vnet-satellite_vnet" 

    input:  

      one_opensand_sat_networks: 

        - "tn_vxlan" 

        - "vnet-satellite_vnet" 

 

OPENSAND_ST (SATELLITE TERMINAL) 

The OpenSAND_ST component emulates the Satellite Terminal (ST), which acts as the user-side endpoint of the 

OpenSAND NTN emulation chain. It is the component that receives IP traffic from the satellite path and is 

typically used in combination with traffic generators like iperf3. 
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In the Athens platform, it is deployed as a virtual machine, with predefined configuration files loaded 

automatically.  

This component is a required part of any end-to-end OpenSAND experiment and must be deployed along with 

the OpenSAND_GW and OpenSAND_SAT. 

trial_network:  

 

  tn_init: 

    type: "tn_init" 

    dependencies: [] 

    input: {}Add commentMore actions  

  vnet-st_client: 

    type: "vnet" 

    name: "st_client" 

    dependencies: 

      - "tn_init"  

    input:  

      one_vnet_first_ip: "10.20.3.1" 

      one_vnet_netmask: "255.255.255.0" 

      one_vnet_address_size: 100 

      one_vnet_gw: "10.20.3.1" 

      one_vnet_dns: "8.8.8.8" 

opensand_st-st: 

    type: "opensand_st" 

    name: "st" 

    dependencies: 

      - "vnet-satellite_vnet" 

    input:  

      one_opensand_st_networks: 

        - "tn_vxlan" 

        - "vnet-satellite_vnet" 

        - "vnet-st_client" 

vm_kvm-client: 

    type: "vm_kvm" 

    name: "client" 

    dependencies: 

      - "tn_init"  

    input:  

      one_vm_kvm_size: "small" # extra_large, large, medium, small, very_small 

      one_vm_kvm_networks: 

        - "tn_vxlan" 

        - "vnet-st_client" 

SAMPLE DESCRIPTOR 
trial_network:  

 

  tn_init: 

    type: "tn_init" 

    dependencies: [] 

    input: {}Add commentMore actions 

  vnet-satellite_vnet: 

    type: "vnet" 

    name: "satellite_vnet" 

    dependencies: 

      - "tn_init"  

    input:  

      one_vnet_first_ip: "10.20.1.1" 



 

     

38 
 

 
Grant Agreement 101096328 τ 6G-SANDBOX τ HORIZON-JU-SNS-2022 

Deliverable D3.3 

 

Cada vz que me m 

 

 

 

  

 

 

 

              

 

      one_vnet_netmask: "255.255.255.0" 

      one_vnet_address_size: 100 

      one_vnet_gw: "10.20.1.1" 

      one_vnet_dns: "8.8.8.8" 

  vnet-st_client: 

    type: "vnet" 

    name: "st_client" 

    dependencies: 

      - "tn_init"  

    input:  

      one_vnet_first_ip: "10.20.3.1" 

      one_vnet_netmask: "255.255.255.0" 

      one_vnet_address_size: 100 

      one_vnet_gw: "10.20.3.1" 

      one_vnet_dns: "8.8.8.8" 

  vnet-gw_server: 

    type: "vnet" 

    name: "gw_server" 

    dependencies: 

      - "tn_init"  

    input:  

      one_vnet_first_ip: "10.20.2.1" 

      one_vnet_netmask: "255.255.255.0" 

      one_vnet_address_size: 100 

      one_vnet_gw: "10.20.2.1" 

      one_vnet_dns: "8.8.8.8" 

  opensand_sat-sat: 

    type: "opensand_sat" 

    name: "sat" 

    dependencies: 

      - "tn_init"  

      - "vnet-satellite_vnet" 

    input:  

      one_opensand_sat_networks: 

        - "tn_vxlan" 

        - "vnet-satellite_vnet" 

  opensand_st-st: 

    type: "opensand_st" 

    name: "st" 

    dependencies: 

      - "vnet-satellite_vnet" 

    input:  

      one_opensand_st_networks: 

        - "tn_vxlan" 

        - "vnet-satellite_vnet" 

        - "vnet-st_client" 

  opensand_gw-gw: 

    type: "opensand_gw" 

    name: "gw" 

    dependencies: 

      - "tn_init"  

      - "vnet-satellite_vnet" 

    input:  

      one_opensand_gw_networks: 

        - "tn_vxlan" 

        - "vnet-satellite_vnet" 

        - "vnet-gw_server" 

  vm_kvm-server: 



 

     

39 
 

 
Grant Agreement 101096328 τ 6G-SANDBOX τ HORIZON-JU-SNS-2022 

Deliverable D3.3 

 

Cada vz que me m 

 

 

 

  

 

 

 

              

 

    type: "vm_kvm" 

    name: "server" 

    dependencies: 

      - "tn_init"  

    input:  

      one_vm_kvm_size: "small" # extra_large, large, medium, small, very_small 

      one_vm_kvm_networks: 

        - "tn_vxlan" 

        - "vnet-gw_server" 

  vm_kvm-client: 

    type: "vm_kvm" 

    name: "client" 

    dependencies: 

      - "tn_init"  

    input:  

      one_vm_kvm_size: "small" # extra_large, large, medium, small, very_small 

      one_vm_kvm_networks: 

        - "tn_vxlan" 

        - "vnet-st_client" 

 

2.20 P4-UPF 

The UPF-P4 SW component deploys a P4-based implementation of the 5G User Plane Function (UPF) on an 

Ubuntu 22.04 LTS virtual machine. This component leverages the P4 programming language to define packet 

processing behavior, providing complete control and flexibility over network traffic management through a Next 

Generation Software Defined Networking (NG-SDN) approach. 

The component consists of three main parts: a P4-based data plane running on BMv2 with Stratum, a Python-

based UPF controller, and Open5GS Release 16 components for 5G core network control. All services are 

containerized using Docker for easy deployment and management. 

This component requires a previous "tn_bastion" component to be previously deployed and referenced in the 

network configuration. The component uses an 'Ubuntu 22.04' appliance that must be previously installed on 

your OpenNebula site. The component is specifically designed for deployment within 5G trial networks and 

supports integration with gNodeB and UE components for complete 5G network testing scenarios. 
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SITE-SPECIFIC VARIABLES 

template_id: ID of the Ubuntu 22.04 LTS VM template to use in your OpenNebula environment 

image_id: ID of the Ubuntu 22.04 LTS VM image to use in your OpenNebula environment 

harbor_token:Token to authenticate against the Harbor registry 

(https://dockerhub.mobilesandbox.cloud:9443) 

INPUT VARIABLES 

one_upf_p4_sw_networks: Ordered list of Virtual Network names the VM will be part of. In most cases first 

one should always be the tn_vxlan  

one_upf_p4_sw_open5gs_amf_ngap_addr: Address to expose the Core Access and Mobility Management 

Function (AMF)  

one_upf_p4_sw_controller_upf_ipv4_n3: Address to expose the N3 (upf-gnb) Core User Plane Function 

(UPF)  

one_upf_p4_sw_open5gs_control_tac: Tracking Area Code in the PLMN  

one_upf_p4_sw_open5gs_control_mcc: Mobile Country Code (MCC) used in the Public Land Mobile 

Network (PLMN). 3 digits inside quotes. mcc + mnc + msin must add to exactly 15  

one_upf_p4_sw_open5gs_control_mnc: Mobile Network Code (MNC) used in the Public Land Mobile 

Network (PLMN). 2 or 3 digits inside quotes. mcc + mnc + msin must add to exactly 15  

one_upf_p4_sw_open5gs_control_msin: Mobile Subscriber Identification Number (MSIN) used in the 

Public Land Mobile Network (PLMN). 9 or 10 digits inside quotes. mcc + mnc + msin must add to exactly 

15  

one_upf_p4_sw_open5gs_control_key: Permanent Subscription Key  

 one_upf_p4_sw_open5gs_control_opc: Operator Code  

one_upf_p4_sw_open5gs_control_apn: Access Point Name (APN) of the initial PDU session to be 

established  

one_upf_p4_sw_open5gs_control_s_nssai_sst: Slice/Service Type (SST) of the Single-Network Slice 

Selection Assistant Information (S-NSSAI) 

one_upf_p4_sw_open5gs_control_s_nssai_sd: Slice Differentiator (SD) of the Single-Network Slice 

Selection Assistant Information (S-NSSAI)  

one_upf_p4_sw_controller_upf_ipv4_n6: Address to expose the N6 (upf-pdn) Core User Plane Function 

(UPF)  

one_upf_p4_sw_controller_enb_ipv4_n3: Address of the eNB to connect to the UPF  

one_upf_p4_sw_controller_dn_ipv4_n6: Address of the PDN to connect to the UPF  

one_upf_p4_sw_ue_pool: Pool of IP addresses to be used as the UE pool 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. Each variable has a short description of what it does for informational purposes. 

__entity_name__component_type: "upf_p4_sw" 

__entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest" 

__entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest" 

__entity_name__5gcore_metadata: Contains comprehensive 5G core metadata including AMF N2 IP, 

UPF N3/N6 IPs, UE count, tracking area code, mobile country/network codes, subscriber identification, 

authentication keys, operator codes, access point names, network slice information, and UE subnet 

configuration 

2.21 IN-BAND NETWORK TELEMETRY 
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The INT-P4 SW component deploys a comprehensive In-band Network Telemetry (INT) solution using P4 

programming language on Ubuntu 22.04 LTS virtual machines. This component implements a complete INT 

pipeline consisting of source switches (that insert telemetry headers), transit switches (that add hop-by-hop 

metadata), and sink switches (that extract and report telemetry data) along with a dedicated collector virtual 

machine for data processing and visualization. 

The component leverages P4-based data plane running on BMv2 with Stratum, Python-based controllers for INT 

management, and includes InfluxDB and Grafana integration for telemetry data storage and visualization. All 

services are containerized using Docker for easy deployment and management. 

 

This component requires a previous "tn_bastion" component to be previously deployed and referenced in the 

network configuration. The component uses custom appliances that must be previously installed on your 

OpenNebula site. The component is specifically designed for network monitoring and performance analysis in 

trial networks, supporting flexible configurations for different network topologies and telemetry requirements. 

SITE-SPECIFIC VARIABLES 

collector_template_id: ID of the INT-P4 Collector VM template to use in your OpenNebula 

environment collector_image_id: ID of the INT-P4 Collector VM image to use in your OpenNebula 

environment switch_template_id: ID of the Ubuntu 22.04 LTS VM template to use in your OpenNebula 

environment switch_image_id: ID of the Ubuntu 22.04 LTS VM image to use in your OpenNebula 

environment harbor_token: Token to authenticate against the Harbor registry 

(https://dockerhub.mobilesandbox.cloud:9443) 

INPUT VARIABLES 

one_int_p4_sw_cpu: Number of CPUs for all VMs (switches and collector)  

one_int_p4_sw_memory: Memory in MB for all VMs (switches and collector)  

one_int_p4_sw_disk: Disk size in MB for all VMs (switches and collector)  

one_int_p4_sw_switches: Configuration for INT-P4 switches with type, networks, and detailed INT 

configuration  

one_int_p4_sw_collector: Configuration for INT-P4 collector including networks and collector-specific 

settings 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. Each variable has a short description of what it does for informational purposes. 

__entity_name__component_type: "int_p4_sw" 

https://dockerhub.mobilesandbox.cloud:9443/
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__entity_name__int_p4_sw_metadata: Contains comprehensive INT metadata including switch IPs, 

switch IDs, collector IP, collector ID, and bastion IP for network monitoring and management 

2.22 TIME-SENSITIVE NETWORKING 

The tsn component (https://github.com/6G-SANDBOX/6G-Library/tree/main/tsn) allows the experimenter to 

deploy and use the Time-Sensitive Networking equipment available on the Malaga platform, including 2 TSN 

endpoints (Relyum) and 1 TSN bridge (Relyum). 

This component serves as a valuable tool in enhancing the transport network of the Malaga infrastructure, 

enabling the attainment of the requisites features for deterministic communications. These features consist of 

ensuring low latency, delivering quality of service, efficient traffic management, traffic prioritization, and 

reliability. 

 

SITE-SPECIFIC VARIABLES 

None 

INPUT VARIABLES 

- tsn_bridge_number: Number of TSN Bridges to be instantiated (choices [1]) 

- tsn_endpoint_number: Number of TSN Endpoints to be instantiated (choices [1-2]) 

OUTPUT VARIABLES 

- tsn_bridge_1_ipv4: TSN bridge #1 IPv4 address 

- tsn_endpoint_1_ipv4: TSN endpoint #1 IPv4 address 

- tsn_endpoint_2_ipv4: TSN endpoint #2 IPv4 address 

SAMPLE DESCRIPTOR 
trial_network:  

  tn_init: 

    type: "tn_init" 

    dependencies: [] 

    input:  

      one_vxlan_netmask: 24 

      one_vxlan_first_ip: "192.168.214.1" 

      one_vxlan_address_size: 254 

      one_bastion_vpn_clients: 3 

      one_bastion_vpn_allowedips: "0.0.0.0/0" 

  tsn: 

    type: "tsn" 

    dependencies: ["tn_init"] 

    input: {}  

 

https://github.com/6G-SANDBOX/6G-Library/tree/main/tsn
https://github.com/6G-SANDBOX/6G-Library/tree/main/tsn
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2.23 EXPERIMENT LIFECYCLE MANAGER (ELCM) 

ELCM (Experiment Lifecycle Management) is a system designed to manage the complete lifecycle of experiments 

in research and development environments. It provides a REST API backend built with Python and a web-based 

frontend also developed in Python. The experiments executed through ELCM allow storing collected metrics in 

an InfluxDB database, enabling efficient data storage and retrieval for further analysis. The ELCM component 

supports linking Grafana and InfluxDB components or directly using the Monitoring component that includes 

Grafana, InfluxDB and Prometheus in a virtual machine. For further details, check the official documentation 

(Backend, Frontend) 

 

SITE-SPECIFIC VARIABLES 

- template_id: ID of the ELCM VM template to use in your OpenNebula environment 

- image_id: ID of the ELCM VM image to use in your OpenNebula environment 

INPUT VARIABLES 

- one_elcm_influxdb: Name of the InfluxDB component used to store the metrics 

- one_elcm_grafana: Name of the Grafana component used to visualize the metrics 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. Each variable has a short description of what it does for informational purposes. 

- entity_name__component_type: "elcm" 

- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest" 

- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest" 

2.24 MONITORING 

Monitoring is composed of the following components: 

InfluxDB is a time-series database designed to handle large volumes of event and metric data. It is ideal for 

applications that require high performance in data writes, such as infrastructure monitoring, log analysis, or IoT 

sensor metrics. In this project, InfluxDB is used to store and query time-based data, enabling trend analysis, 

alerting, and real-time visualization. Its ability to efficiently manage large amounts of data and integration with 

various visualization tools like Grafana make InfluxDB an excellent solution for such applications. 

Grafana is an open-source platform for monitoring and observability. It provides a powerful and flexible way to 

visualize data from various sources, including databases, cloud services, and other monitoring tools. Grafana 

allows users to create interactive dashboards, set up alerts, and analyze data in real-time. It is widely used for 

infrastructure monitoring, application performance management, and business intelligence. 

https://gitlab.com/morse-uma/elcm
https://gitlab.com/morse-uma/elcm-portal
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Prometheus is an open-source systems monitoring and alerting toolkit originally built at SoundCloud. It is 

designed for reliability and scalability, allowing users to collect and store metrics as time series data, providing 

powerful querying capabilities and a flexible alerting system. Prometheus is widely used for monitoring cloud-

native applications, microservices and containerized environments, making it a popular choice in the DevOps 

community. 

2.24.1 INFLUXDB ς TN DEDICATED 

InfluxDB is a time-series database designed to handle large volumes of event and metric data. It is ideal for 

applications that require high performance in data writes, such as infrastructure monitoring, log analysis, or IoT 

sensor metrics. In this project, InfluxDB is used to store and query time-based data, enabling trend analysis, 

alerting, and real-time visualization. Its ability to efficiently manage large amounts of data and integration with 

various visualization tools like Grafana make InfluxDB an excellent solution for such applications. 

SITE-SPECIFIC VARIABLES 

- template_id: ID of the InfluxDB VM template to use in your OpenNebula environment 

- image_id: ID of the InfluxDB VM image to use in your OpenNebula environment 

INPUT VARIABLES 

- one_influxdb_version: InfluxDB version to be installed. Format: X.X.X. Example: 2.7.11 

- one_influxdb_user: Username used to login into the InfluxDB 

- one_influxdb_password: Password used to login into the InfluxDB. Required to be at least 8 characters long 

- one_influxdb_org: Organization name. Required if InfluxDB v2 is selected 

- one_influxdb_bucket: Bucket name. For InfluxDB v1, it is the name of the database 

- one_influxdb_token: Token used to login into the InfluxDB. Required if InfluxDB v2 is selected 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. Each variable has a short description of what it does for informational purposes. 

- entity_name__component_type: "influxdb" 

- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest" 

- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest" 

- entity_name__influx_conf: # Dictionay of InfluxDB configuration. Generated from Terraform Manifest  

2.24.2 GRAFANA 

Grafana is an open-source analytics and monitoring platform that allows users to visualize and analyze data from 

various sources in real-time. It provides a powerful and flexible interface for creating interactive dashboards, 

enabling users to monitor metrics, logs, and other data in a visually appealing way. Grafana supports a wide 

range of data sources, including time-series databases like InfluxDB, Prometheus and Elasticsearch, making it an 

ideal choice for infrastructure monitoring, application performance management, and business intelligence. 

SITE-SPECIFIC VARIABLES 

- template_id: ID of the Grafana VM template to use in your OpenNebula environment 

- image_id: ID of the Grafana VM image to use in your OpenNebula environment 

INPUT VARIABLES 

- one_grafana_version: Grafana version to be installed. Format: X.X.X. Example: 11.6.0 

- one_grafana_password: Password of the 'admin' user in Grafana. Required to be at least 8 characters long 

OUTPUT VARIABLES 
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Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. Each variable has a short description of what it does for informational purposes. 

- entity_name__component_type: "grafana" 

- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest" 

- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest" 

- entity_name__grafana_conf: # Dictionay of Grafana configuration. Generated from Terraform Manifest  

2.24.3 PROMETHEUS 
Prometheus is an open-source systems monitoring and alerting toolkit originally built at SoundCloud. It is 

designed for reliability and scalability, allowing users to collect and store metrics as time series data, providing 

powerful querying capabilities and a flexible alerting system. Prometheus is widely used for monitoring cloud-

native applications, microservices and containerized environments, making it a popular choice in the DevOps 

community. 

SITE-SPECIFIC VARIABLES 

- template_id: ID of the Prometheus VM template to use in your OpenNebula environment 

- image_id: ID of the Prometheus VM image to use in your OpenNebula environment 

INPUT VARIABLES 

- one_prometheus_version  Prometheus version to be installed. Format: X.X.X. Example: 2.53.4 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. Each variable has a short description of what it does for informational purposes. 

- entity_name__component_type: "prometheus" 

- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest" 

- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest" 

2.25 INT P4 SW 

The UPF-P4 SW component deploys a P4-based implementation of the 5G User Plane Function (UPF) on an 

Ubuntu 22.04 LTS virtual machine. This component leverages the P4 programming language to define packet 

processing behavior, providing complete control and flexibility over network traffic management through a Next 

Generation Software Defined Networking (NG-SDN) approach. 

The component consists of three main parts: a P4-based data plane running on BMv2 with Stratum, a Python-

based UPF controller, and Open5GS Release 16 components for 5G core network control. All services are 

containerized using Docker for easy deployment and management. 

This component requires a previous "tn_bastion" component to be previously deployed and referenced in the 

networks configuration. The component uses a 'Ubuntu 22.04' appliance that must be previously installed in 

your OpenNebula site. The component is specifically designed for deployment within 5G trial networks and 

supports integration with gNodeB and UE components for complete 5G network testing scenarios. 

SITE-SPECIFIC VARIABLES 

- template_id: ID of the Ubuntu 22.04 LTS VM template to use in your OpenNebula environment 

- image_id: ID of the Ubuntu 22.04 LTS VM image to use in your OpenNebula environment 

- harbor_token: Token to authenticate against the Harbor registry 

(https://dockerhub.mobilesandbox.cloud:9443) 

https://dockerhub.mobilesandbox.cloud:9443/
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INPUT VARIABLES 

- one_upf_p4_sw_networks: Ordered list of Virtual Network names the VM will be part of. In most cases first 

one should always be the tn_vxlan 

- one_upf_p4_sw_open5gs_amf_ngap_addr: Address to expose the Core Access and Mobility Management 

Function (AMF) 

- one_upf_p4_sw_controller_upf_ipv4_n3: Address to expose the N3 (upf-gnb) Core User Plane Function 

(UPF) 

- one_upf_p4_sw_open5gs_control_tac: Tracking Area Code in the PLMN 

- one_upf_p4_sw_open5gs_control_mcc Mobile: Country Code (MCC) used in the Public Land Mobile 

Network (PLMN). 3 digits inside quotes. mcc + mnc + msin must add to exactly 15 

- one_upf_p4_sw_open5gs_control_mnc Mobile: Network Code (MNC) used in the Public Land Mobile 

Network (PLMN). 2 or 3 digits inside quotes. mcc + mnc + msin must add to exactly 15 

- one_upf_p4_sw_open5gs_control_msin: Mobile Subscriber Identification Number (MSIN) used in the 

Public Land Mobile Network (PLMN). 9 or 10 digits inside quotes. mcc + mnc + msin must add to exactly 15 

- one_upf_p4_sw_open5gs_control_key: Permanent Subscription Key 

- one_upf_p4_sw_open5gs_control_opc: Operator Code 

- one_upf_p4_sw_open5gs_control_apn: Access Point Name (APN) of the initial PDU session to be 

established 

- one_upf_p4_sw_open5gs_control_s_nssai_sst: Slice/Service Type (SST) of the Single-Network Slice 

Selection Assistant Information (S-NSSAI) 

- one_upf_p4_sw_open5gs_control_s_nssai_sd: Slice Differentiator (SD) of the Single-Network Slice 

Selection Assistant Information (S-NSSAI) 

- one_upf_p4_sw_controller_upf_ipv4_n6: Address to expose the N6 (upf-pdn) Core User Plane Function 

(UPF) 

- one_upf_p4_sw_controller_enb_ipv4_n3: Address of the eNB to connect to the UPF 

- one_upf_p4_sw_controller_dn_ipv4_n6: Address of the PDN to connect to the UPF 

- one_upf_p4_sw_ue_pool: Pool of IP addresses to be used as the UE pool 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. Each variable has a short description of what it does for informational purposes. 

- entity_name__component_type: "upf_p4_sw" 

- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest" 

- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest" 

- entity_name__5gcore_metadata: Contains comprehensive 5G core metadata including AMF N2 IP, UPF 

N3/N6 IPs, UE count, tracking area code, mobile country/network codes, subscriber identification, 

authentication keys, operator codes, access point names, network slice information, and UE subnet 

configuration 

2.26 MONGODB 

MongoDB is a NoSQL database that uses a document-oriented data model, making it highly flexible and scalable. 

It is designed to handle large volumes of unstructured or semi-structured data, allowing for easy integration 

with modern applications. MongoDB stores data in JSON-like documents, which can have varying structures, 

enabling developers to work with complex data types without the need for rigid schemas. Its powerful query 

language and indexing capabilities make it suitable for a wide range of applications, from content management 

systems to real-time analytics. 

SITE-SPECIFIC VARIABLES 
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- template_id: ID of the MongoDB VM template to use in your OpenNebula environment 

- image_id: ID of the MongoDB VM image to use in your OpenNebula environment 

INPUT VARIABLES 

- one_mongodb_version: MongoDB version to be installed. Format: X.X. Example: 8.0 

- one_mongodb_user: Username used to login into the MongoDB 

- one_mongodb_password: Password used to login into the MongoDB. Required to be at least 8 characters 

long 

- one_mongodb_database: Database name 

- one_mongo_express_user: Username used to login into the Mongo Express 

- one_mongo_express_password: Password used to login into the Mongo Express. Required to be at least 8 

characters long 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. Each variable has a short description of what it does for informational purposes. 

- entity_name__component_type: "mongodb" 

- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest" 

- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest" 

2.27 KS8500 RUNNER 

The KS8500 Runner allows accessing local on premises resources while running a test campaign being scheduled 

from the KS8500 backend. To deploy a runner in a TN, it is required that the users have already got a registration 

token, which can achieved from the Web UI interface, (https://test -automation.pw.keysight.com). In order to 

access KS8500 Web UI interface, the users need to be registered in one of the realms below 6GSB-Malaga, 6GSB-

Berlin, 6GSB-Athen and 6GSB-Finland. To register, the users can simply send an email to the.dao@keysight.com 

or filip.ivanovic@keysight.com and indicate which reals the users want to become a member of. Once a runner 

is deployed, the users can access the Web UI interface to manage test plans, test campaign. 

SITE-SPECIFIC VARIABLES 

- loadcore_middleware_ip: IP address of the loadcore middleware in your site  

- template_id: ID of the Alpine Linux 3.20 VM template to use in your OpenNebula environment 

- image_id: ID of the Alpine Linux 3.20 VM image to use in your OpenNebula environment 

INPUT VARIABLES 

- one_ks8500runner_networks: 

- description: Ordered list of Virtual Network names the VM will be part of. The first Virtual Network 

is used by Jenkins to reach and configure the VM, so most cases will be fine using always the 

tn_vxlan 

- type: "list[tn_vxlan or vnet]" 

- default_value: ["tn_vxlan"] 

- required_when: false 

- ks8500runner_registration_token: 

- description: KS8500 users runner registration token for creating the runner 

- type: str 

- required_when: true 

- ks8500runner_name: 

- description: User assigned name to identify the runner in the KS8500 backend 

https://test-automation.pw.keysight.com/
mailto:the.dao@keysight.com
mailto:filip.ivanovic@keysight.com
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- type: str 

- default_value: "6gsb_runner" 

- required_when: false 

- ks8500runner_backend_url: 

- description: |URL for accessing the KS8500 backend. The runner needs this information to connect 

- type: str 

- default_value: "https://test -automation.pw.keysight.com" 

- required_when: false 

- ks8500runner_special_action: 

- description: Select sepcial action A valid input would be [none (No special action taken), 

delete_runner_data (Deletes the runner data to trigger a new registration attempt. This may be useful 

if the runner has been accidentally deleted in the KS8500 backend)] 

- type: str 

- choices: ["none", "delete_runner_data"] default_value: "none" required_when: false 

OUTPUT VARIABLES 

- entity_name__component_type: "ks8500_runner" 

- entity_name__id: "VM ID in OpenNebula. Generated from Terraform Manifest" 

- entity_name__ips: "Dictionary of VM IP addresses: {: }. Generated from Terraform Manifest" 

- entity_name__registration_info: A string with information about the runner registration 

SAMPLE CAMPAIGN RUNNER 

 

2.28 DIGITAL TWIN ς EXATA 

The EXata Digital Twin (DT) component allows Experimenters to include EXata DTs as part of a Trial Network, in 

turn enabling the programmatic retrieval of insights and predictions about the twinned live network. The 

component is implemented as a Docker Compose stack comprising two services: one hosting an instance of 

EXata, and the other hosting an instance of the official MariaDB service1. The two services interact via a stack-

specific network, with the EXata instance dumping the simulation results onto the MariaDB service. This 

architecture enables Experimenters to spin up multiple DT Docker Compose stacks, each isolated from the 

others.  

The interaction between experimenters and/or the remainder of the Trial Network with the DT component 

occurs via northbound APIs exposed by a custom Python FastAPI web server. The latter accepts HTTP requests 

and translates them into commands to the EXata and MariaDB Docker services. 

SITE-SPECIFIC VARIABLES 

template_id: ID of the EXata DT VM template to use in your OpenNebula environment 

image_id: ID of the EXata DT VM image to use in your OpenNebula environment 

 
1 Docker Hub | mariadb  

https://test-automation.pw.keysight.com/
https://hub.docker.com/_/mariadb
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exata_licensing_server_ip: The IP address of the EXata licensing server deployed in the platform 

INPUT VARIABLES 

 None. 

OUTPUT VARIABLES 

 None. 

2.29 IXC ENDPOINT 

IxChariot Performance Endpoints act as controlled traffic sources and receivers, simulating real-world 

applications like web browsing, video streaming, or file transfers to evaluate how a network handles different 

traffic types.  This component deploys a VM configured as an IxChariot endpoint and connects it to a specified 

Registration Server, allowing centralized orchestration of performance tests.  It requires connection to a virtual 

network (usually tn_vxlan ) and can be integrated in complex test setups involving multiple traffic endpoints. 

SITE-SPECIFIC VARIABLES 

template_id: ID of the IxChariot endpoint VM template to use in your OpenNebula environment 

image_id: ID of the IxChariot endpoint VM image to use in your OpenNebula environment 

INPUT VARIABLES 

one_ixc_endpoint_networks: Ordered list of Virtual Network names the VM will be part of. Typically 

starts with tn_vxlan.  

one_ixc_endpoint_rs: Registration Server IP Address to register the endpoint. 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. 

 Each variable has a short description of what it does for informational purposes. 

ixc_endpoint - <custom_name>- component_type : "ixc_endpoint"  

ixc_endpoint - <custom_name>- id : VM ID in OpenNebula. Generated from Terraform Manifest 

ixc_endpoint - <custom_name>- ips : Dictionary of VM IP addresses: {<VNet ID in 

OpenNebula>: <IP address>} . Generated from Terraform Manifest 

2.30 LOADCORE AGENTS 

SITE-SPECIFIC VARIABLES 

Variables read from the site's encrypted file in the 6G-Sandbox-Sites repository.  TNLCM checks that the variables 

are defined, and errors if attempting to deploy the component without them. Each variable has a short 

description of what it does for informational purposes. 

loadcore_middleware_ip: IP address of the LoadCore Middleware in your site 

template_id: (DEPRECATED) ID of the legacy VM template for LoadCore Agent 

image_id: (DEPRECATED) ID of the legacy VM image for LoadCore Agent 

base_appliance.template_id: ID of the base appliance VM template (no hugepages) 

base_appliance.image_id: ID of the base appliance VM image (no hugepages) 

hugepages_appliance.template_id: ID of the hugepages appliance VM template 

hugepages_appliance.image_id: ID of the hugepages appliance VM image 
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INPUT VARIABLES  

Describes the variables shown in the TNLCM to be filled by the experimenter and included in a TN descriptor.  

Most variables just serve to overwrite a private/default value, but others (mainly mandatory ones) serve to 

define dependencies between previously deployed components. 

one_loadcore_agent_networks: Ordered list of VNet names to attach the VM to. First is used by Jenkins 

to configure the VM.  

one_loadcore_agent_hugepages: Whether to enable hugepages (16x1G) for the VM. If true, 

hugepages-enabled appliance will be used. 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. Each variable has a short description of what it does for informational purposes. 

loadcore_agent-<custom_name>-component_type: "loadcore_agent" 

loadcore_agent-<custom_name>-id: VM ID in OpenNebula. Generated from Terraform Manifest 

loadcore_agent-<custom_name>-ips: Dictionary of VM IP addresses: {<VNet ID in OpenNebula>: <IP 

address>}. Generated from Terraform Manifest 

2.31 XREXT  

The XRext 6G-Library component allows the experimenters to deploy their own virtual machine for testing XR 

sessions, using Nokia's Network as Code (NaC) API, on top of the 5G network deployed in the UMA site. The 

virtual machine deployed by the appliance should only interact with the NaC server and the CAPIF server that 

are already serving the UMA site, through the corresponding Python scripts. The locations and credentials are 

obtained from the config.ini file, which must be located in the same directory as these scripts. The appliance 

already provides a config.ini file with the information needed to access the services deployed on the UMA site. 

 
Figure 2. Nokia XRext solution including the NR radio and the CAPIF extender 

SITE-SPECIFIC VARIABLES 

Variables read from the site's encrypted file in the 6G-Sandbox-Sites repository. 

TNLCM checks that the variables are defined, and errors if attempting to deploy the component without them. 

Each variable has a short description of what it does for informational purposes. 

- template_id: ID of the Ubuntu 22.04 LTS VM template to use in your OpenNebula environment 

- image_id: ID of the Ubuntu 22.04 LTS VM image to use in your OpenNebula environment 

INPUT VARIABLES 
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- one_vm_kvm_networks: Ordered list of Virtual Network names the VM will be part of. The first Virtual 

Network is used by Jenkins to reach and configure the VM 

OUTPUT VARIABLES 

Unknown before the deployment, they are stored in the S3 Object Storage, and available to use by future 

components. 

- xrext-id: "OpenNebula VM ID." 

- xrext-ips: "OpenNebula VM Network Assignments." 

- tn_ssh_private_key: "Trial Network VM's private key for user tnuser." 

- tn_ssh_public_key: "Trial Network VM's public key for user tnuser." 
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3 KEY TECHNOLOGY ENABLERS FOR THE 6G-SANDBOX 
Here we present the key ambitions in WP3 as structured in the tasks of the Work Package. In the domain of 

disruptive wireless, we focus on the O-RAN and RIS; in the NTN domain we present the related integration 

activities and tests; in the domain of deterministic networking, solutions for TSN and P4-enabled UPF are 

presented; while in the domain of internet of sense, we present the solution that combines haptic and XR 

applications. 

3.1 OPEN RAN (O-RAN) 

3.1.1 CONCEPT AND SIGNIFICANCE 

Open Radio Access Networks (O-RAN) are a transformative concept in the field of telecommunications that has 

gained significance with the development of 6G technology. O-RAN refers to a more open and disaggregated 

approach, initiated by O-RAN ALLIANCE to build and operate wireless networks, including radio access networks. 

It departs from conventional, unified network structures in which the hardware and software elements are 

tightly integrated and often come from a single vendor. The mission of O-RAN ALLIANCE [1] is to transform the 

Radio Access Network industry towards truly open, intelligent, virtualized and fully interoperable RAN. The main 

principles of O-RAN are to provide open interfaces of the RAN components with the alignment of Software-

defined networking (SDN) [2] and Cloud-native technologies [3]. O-RAN uses open interfaces between the 

different components of the RAN, such as the radio unit (RU), centralized unit (CU), distributed unit (DU), and 

controllers. This enables network operators to combine and pair components from different vendors, which may 

result in reduced expenses and enhanced creativity. O-RAN uses the SDN paradigm to control and manage the 

RAN. SDN separates the control plane of the network from the data plane, which makes the network more 

flexible and scalable. Moreover, O-RAN uses cloud-native technologies, such as virtualization and 

containerization, to deploy and manage the RAN. This makes the network more efficient and cost-effective. 

O-RAN is expected to play a significant role in the development and deployment of 6G networks. 6G networks 

are expected to be much more complex and demanding than 5G networks and O-RAN's flexibility, innovation, 

and cost-effectiveness will be essential for meeting these demands [4]. The following benefits could be realized 

from the deployment of O-RAN, e.g., Disaggregation and Openness nature of the network, interoperability, 

flexibility and scalability, lowering cost, and enhancing security. Open RAN promotes interoperability by defining 

open and standardized interfaces between different network elements. This allows for multi-vendor 

environments where different components from different suppliers can seamlessly work together. In 6G, where 

diverse technologies and devices are expected to coexist, interoperability is critical. Traditional network 

architectures often lead to vendor lock-in, where operators are heavily dependent on a single vendor for their 

network infrastructure. Moreover, O-RAN reduces this dependency, giving operators more flexibility to choose 

components and software from various vendors, promoting competition, and potentially reducing costs. By 

breaking down network elements into interchangeable components, O-RAN can potentially reduce the cost of 

building and maintaining wireless networks. This cost reduction can be particularly important for 6G, which is 

expected to be a complex and expensive network to deploy. O-RAN encourages innovation by enabling smaller 

vendors and startups to enter the market. This can lead to faster development and deployment of new 

technologies, which is crucial for 6G to stay at the cutting edge of wireless communication. In addition, it allows 

network operators to scale their networks more flexibly and efficiently. As 6G networks will need to adapt to 

various use cases, including massive IoT, ultra-reliable low-latency communication, and enhanced mobile 

broadband, flexibility and scalability are key.  

Moreover, the role of open interface based wireless networks (e.g. ORAN) in developing the future network 

architectures and mechanisms contributes to exploitation and further enhancements of the features such as 

high level of programmability (e.g. various planes: control, data, telemetry, management), covering emerging 

features of the 3GPP standards beyond 5G hierarchy of control loops (real-time, near RT, non RT), scalable 
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disaggregation of functionalities (service based RAN, Core), orchestration of AI/ML features and functions 

(control and data planes), cognitive plane availability (e.g. ETSI ENI/GANA or relevant), dynamic orchestration of 

security mechanisms (security as a service) etc. 

3.1.2 ROLE IN 6G-SANDBOX LIBRARY 
The software and hardware components related to disruptive technologies, such as O-RAN, are delivered as part 

of the 6G-Library in the University of Malaga (UMA) platform. The aim is to enhance the disaggregated and 

virtualized architecture of O-RAN (vRAN) in the 6G testbed. This testbed is controllable and can be used as an 

experimental platform for open callers or experimenters. The implementation of O-RAN shown in Section 3.1.1 

at the infrastructure facility layer of the testbed will serve as the foundation for the open and reusable 6G library 

in trial networks.  

As a part of 6G-SANDBOX Library, O-RAN will be able to provide following features/objectives: O-RAN setup  

encompassing the delivery, installation, configuration, and integration of critical components, including O-CU, 

O-DU, Near-RT RIC, and xApps, along with the preparation of Docker/K8 files and the use of private registry 

Docker Hub/K8. This will focus on manual processes and compliance with minimal hardware and software 

requirements. Several APIs will be used to facilitate the integration of O-RAN as part of this implementation. 

These include IS-Wireless - Liquid RAN and Near-RT RIC; IS-Wireless - KPM xAPP; IS-Wireless ς Workload 

Placement xAPP. Using this setup, 6G-SANDBOX will be able to test internal data transmission, interface test 

with other E2, and N2/N3 with the options of attaching another core etc.   

From 2024 to 2027 and beyond, Open RAN (O-RAN) is set to play a transformative role in the development of 

6G networks by fostering a more flexible, scalable, and efficient architectural framework. This paradigm shift 

away from traditional, vendor-locked systems towards an open, interoperable design enables greater innovation 

and diversity in network equipment and software sources. Within the scope of the 6G-SANDBOX Library, a crucial 

role is played by the development and implementation of a highly programmable control plane, wherein cutting-

edge technologies such as xApp, RIC (RAN Intelligent Controller), and E2 interfaces are employed. This integral 

aspect ensures the creation of a dynamic and adaptable network infrastructure, facilitating seamless operation. 

Additionally, access to an extendable telemetry framework is provided, enabling comprehensive monitoring and 

data collection capabilities. This framework serves as a foundational element for informed decision-making and 

optimization strategies. Furthermore, a commitment exists to support the continual evolution and enhancement 

of Radio Resource Management (RRM) and other related algorithms and mechanisms. This commitment 

underscores the dedication to advancing the capabilities of the 6G-SANDBOX Library, contributing to the overall 

success and innovation of the EU project. 

3.2 RECONFIGURABLE INTELLIGENT SURFACE (RIS) 

3.2.1 CONCEPT AND SIGNIFICANCE 

As 6G has been moving towards higher frequencies to obtain higher data rates, the challenge of working in the 

millimeter wave (mmWave) range (>24.45 GHz) is being faced by the entire industry. Signals in the mmWave 

bands are particularly affected by the environment, such as foliage, rain, people, glass and walls, and the free-

space path loss (FSPL). For this project in particular, the FSPL needs to be accurately modeled to provide us with 

the information about how large a RIS needs to be to aid a mmWave channel. Moreover, as previously 

mentioned, high frequency signals are strongly affected by the surrounding environment and the presence of 

an obstacle such as a building or a tree is enough to block communications. To circumvent this issue, an RIS can 

be used to efficiently redirect the signal with direct line of sight (LoS) from TX to RX.  

The RIS is composed of an array of metallic elements, called unit-cell, which are controlled by switching devices 

such as PIN diodes, varactor diodes, etc. These components change the electromagnetic properties of the unit-

cell and when controlled by a processing unit, reconfigures the reflection characteristics of the surface (hence 

the name, Reconfigurable Intelligent Surface). When this is achieved, the RIS acts like a phased antenna array 
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and can be beamforming, sending the signal more concentrated towards the user equipment (UE), 

compensating for the FSPL, and avoiding obstacles.  

For the purposes of 6G-SANDBOX, each unit-cell is controlled by two PIN diodes, each responsible to switch the 

state for the vertical and horizontal polarization (the axis in which the electric field is oscillating), therefore it 

presents 1-bit per polarization. The PIN diodes are responsible for changing the phase of the reflected wave by 

180° between states and controlling the direction of the wave. 

3.2.2 ROLE IN THE 6G-SANDBOX LIBRARY 
The aim is to develop a RIS with a role to extend the coverage of a 6G testbed within the 27.05-27.50 GHz band, 

part of n257 (26.5-29.5 GHz) and n258 (24.25-27.5 GHz) bands. The RIS must be controllable from a remote site 

and be able to switch the phase of individual unit cells to scan the reflected beam. We therefore are following 

the sequence of steps below to achieve the desired performance of RIS:  

 Electromagnetic (EM) characteristics of the PIN diode and modeling of a unit-cell to provide a 180° 

phase shift between the two states of the PIN diode across the n261 band. 

 Based on the performance of the designed unit-cell, estimation of the channel path-loss to calculate 

the optimal size of the RIS.  

 Develop the digital architecture of the RIS, which will be responsible for controlling the PIN diodes  

 Determine how the Field Programmable Gate Arrays (FPGA) will manage the phase of each unit-cell 

depending on the desired characteristics of the channel. 

As a part of 6G-SANDBOX Library, RIS can provide testing of the following:  

 Signal Reflection and Manipulation in terms of (a) Reflectivity of the surface, (b) Ability to redirect 

signals in desired directions, and (c) Precision of signal focusing.   

 Channel Gain Enhancement in terms of (a) Gain achieved by the RIS in terms of signal power or SNR 

(depending upon the receiver being in signaling or non-signaling mode) (b) Enhancement of signal 

strength in desired directions.  

 Coverage Area in terms of (a) Maximum range of operation for signal enhancement, and (b) Area within 

which reliable signal enhancements are provided.   

 Energy Efficiency in terms of (a) Power consumption levels, (b) Energy harvesting capabilities (if 

applicable), and (c) Adaptation of energy usage based on system requirements.  

 Reconfiguration Speed in terms of (a) Time required for the RIS to adapt to changing signal conditions, 

and (b) Faster reconfiguration for dynamic optimization comparable with the channel coherence time.   

 Interference Mitigation in terms of (a) Ability to nullify or minimize unwanted signals, and (b) Reduction 

of multi-path effects for improved signal quality.  

 Scalability in terms of (a) Deployment in various environments and scenarios, and (b) Factors such as 

the number of elements, system complexity, and integration ease.  

 Cost-effectiveness in terms of (a) Manufacturing costs, (b) Installation complexity, and (c) Affordability 

compared to alternative solutions. 

3.3 NON-TERRESTRIAL NETWORKS  

3.3.1 CONCEPT AND SIGNIFICANCE 
Non-terrestrial networks, including satellite platforms, play an important role in expanding 5G/6G connectivity 

beyond traditional terrestrial networks. The appearance of 5G and 6G technology has brought about a paradigm 

shift in wireless communication. Beyond terrestrial networks, non-terrestrial networks have become essential. 

Non-terrestrial networks are instrumental in shaping the 5G/6G landscape, offering many indispensable 

functions that extend and enhance global connectivity. At the forefront, they provide a lifeline to remote and 
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underserved regions, where terrestrial infrastructure deployment proves challenging. They become vital during 

times of crisis, ensuring disaster recovery and resilience through redundancy and emergency communication 

services, safeguarding connectivity even when natural disasters and network outages strike [5]. In addressing 

the digital divide, non-terrestrial networks stand as a beacon of hope, delivering high-speed broadband to 

remote areas, thus empowering communities with the digital resources necessary for education, healthcare, 

and economic growth. Furthermore, these networks provide a critical backbone for the expanding Internet of 

Things (IoT), supporting the connection of devices in remote or mobile environments. They enable low-latency 

communication, a prerequisite for latency-sensitive applications. Augmenting terrestrial networks' capacity, 

they ensure seamless connectivity during large-scale events and in densely populated areas. These networks 

also act as the vital backhaul links for remote terrestrial base stations, bridging gaps where fiber-optic 

infrastructure is absent. Finally, non-terrestrial networks contribute to real-time environmental monitoring, 

surveillance, and disaster management through the deployment of stratospheric platforms, ensuring rapid data 

collection and response in critical situations. In essence, non-terrestrial networks represent a cornerstone of 5G 

and 6G, elevating global connectivity and delivering essential support [6][7]. 

6G-SANDBOX platforms are integrating commercial NTN solutions as part of their infrastructure, with focus in 

Low Earth Orbit (LEO) constellations. This NTN infrastructure will be shared among Trial Networks in each 

platform, for example, as backhaul connectivity or to test protocols like MPTCP or MTIP (The Multi-connection 

Tactile Internet Protocol). Besides the NTN infrastructure, 6G-SANDOX Library will include a Satellite emulator 

as well, based on the OpenSAND solution, supported by the Athens platform (NCSRD, INFOLYSIS), which will 

facilitate the agile experimentation of relevant use-cases.  

Open SAtellite Network Demonstrator (OpenSAND) is an open-source software designed to facilitate the testing 

and simulation of satellite communication systems (mainly DVB-RCS2 and DVB-{нύΦ hǇŜƴ{!b5Ωǎ ǇǊƛƳŀǊȅ 

purpose is to mimic the behavior of satellite networks, allowing users to assess the performance and reliability 

of their applications under various simulated conditions. Its versatility is further highlighted by its capacity to 

integrate with other simulation and network analysis tools, enhancing its utility in research and development 

efforts in the satellite communication domain. 

3.3.2 ROLE IN THE 6G-SANDBOX LIBRARY 
6G-SANDBOX project will explore advancements related with the use of aerial devices or flying nodes as new 

ways of wireless communications enabling new use cases- for example - the use of satellite connectivity as a 

beyond 5G backhaul or the integration of innovative protocols like Multipath TCP (MPTCP) or the Multi-

connection Tactile Internet Protocol (MTIP). The intention is to eliminate any distinction between terrestrial and 

non-terrestrial (NTN) elements, allowing for their seamless orchestration. This orchestration aims to create a 

cost-efficient network configuration that dynamically relocates functionality and establishes a flexible network 

topology. 

In the 6G-SANDBOX initiative, our objectives are as follows: 

1. Efficient Implementation for Multi-connectivity: We will focus on efficient implementation, aligned 

with SRIA 2021-27. This includes the utilization of MPTCP, the introduction of new Active Queue 

Management (AQM) algorithms, the integration of the QUIC transport protocol, innovations in Explicit 

Congestion Notification (ECN) usage, and the adoption of new transport protocols like the MTIP 

proposed by University of Malaga (UMA). 

2. Design of New End-to-End Protocols: In response to the challenge presented in SRIA 2021-27, which 

centers on "enabling dynamically mapping the service needs of applications to the current network 

infrastructure," we will design and develop new end-to-end protocols. These protocols will provide 

support for dynamically aligning application requirements with the existing network infrastructure. 

3. Incorporation of Real and Emulated Satellite Nodes: The experimentation process in 6G-SANDBOX will 

involve both real and emulated satellite nodes. Additionally, we will provide APIs to service developers 
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that will be jointly orchestrated through AI-based algorithms. This orchestration will make use of 

virtualized network functions that can be dynamically deployed across both terrestrial and non-

terrestrial nodes in a distributed manner. 

This approach is aimed at achieving a more integrated, efficient, and adaptive network configuration that 

leverages the strengths of both terrestrial and non-terrestrial elements, ultimately advancing the capabilities 

and potential of 6G networks. 

As a part of 6G-SANDBOX Library, NTN will be able to provide testing of the following: 

 Satellite backhaul for 5G/6G networks 

 Support for multi-connectivity (MPTCP, MTIP, ETC) 

 NTN experimentation in trial networks 

 Performance testing using different TX solutions 

 Evaluation of maturity through some defined KPIs of different NTN providers (Starlink and OneWeb) 

for the initial use cases in 5G or 6G networks 

 Multi-link backhaul with the ability to switch on-demand between satellite and terrestrial links. 

3.3.3 MULTI-CONNECTIVITY TESTS 
Multi-connectivity tests were conducted using the topology illustrated in Figure 3. The setup includes an 

endpoint located at UMA, equipped with two available connections: one via 5G with a standard fiber backhaul, 

and another utilizing a non-terrestrial network (NTN) backhaul based on Starlink technology. The corresponding 

remote endpoiƴǘ ƛǎ ǎƛǘǳŀǘŜŘ ŀǘ ¢ŜƭŜŦƻƴƛŎŀΩǎ ǇǊŜƳƛǎŜǎ ƛƴ tŜƷǳŜƭŀǎΣ aŀŘǊƛŘΦ 

 

Figure 3. Multi-connectivity topology 

Initial performance measurements were carried out to characterize both connectivity paths. A significant 

difference was observed between the two backhaul options: the fiber-based backhaul consistently 

outperformed the NTN (Starlink-based) backhaul in terms of performance metrics as can be seen in the following 

table:  

Path TCP DL TCP UL UDP DL UDP UL Latency (ping) 

5G+NTN 5 Mbit/s 5 Mbits/s 10Mbits/s 
0.1% Loss 

9 Mbit/s  
0.2% Loss 

rtt min/avg/max/mdev = 
56.382/70.666/93.740/6.114 ms 

5G+Fiber 50-100 
Mbits/s 

40 Mbits/s 250Mbits/s 
0.4% Loss 

99 Mbits/s 
0.3% Loss 

rtt min/avg/max/mdev = 
26.508/30.511/39.175/2.241 ms 

 

In order to evaluate the impact of multi-connectivity, we employed the Multi-Connection Tactile Internet 

Protocol (MTIP), a transport protocol specifically designed to support multiple end-to-end connections, or 

sublinks, between a remote controller and a device. MTIP offers different configurations to dynamically select 
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among available sublinks based on real-time network measurements and application-specific latency 

requirements. For the tests, we used two MTIP configurations: one leveraging both paths simultaneously, and 

another attempting to adaptively switch between them based on path performance. The results obtained from 

these configurations are summarized below.   

Traffic  Both sublinks 
(DL) 

Both sublinks (UL) Algorithm (DL) Algorithm (UL) 

ÅPacket size: 
 50-100 bytes 

ÅPacket rate: 10Hz 
(packet each 
100ms) 

ÅOne-way latency 
limit: 100ms 

Mean one way 
latency : 15-25 ms 

Mean one way 
latency: 15-20ms 
 

Mean one way 
latency: 15-20ms 
 

Mean one way 
latency: 15-20ms  
 

Loss: 
-Transport: 0.1% 
-Application: 0% 

Loss: 
-Transport: 0.3% 
-Application: 0% 

Loss: 
-Transport: 0.5% 
-Application: 0% 
*Main use of fiber 

Loss: 
-Transport: 0.5% 
-Application: 0% 
*Main use of fiber 

ÅPacket size: 
 50-100 bytes 

ÅPacket rate: 
1000Hz 
(packet each 
1ms) 

ÅOne-way latency 
limit: 100ms 

Mean one way 
latency:  15-20ms 

Mean one way 
latency: 10-20ms 

Mean one way 
latency: 10-15ms 

Mean one way 
latency: 15-25ms 

Loss: 
-Transport: 0.1% 
-Application: 0% 

Loss: 
-Transport: 0.3% 
-Application: 0% 

Loss: 
-Transport: 0.1% 
-Application: 0% 
*Main use of both 

Loss: 
-Transport: 0.5% 
-Application: 0% 
*Main use of both 

The results show that using both sublinks simultaneously provides similar performance to the configuration 

where MTIP dynamically selects the best paths. This is mainly because the protocol tends to favor the fiber 

sublink due to its significantly better performance. When the traffic is more demandant, MTIP may use both 

sublinks to improve performance, but even in those cases, the fiber connection dominates the overall 

performance. It is important to note that the traffic involved in the tests is time sensitive. Thus, in this specific 

case, these findings highlight a key limitation: the 5G NTN connection is not yet suitable for supporting the 

latency and reliability of critical applications, at least the NTN link under study. 

3.4 DETERMINISTIC NETWORKING AND TSN 

3.4.1 CONCEPT AND SIGNIFICANCE 
In the context of 5G/6G networks, deterministic communications offer high reliability and predictability for data 

transmissions, in which the information is sent and received with minimal latency and jitter. Therefore, this 

concept is expected to play a crucial role in the development of 5G/6G networks and their services and 

applications. In addition, it encompasses a certain number of features, including the following: 

 Low latency/jitter and predictability: One of the main objectives is to provide a minimum bounded 

latency, which offers a high level of predictability. In addition, this also leads to low jitter values. 

 Reliability: Mechanisms are in place to improve reliability and ensure that communications have a very 

low percentage of packet loss. This makes it possible to run applications on this type of network where 

data integrity is vital. 

 Time-sensitive applications: Time-sensitive applications such as real-time control systems, immersive 

experiences and critical infrastructure management are increasingly in demand. Deterministic 

communication ensures that data is delivered within a predefined time frame, which is crucial for these 

types of applications. 
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In addition, other concepts such as network slicing, which allows using the same physical infrastructure to have 

several virtual ones, as well as Quality of Service (QoS) to guarantee the strict quality requirements imposed by 

the traffic, make it possible for the network to be optimized for use cases with completely different 

requirements. Consequently, deterministic communications enable 5G/6G networks to support a wide range of 

users and applications, including emerging applications with different requirements and quality levels. This 

allows sectors such as automotive, manufacturing or healthcare to benefit from the use and performance of 

these networks. 

 

However, the implementation of deterministic networking poses several challenges. The unpredictability of 

network traffic and environments and the accurate network Quality of Service estimation for a given network 

configuration makes it complicated to deliver deterministic communication to the emerging time-critical 

applications. Artificial Intelligence (AI) methods, e.g., deep learning, reinforcement learning, federated learning, 

bring new opportunities to ensure the deterministic QoS provisioning in a large-scale network. AI-based network 

management framework should also be devised and leveraged to perform network control and configuration 

by utilizing intelligent network monitoring, analyzing and scheduling technologies, so that the deterministic 

network behavior and network performance could be guaranteed and delivered to the end users. 

3.4.2 ROLE IN THE 6G-SANDBOX LIBRARY 

The objective is to provide deterministic communications on the Malaga platform. The Time-Sensitive 

Networking (TSN) testbed available on the Malaga platform is expected to be remotely accessible, including TSN 

bridges and endpoints. On the one hand, Figure 4 presents the wired TSN configuration architecture. This 

configuration is composed of: 

 TSN endpoints: final devices in charge of sending (called talker) and receiving (called listener) traffic. 

 TSN Bridges: particular Ethernet switches capable of transmitting TSN traffic 

 Centralized Network Configuration (CNC): device responsible for managing and configuring the network 

settings and parameters 

 Centralized User Configuration (CUC): device focused on user-specific configuration for different 

services requirements 

This architecture allows the extraction of statistics from the switch ports, as well as the configuration of the main 

TSN characteristics (802.1AS: time synchronization, 802.1Qbv: scheduled, traffic, 802.1Qav: forwarding and 

queuing, etc.).  

 

Figure 4. TSN architecture [11]  

On the other hand, it is possible to combine the TSN network with the 5G network available in the Malaga 

platform, resulting in the TSN wireless configuration. To enable this configuration, it is necessary to provide TSN 

translators, Device-Side TSN translator (DS-TT) and Network-Side TSN translator (NW-TT), which will perform 

the functions defined in [11] for compatibility between both domains, as well as the TSN Application Function 
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(TSN AF), which is in charge of the mapping of the information (including QoS) and configuration of TSN through 

CNC and 5G network. 

As a part of 6G-SANDBOX Library, deterministic networking enables a TSN testbed (wired or wireless 

configuration) with the following features: 

 TSN devices available on the testbed for wired and wireless configuration  

 Show the traffic statistics of Ethernet ports of TSN bridges. 

 Management and configuration of the main TSN features through SNMPv3, SSH, Netconf, HTTPS 

(*Interoperability test pending) of TSN bridges: 

o IEEE 802.1AS - Timing and Synchronization 

o IEEE 802.1Qbv - Enhancements for Scheduled Traffic 

o IEEE 802.1Qav - Forwarding and Queuing Enhancements for Time-Sensitive Streams 

o IEEE 802.1Qcc ς Enhancements for Stream Reservation Protocol 

o IEEE 802.1Qci* ς Per-Stream Filtering and Policing 

o IEEE 802.1CB* ς Frame Replication and Elimination for Reliability 

o IEEE 802.1Qbu* & IEEE 802.3br* ς Frame Replication and Elimination for Reliability 

3.5 DETERMINISTIC NETWORKING - NETWORK PROGRAMMING WITH P4 

3.5.1 CONCEPT AND SIGNIFICANCE 
Programming Protocol-independent Packet Processors (P4) is the most widely used programming language for 

network devices, specifically tailored for programming the data plane. It originated from a research paper in 

2014 [8] and is now being developed and standardized by the P4 Language Consortium, a non-profit organization 

organized by the Open Networking Foundation (ONF) [9]. This standardization allows for compatibility with 

ƴǳƳŜǊƻǳǎ ǎƻŦǘǿŀǊŜ ŀƴŘ ƘŀǊŘǿŀǊŜ ǇƭŀǘŦƻǊƳǎ ƛƴ ǘƻŘŀȅΩǎ ƴŜǘǿƻǊƪƛƴƎ ŜŎƻǎȅǎǘŜƳΦ 

P4 is in the realm of Next Generation ς Software Defined Networking (NGςSDN), which represents an 

evolutionary step beyond Software Defined Networks (SDN). A comparison between SDN and NG-SDN 

networks is depicted in Figure 5. SDN networks are known for their ability to eliminate the rigidity found 

in traditional networks by separating the control plane and the data plane, and by enabling user 

programmability of the control plane. SDN networks can be seen as networks with a Bottom-Up design, 

where the hardware chip of the network element has a fixed set of units, and higher-level software is 

used to program functions that utilize these fixed units. 

On the other hand, NG-SDN networks provide the capability to program both the control plane and the data 

plane of network elements, while SDN networks only allow programming of the control plane. This inherent 

difference makes NG-SDN networks significantly more efficient. Consequently, NG-SDN networks are designed 

with a Top-Down approach, which involves initially conceptualizing high-level functionality and then directly 

programming elementary functions into the chip. 
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Figure 5: NG-SDN networks 

Programming both the control and data plane of a network element results in complete control and flexibility 

over the processing of network packets. In other words, it allows users to add, modify, or remove algorithms, 

protocols, and functions in a completely customizable and efficient manner. All these advantages make 

programming a network element using an NG-SDN approach an optimal tool for developing P4 modules in the 

transport network of the Malaga platform for 6G-SANDBOX. Specifically, two P4 modules are being developed: 

telemetry modules and a UPF-P4 module. 

Starting with the telemetry module, it plays a pivotal role in a 5G/6G network by enabling real-time monitoring 

and data collection from network devices and infrastructure. The P4 language enables efficient and precise data 

collection through programming the data plane, enabling efficient, real-time, and flexible network monitoring. 

Additionally, the P4 consortium has developed a standardized specification for Network In-band Telemetry (INT) 

[10], enhancing compatibility and facilitating its implementation. 

INT is a framework designed to enable the collection and reporting of network state solely through the data 

plane. This approach eliminates the need for control plane intervention in gathering and delivering network 

state data. In the INT architectural model, packets can carry special header fields interpreted as 'telemetry 

instructions' by network devices. INT sources, such as applications, end-host networking stacks, and network 

components, embed these instructions within data packets, clone copies of data packets, or use special probe 

packets to convey network state. Alternatively, the instructions can be programmed in the network's data plane 

to match specific network flows and execute the instructions accordingly.    

These instructions tell an INT-capable device what state to collect. The collected network state information can 

either be directly exported by the data plane to the telemetry monitoring system or can be encapsulated within 

the packet as it traverses the network. In cases where the information is encapsulated within the packets, INT 

traffic sinks retrieved and, if desired, reports the collected results of these instructions. This empowers traffic 

sinks to monitor the specific data plane state that the packets effectively 'observed' during their journey through 

the network. 

Thanks to this P4 telemetry, INT modules have been developed and will be deployed throughout the network of 

the Málaga platform for 6G-SANDBOX to capture various metrics, including latency, hop count, and more. The 

telemetry information collected by these INT modules will be used by network components to maintain the 

expected end-to-end quality in deterministic networks. For instance, latency data will allow network devices to 

quickly detect and react to any performance degradation, ensuring that the strict latency requirements of delay-

sensitive applications are met. Furthermore, hop count metrics will help optimize packet forwarding paths to 

minimize the number of intermediate nodes, further reducing latency and improving overall network reliability. 
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On the other hand, the UPF is the most crucial module in the data plane of a 5G network, serving as a gateway 

between the RAN access network and external data networks (PDNs). It is responsible for a multitude of 

functionalities related to user data traffic, including packet forwarding and routing between RAN and PDN, 

routing mobile device traffic as they switch between base stations, storing inactive device traffic, enforcing rules 

to ensure specific QoS requirements, and reporting user data traffic statistics for subsequent billing by the CP. 

By employing an NG-SDN design with P4, it becomes possible to fully program a 5G UPF module based on 3GPP 

technical specifications. Leveraging the advantages of NG-SDN and P4, this results in a high-performance UPF-

P4 module that is efficient, entirely flexible, and real-time controllable. 

The UPF-P4 module in 6G-SANDBOX serves as a valuable tool in enhancing the transport network of the Malaga 

infrastructure, enabling the attainment of the requisites features for deterministic communications. These 

features consist of ensuring low latency, delivering quality of service, efficient traffic management, traffic 

prioritization, and reliability. 

3.5.2 ROLE IN THE 6G-SANDBOX LIBRARY 

The goal is to develop two P4 modules for the Malaga platform's infrastructure: a telemetry module based on 

the standardized specification of the P4 consortium and a UPF-P4 module adhering to the technical 

specifications outlined by 3GPP. 

As a part of 6G-SANDBOX Library, P4 telemetry will enable the following features: 

 Enhanced ability to detect and diagnose issues affecting user traffic, leading to faster problem 

resolution and a better overall user experience. 

 Monitoring and generation of numerous packet-level, user flow, or interface metrics. These metrics 

include packet ingress and egress interfaces, internal latency, and timestamping for ingress and egress. 

 Generation of reports of the measurements stored in InfluxDB. 

 Visualization of metrics with Grafana. 

As a part of 6G-SANDBOX Library, the UPF module will enable the following features: 

 Complete implementation of a UPF module based on 3GPP Release 16. This includes two parts: the UPF 

ŦǳƴŎǘƛƻƴŀƭƛǘȅ ŀƴŘ ŀ ŎƻƴǘǊƻƭƭŜǊ ǘƘŀǘ ǘǊŀƴǎƭŀǘŜǎ tC/t ƳŜǎǎŀƎŜǎ ŦǊƻƳ ǘƘŜ {aC ƳƻŘǳƭŜ ƻŦ ŀ рD ƴŜǘǿƻǊƪΩǎ 

control plane into P4 control messages to insert rules into the P4 tables. 

 Improved scalability and performance of user plane processing, ensuring a seamless and responsive 

user experience even as traffic demands grow. 

 Enhanced support for network slicing and Quality of Service (QoS) differentiation, enabling users to 

benefit from tailored service levels based on their specific requirements. 

3.6 EXTENDED REALITY (XR) 

3.6.1 CONCEPT AND SIGNIFICANCE 

¢ƘŜ ά9ȄǘŜƴŘŜŘ wŜŀƭƛǘȅέ ŎƻƴŎŜǇǘ ό·w) [13] encompasses applications that provide an experience to end users 

capable of extending or even fully replacing what their human senses get from the surrounding world. Assisted 

by specialized devices (Head Mounted Displays, haptic gloves, or vests, etc.) users get an enriched version of 

reality (augmented reality) or a completely new environment, either generated by a computer (virtual reality) 

or captured from a remote location (telepresence) [14]. 

The main technologies required for implementing XR applications [15] and their linkage with the network are: 

 Head Mounted Displays (VR goggles, AR goggles), which sense the position and pose of the user in 

space and project images directly in the eyes of the user. They also include audio, with the ability to 
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simulate spatial feeling. Although in most cases these devices are self-contained, in some scenarios part 

of their functionality may be offloaded to the network, to reduce the HMD size or increase the battery 

lifetime. 

 Haptic devices: gloves, sleeves, vests, etc. with different types of actuators that produce tactile 

sensations in users wearing them. These devices may be controlled by the HMD, from a local computer 

or directly from the network. For the relevance in this project, they are described in detail in the next 

subsection. 

 Immersive media: when the XR application is based on real scenarios captured from the physical world 

we need efficient ways of performing that capture. This includes wide angle cameras, ideally covering 

360 degrees (immersive video) or, beyond that, a volumetric capture setup capable of capturing a 

whole area that enables six degrees of freedom at rendering side. This capture typically generates a 

huge amount of data that must be delivered in real time through the network. 

 Computer models (virtual scenarios and objects for augmentation). The rendering in real time of scenes 

from these models may be done locally in a standalone HMD, in a computer connected to it (tethered 

HMD), remotely in the cloud (cloud rendering), or a combination of them (distributed rendering, or 

άǎǇƭƛǘ ǊŜƴŘŜǊƛƴƎέύΦ !ƭƭ ǊŜƴŘŜǊƛƴƎ ƻǇǘƛƻƴǎ ǘƘŀǘ ƛƴŎƭǳŘŜ ŀ ǊŜƳƻǘŜ ŎƻƳǇƻƴŜƴǘ ǇƻǎŜ ǎǘǊƻƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎ 

on the network for sending bulky video frames with a very low latency, because the rendering needs to 

quickly follow the physical movements of the user's head and body. 

 Analytics: the mediation provided by XR applications between the real world and the human senses 

may be leveraged to provide additional features based on a semantic analysis of the captured data. This 

is typically done in servers in the network, through the processing by AI algorithms of the video and 

audio streams. This process may include classification (identifying objects and actions), segmentation 

(cutting off objects from the scene) and generation (creation of new objects or modifications of existing 

ones). 

The relevance of XR applications for the 5G/6G network [16] comes from their high demand for resources. Firstly, 

immersive media requires a very high data rate on capture and transmission, spanning from tens or hundreds 

of Mbps to several Gbps for a single captured location. Additionally, the reliability of the transmission of this 

data must be exceptionally high to keep the illusion of presence, that is, the credibility for the brain of the 

artificial scene which is being composed through the devices that the end user is wearing. Even minimal errors 

in the transmission produce artifacts in video and audio that spoil the experience revealing that it is not as real 

as it should appear. Finally, latency of XR transmission is equally important: communication-oriented 

applications require that the round trip of communication exchange is fast enough. But the highest demand in 

this aspect, comes from edge processing requirements: rendering must follow accurately the physical moves of 

end users (when you turn your head to the right the scene needs to be rendered from that perspective almost 

instantly), and when rendering is done remotely this requires round trips below a frame time (20-40 ms). 

Haptic Devices 
Haptic devices are wearable systems with different types of actuators that produce tactile sensations in users 

wearing them. These devices may be controlled by the HMD, from a local computer or directly from the network.  
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Figure 6: Haptic Vest devices 

OWO is a haptic system shown in Figure 6 that allows users to feel real physical sensations in real time by using 

ǇǳƭǎŜ ǘǊŀƛƴǎ ǘƻ ǎǘƛƳǳƭŀǘŜ ǘƘŜ ƳǳǎŎƭŜ ŀƴŘΣ ǘƘŀƴƪǎ ǘƻ ƛǘǎ ŀƭƎƻǊƛǘƘƳΣ ƳƻŘƛŦȅ ǳǇ ǘƻ ƴƛƴŜ ƻŦ ǘƘŜ ǘǊŀƛƴ ǇǳƭǎŜΩǎ 

parameters to recreate a sensation. The system is composed of two elements: the OWO Skin and the Device. 

The OWO Skin is a vest with 20 electrodes to cover all the upper part muscles (pectorals, biceps, abdominals, 

ŘƻǊǎŀƭ ƳǳǎŎƭŜǎΣ ŀƴŘ ƭǳƳōŀǊ ƳǳǎŎƭŜǎύΦ ¢ƘŜǎŜ ŜƭŜŎǘǊƻŘŜǎ Ƴǳǎǘ ōŜ ƛƴ ŘƛǊŜŎǘ ŎƻƴǘŀŎǘ ǿƛǘƘ ǘƘŜ ǳǎŜǊΩǎ ōŀǊŜ ǎƪƛƴ ǘƻ ŦŜŜƭ 

the sensations properly, avoiding being over any kind of fabric. On the right side, there is a pocket where the 

user must plug the Device into the vest. 

The Device is responsible for generating the sensations and applying them to the vest. It is controlled by a mobile 

application available for PC, iOS and Android. Users must have an account to use the OWO system. With an 

account, users can adjust their own levels of intensity when feeling sensations, creating a comfortable and 

unique experience. 

3.6.2 ROLE IN THE 6G-SANDBOX LIBRARY 
The characteristics of XR traffic do not fully fit into any of the existing models (eMBB, URLLC or mMTC). The 

peculiarities of these applications have been analyzed in 3GPP [17] from 2016 (SA, SA4), releases 17 and 18 

already consider it. The focus so far has been on power saving, scale and service performance. Multiple XR use 

cases have been identified, classified into three groups: VR, AR and cloud gaming. Main KPIs considered in them 

are capacity (based on satisfaction level) and power consumption. These are some sample use cases: 

 Viewport dependent VR: remote rendering of a VR scene in which only the part visible to the HMD 

(depending on the orientation) is generated and sent. 

 Augmented Reality functionality assisted from the network. In particular, the positioning algorithms 

based on SLAM (Simultaneous Location and Mapping) can be offloaded partially to a server nearby. 

 Split rendering, when the rendering process is distributed across different devices in the delivery chain, 

from the cloud to the end device. 

Our approach with respect to XR within 6G-SANDBOX is focused on guaranteeing resources from the network 

for the execution of XR applications with enough quality. To do that we plan to build a new network component 

which will be XR aware, and which will facilitate that quality guarantee to application developers. These are the 

main requirements that we consider for this module: 

 The XR extension module will behave as intermediation between the application and the internals of 

the 5G/6G networks. This way, users of this module at application level (XR) will not need to be aware 

of the complexities of the network, or the existing implementation. 

 The API will be offered as a library, following the Network as Code paradigm, to facilitate the adoption 

by typical XR application developers. Network as Code is a concept of extreme simplification of network 
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capabilities to enable applications to dynamically change the network to optimize performance and 

user experience. It enables the building of new business and technology frameworks, focusing on 

distributed service chains and facilitating the inclusion of developers and vertical technology partners 

for value creation. Using an SDK, in this case as a Python class, that provides access to the NaC REST 

API, developers are given comprehensive access to network capabilities. 

 The implementation of the quality guarantees in this module will use any tools that the network offers, 

such as application aware schedulers, PDU IDs, uplink enhancements, carrier aggregation, new MIMO 

models, etc. Both standards-based tools and any proprietary mechanisms available in the 6G-SANDBOX 

testbed may be used by the XR extension module. 

 KPIs will be measured in the resulting scenario for the available use cases. At least a use case related to 

immersive telepresence will be implemented, although it is also expected that third party applications 

may also be integrated, possibly as part of the Open Calls. 

Figure 7 describes the high level of the proposed XR extension architecture: 

 

Figure 7: High level of the proposed XR extension architecture 

Note that as of today no HMD in the market supports 5G or in general mobile connections natively. They are 

typically connected via WiFi to a nearby router or, in tethered HMD cases, to a fiber connection through an 

Ethernet from the computer to which the HMD is connected. 

The sample use case which will be integrated with this architecture will be the immersive communication 

ŀǇǇƭƛŎŀǘƛƻƴ ŘŜǾŜƭƻǇŜŘ ōȅ bƻƪƛŀ όά¢ƘŜ hǿƭέύ ǿƛǘƘ ǘƘŜ ŀŘŘƛǘƛƻƴ ƻŦ ƘŀǇǘƛŎ functionality provided by Owo. This use 

case features most of the described XR high requirements: bidirectional real time communication, high 

bandwidth, strong uplink, low end-to-end delay, multi-modal streams (video, audio, haptics, pose, data) and 

even edge processing. 
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Figure 8: Sensations Creator software 

Regarding haptic devices, OWO has a Development Software shown in Figure 8 that allows the creation of 

sensations regulating the following nine parameters:  

- Frequency: Adapts the frequency of the pulse, spanning from 1 to 100 Hertz 

- Intensity: Defines the intensity of the pulse, from 0 to 80. 

- Duration: Specifies the timeframe, 100 a 400 µs 

- Fade In: Starts the sensation with a ramp up entry signal. 

- Fade Out: Starts the sensation with a ramp down exit signal. 

- Exit Time: Determines the time between two signal inputs.  

- Channel: Allows the selection of the muscle to which the sensation is sent. It might be more than one. 

- Interphase: Specifies the time between the positive and negative sections of the signal. 

The integration of each of the parameters aforementioned in a specific period of time is called microsensation. 

A full sensation can be composed of either one or more microsensations. 

 

(a) 
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(b) 

Figure 9:  {Ŝƴǎŀǘƛƻƴǎ /ǊŜŀǘƻǊ ǎƻŦǘǿŀǊŜΩǎ ƳƛŎǊƻǎŜƴǎŀǘƛƻƴǎ 

Figure 9 show a set of microsensations. Notice that the first one has a Fade In and is sent to the arm, whereas 

the second one has a small exit time and is sent to a set of different muscles. 
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4 IMPLEMENTATION OF THE TECHNOLOGY ENABLERS 
In this section, the focus is on the implementation activities regarding the key technology enablers for the 6G-

SANDBOX as they were studied within WP3.   

4.1 O-RAN IMPLEMENTATION 

The IS-Wireless Liquid RAN solution consists of multiple, O-RAN compatible, instances of O-DU, O-CU, but also 

Near-RT RIC and the relevant xApp(s) (e.g. RAN KPM xApp). O-DU, O-CU, Near-RT RIC and xApp are deployed as 

containers or Kubernetes pods. While O-DU, O-CU, Near-RT RIC are interconnected with standard interfaces (F1 

and E2), a xApp is attached to RIC via a proprietary interface. The components of RAN are connected to other 

network elements in the following way:  

¶ UE can connect to commercial RU (e.g. Benetel 550),  

¶ O-DU communicates with commercial RU over the Open-FH interface,  

¶ O-CU communicates with 5G Core Network (5GC) over standard defined N2/N3 interfaces,  

The Liquid RAN based end-to-end network is depicted in Figure 10Figure 10. 

 

Figure 10: Liquid RAN based 5G network 

4.1.1 NETWORK DESCRIPTION 
The network consists of several 6G Library Components: 

¶ iswireless_radio - including O-DU, O-CU functionality. It connects  

¶ cu_k8s ς including O-CU functionality 

¶ ric_k8s - including Near-RT RIC functionality 

The deployment of the end-to-end mobile network is divided into two sites: the local site which connects directly 

to the O-RU component and the Trial Network (TN) where the experimenter can deploy 6G Library Components. 

The local site hosts iswireless_radio Component, while TN hosts cu_k8s and ric_k8s in addition to a core network 

Component such as open5gs_k8s (see Figure 11). 
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Figure 11: The deployment of the end-to-end mobile network 

iswireless_radio  

While O-CU and Near-RT RIC can be virtualized, O-DU must be deployed on Docker or Kubernetes directly on 

the host machine due to the additional latency imposed by virtualization on operation on the fronthaul link. For 

this reason, it cannot be dynamically deployed by TNLCM on a virtualized ONE infrastructure. Therefore, it is 

considered a static 6G Library Component. In this setup, the Static Component -iswireless_radio - consists of O-

DU and optionally O-CU functionality. The use of O-CU functionality is optional as the experimenter might use 

an external O-CU component to be jointly used with O-DU functionality within iswireless_radio Component. To 

do so, iswireless_radio Component must be configured in a way to disactivate O-CU functionality - via 

any_iswireless_radio_ru_du  variable passed by the experimenter as input. Otherwise iswireless_radio can be 

integrated with 5G cores (e.g. open5gs_k8s) deployed inside any Trial Network. Optionally, iswirelss_radio 

Component can communicate with Near-RT RIC (ric_k8s) to feed it with RAN related metrics. The connectivity 

with the components inside the Trial Network is done by enabling the necessary routing path using the element 

ŎŀƭƭŜŘ ΨwƻǳǘŜ aŀƴŀƎŜǊΩ όŀƭǊŜŀŘȅ ŘŜǇƭƻȅŜŘ ƛƴ ǘƘŜ ǎƛǘŜύΦ iswireless_radio Component is deployed at the designated 

testing sites (currently at UMA testing site) which at the same time host O-RU endpoints (Benetel 550/650 in 

this case). 

cu_k8s Element 

O-CU (O-RAN Central Unit) is a key logical node in the disaggregated Open RAN architecture, responsible for 

handling the higher layers of the radio protocol stackτspecifically, the Packet Data Convergence Protocol (PDCP) 

and Service Data Adaptation Protocol (SDAP). It manages functions such as user-plane traffic forwarding, 

security (ciphering and integrity protection), and mobility control. The O-CU connects upstream to the 5G Core 

and downstream to the O-DU via the standardized F1 interface. Optionally, O-CU can also connect to the Near-

RT RIC via E2 interface. Because it is software-based and can be virtualized, the O-CU can be deployed flexibly in 

Trial Networks.  

This 6G Library Component encapsulates the functionality of the O-CU. It is deployable within the Trial Network 

and requires connectivity to O-DU (iswireless_radio) and Core network (e.g. open5gs_k8s). It also connects to 

Near-RT RIC (ric_k8s) to provide it with relevant metrics. 

ric_k8s element 
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Near-RT RIC (RAN Intelligent Controller) is a central element in the O-RAN architecture designed to optimize RAN 

performance through intelligent control and automation. It connects to O-CU and O-DU components, interfacing 

over standardized E2 interfaces. The Near-RT RIC component (ric_k8s) requires connection to the O-CU (cu_k8s) 

and O-DU (iswireless_radio) components. The RIC component hosts sample xApps including: 

- xApp KPM (key performance metrics) ς provides a list of metrics that serve as baseline for analysis of 

the RAN/UE performance, can provide inputs for selected AI/ML models and/or decision making 

algorithms. The latter can be shaped as new xApps.  

- Extension allowing KPM xApp to store KPMs into DB (Influx): by enabling xApps to store Key 

Performance Metrics directly into a time-series database like InfluxDB, this feature enhances the 

capacity for detailed performance analysis and long-term data retention. This capability is crucial for 

monitoring network health, planning capacity, and analyzing trends over time.   

- xApp Workload Placement - this element introduces the use of Reinforcement Learning (RL) to optimize 

the placement of CU-UP within the network. Learning based algorithms learn by interacting with their 

environment, making decisions that maximize the notion of cumulative reward. This capability means 

that the xApp Workload Placement can continuously improve its decision-making process regarding 

where and when to deploy e.g., CU-UP for optimal network performance and resource utilization based 

on multiple optimization criteria.   

- άIŜƭƭƻ ²ƻǊƭŘέ Ȅ!ǇǇ is available within the 6G-SANDBOX Platform (TNLCM, etc.) ς it serves as an tool 

for developers and engineers to get started with xApp development and testing in a simulated 

environment. It supports the process of learning in order to encourage innovation, experimentation, 

and the broader adoption of O-RAN principles. 

-  

The network key performance matrices (KPM) xApp GUI are shown in Figure 12Figure 12. 

 

Figure 12: KPM xApp GUI 

The network key performance metrics are mentioned as follows:  

- RRC.ConnMean - Number of Connected UEs 

- RRU.PrbTotDl - DL Total PRB Usage on DL [%] 

- RRU.PrbTotUl - UL Total PRB Usage on UL [%] 

- RRU.PrbAvailDl - DL Available PRBs (number, not %), (total 106 is max for 40MHz, on the 

screenshots we could see the upper range 90 for DL and 20 for UL) 

- RRU.PrbAvailUl - DL Available PRBs (number, not %) 
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- TB.TotNbrDl.X - Total number of DL TBs per second. Number of radio transmissions per second. 

Number of TTIs (DL) per second (including transmission and retransmission). In 5G there are 2000 

TTIs per second(1=0.5ms), so for example there cannot be more than 2000 on the charts.   

- TB.TotNbrUl.X - Total number of UL TBs per second. Number of radio transmissions per second. 

Number of TTIs (UL) per second (including transmission and retransmission). In 5G there are 2000 

TTIs per second(1=0.5ms), so for example there cannot be more than 2000 on the charts. We have 

less for UL because of the number of the UL slots.   

- TB.ErrToltalNbrDl.X - TTIs with negative HARQ, per second, for DL 

- TB.ErrToltalNbrUl.X - TTIs with negative HARQ, per second, for DL 

- DRB.UEThpDl - Average DL Data Rate per UE in Kbits/second 

- DRB.UEThpUl - Average UL Data Rate per UE in Kbits/second 

Additionally within the experimentation on the JCAS in 6g-SANDBOX, metrics related to channel state (CSI) were 

utilized with an improved level of details. These however were not delivered using the E2 interface due to high 

data volumes, and the fact that in this scenario channel information is delivered as IQ samples (aka complex 

values). With such a detailed data available from the DU logs it was possible to utilize AI/ML algorithms to detect 

physical objects in the 2D space (for 100MHz channel, there was 269 CSI values ŘǳŜ ǘƻ άǇŜǊ tw.έ ƎǊŀƴǳƭŀǊƛǘȅύΦ 

These metrics are typically not available at the DU component with such a fine grained level, as it would generate 

additional data volumes. Such extra data load typically is avoided when assuring requirements of an adaptive 

modulation and coding (AMC) mechanism ς due to wideband CSI metric used.  

 

4.1.2 NETWORK COMPONENTSΩ REQUIREMENTS 
The IS-Wireless Liquid RAN software can be deployed on different infrastructures (computers, servers, cloud). 

Hardware requirements depend on the network configuration and performance of the processor used. For 

example, the minimum requirements of HW requirements for O-CU (cu_k8s) component (Channel bandwidth 

100 MHz, MIMO 2 by 2, Max 256 QAM) can be recommended as in Table 1. 

 

6G Library 
Component 

Bandwidth Processor (Example) vCPU Memory Storage 

cu_k8s 100 MHz PC: minimum 9th Gen Intel 
x64 core i7 9700K 
Server: minimum xeon gen2 

6 16 G 100 GB + logs 

Table 1: An example of HW Requirements for O-CU (cu_k8s) 

Example of the Near-RT RIC (ric_k8s) requirements are listed in Table 2. 

 

6G Library 
Component 

Number of 
E2 nodes 

Processor (Example) vCPU Memory Storage 

ric_k8s 10 PC: minimum 9th Gen Intel x64 
core i7 9700K 
Server: minimum xeon gen2 

6 16 G 100 GB + logs 

Table 2: An example of HW Requirements for Near-RT RIC (ric_k8s) 

To ensure the smooth deployment of the IS-Wireless Liquid RAN solution, it's critical to properly prepare the 

software environment across several key areas. Firstly, the BIOS should be configured to Low Latency/Real-Time 

Mode, and if a low-latency profile is available within the BIOS setup utility, it should be selected to optimize 

latency based on the system vendor's recommendations. The operating system must meet real-time 

requirements for the Radio Unit (RU), necessitating adjustments to both the OS and its kernel to handle real-

time processing demands efficiently. Virtualization support is provided through Docker and Kubernetes. 

Additionally, the solution is compatible with processor architectures including x86 and AMD. Ensuring these 
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software environment prerequisites are met is essential for the successful implementation and performance of 

the IS-Wireless Liquid RAN solution. 

 

4.2 RIS IMPLEMENTATION 

4.2.1 HW AND SW COMPONENTS 

As mobile technology has been moving towards higher frequencies to obtain higher data rates, the challenge of 

working in the millimeter wave (mmWave) range (>24.45 GHz) is being faced by the entire industry. Signals in 

the mmWave bands are particularly affected by the environment, such as foliage, rain, people, glass and walls, 

and the free-space path loss (FSPL). For this project in particular, the FSPL needs to be accurately modeled in 

order to provide us with the information about how large a RIS needs to be to aid a mmWave channel. In its 

simplest form, the FSPL is given by the equation below: 

ὊὛὖὒ                                                                   (1)  

Ř ƛǎ ǘƘŜ ŘƛǎǘŀƴŎŜ ōŜǘǿŜŜƴ ǘǊŀƴǎƳƛǘǘŜǊ ό¢·ύ ŀƴŘ ǊŜŎŜƛǾŜǊ όw·ύΣ ŀƴŘ ˂ ƛǎ ǘƘŜ ǿŀǾŜƭŜƴƎǘƘ ǿƘƛŎƘ ƛǎ ƛƴǾŜǊǎŜƭȅ 

proportional to the frequency of the signal. As we can observe, FSPL increases with the square of the distance 

and the frequency, and therefore is much higher than sub-6GHz bands. 

Moreover, as previously mentioned, high frequency signals are strongly affected by the surrounding 

environment and the presence of an obstacle such as a building or a tree are enough to block communications. 

To circumvent this issue, an RIS can be used to efficiently redirect the signal with direct line of sight (LoS) from 

TX to RX, as illustrated in Figure 12. 

 

Figure 13: An RIS-aided mmWave network. 

The RIS is composed of an array of metallic elements, called unit-cells, which are controlled by PIN diodes or 

varactors. Those components change the electromagnetic properties of the unit-cell and when controlled by a 

processing unit, reconfigures the reflection characteristics of the surface (hence the name, Reconfigurable 

Intelligent Surface). When this is achieved, the RIS acts like a phased antenna array and can beamforming, 

sending the signal more concentrated towards the user equipment (UE), compensating for the FSPL, and 

avoiding obstacles. 

For the purposes of this project, each unit-cell is controlled by two PIN diodes, each responsible for switching 

the state for the vertical and horizontal polarisations (the axis in which the electric field is oscillating), therefore 

it presents 1-bit per polarization. The PIN diodes are responsible for changing the phase of the reflected wave 

by switching between the states, and controlling the direction of the wave, as illustrated in Figure 14. 
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Figure 14: PIN diode controlled RIS. Depending on the biasing of the diode, the reflected beam can be directed to different 
UEs. 

Figure 15 shows an example of the phase distribution of a 1-bit, 22x22 elements phased array configured to 

steer the beam by 45 degrees. Each color represents a reflection phase at the top of the unit-cell. As the system 

is configured for 1-bit, each unit-cell only changes its reflection phase by 180 degrees. 

 

Figure 15: Phase distribution over a phased array to perform beam-steering at 45 degrees. 

By employing a similar technique to the RIS, and dynamically controlling the phase distribution over its elements, 

we can obtain a more reliable channel, where users are constantly receiving high gain signal transmitted towards 

their UEs. 

The aim of this project is to supply a RIS which can be used to extend the coverage of a 6G testbed in the 27.05-

27.50 GHz band, which belongs to the n257 (26.5-29.5 GHz) and n258 (24.25-27.5 GHz) bands. The RIS must be 

controllable from a remote site and able to switch the phase of individual unit cells to scan the reflected beam. 

We therefore need to follow the sequence of steps shown below to achieve the desired performance of the 

Reconfigurable Intelligent Surface. 
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1. Obtain electromagnetic (EM) characteristics of the PIN diode 

2. Model the unit-cell to provide a phase shift between the two states of the PIN diode across the n261 

band 

3. Based on the performance of the designed unit-cell, estimate the channel path-loss to calculate the 

optimal size of the RIS 

4. Develop the digital architecture of the RIS, which will be responsible for controlling the PIN diodes 

5. Determine how the Field Programmable Gate Arrays (FPGA) will manage the phase of each unit-cell 

depending on the desired characteristics of the channel. 

 

4.2.2 HARDWARE DESCRIPTION 

3.2.2.1 UNIT-CELL DESIGN 

The requirements of the RIS are based on what is provided by the Nokia Airscale radio unit in Malaga, which 

operates within the n257 5G mmWave band (26.5-29.5 GHz). Our objective is to achieve a 1-bit unit-cell design 

which is capable of operating on both polarizations and present an operational bandwidth comparable to the 

Nokia Airscale radio unit. Such unit-cell design by itself presents a unique wideband performance yet to be 

reported in the literature. A disruptive design is therefore needed to achieve the required bandwidth, which 

brings unique challenges to our RF team. 

Within the scope of our project, the one-bit unit cell will be composed of two PIN diodes, each controlling the 

phase for the vertical and horizontal polarizations independently. To perform beamforming at 1-bit, the phase 

difference at the unit cell in the row and the column must be between the on and off states. 

Our design is based on the idea proposed in [18], where passive elements were used to improve the angular 

stability of the unit cell whilst maintaining the required phase difference of 180 deg. For our purposes, we aim 

to maintain an angular stability from 15deg-45deg, and less than 20deg phase error. Figure 16 shows two 

proposed unit-cell designs. The pattern is to be made on a 1.52 mm thick Rogers 4003C substrate. 

  

                  (a) Optimised for 15deg-30deg incidence                                                        (b) Optimised for 45 deg incidence. 

Figure 16: Proposed unit-cell designs. 

3.2.2.2 UNIT-CELL PERFORMANCE 

In CST Microwave Studio, a unit-cell simulation set-up, as previously shown in Figure 16. To obtain an accurate 

phase reading from the unit-cell, the reference plane is transferred to the top surface of the pattern. Figure 17 

shows the magnitude of the reflection coefficient of the unit-cell for the diode on and off states.  
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(a) 30 deg  incidence      (b)  45 deg incidence. 

Figure 17. Simulated reflection coefficient of the unit-cell.  

Due to the resonance of the unit-cell and the losses of the diode when conducting current, the reflection 

coefficient is reduced, which impacts the performance of the unit-cell. In later sections we demonstrate that this 

reduction in the reflection coefficient does not heavily affect the performance of the RIS.  

The phase performance over the n257 band for this unit-cell is depicted in Figure 17 where we observe an error 

lower than 20 deg over the entire band. In a practical scenario where the central operating frequency is 27.275 

GHz and considering a 450MHz channel bandwidth, this error is lower than if the RIS from Figure 17(a) is used 

at 30 deg, surpassing any other RIS publicized in the open literature. That is not only important for the sake of 

precision when configuring the state of the unit-cell when it is operational, but we also need to consider the 

beam misalignment and losses which occur when beamforming with a single bit phase shift which can reduce 

the directivity of the RIS by up to 4 dB. To illustrate the effect of discretisation, Figure 18 shows the example of 

a 20x20 phased array with 1-bit applied to steer the beam towards 15deg.  

               

Figure 18. Phase difference between the unit-cell on and off. (a) 30 deg incidence and (b) 45 deg incidence. 
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Figure 19. Azimuth cuts  

Property 1-Bit Quantisation No Quantisation 

Array Type  
Uniform Rectangular 

Array 

Uniform Rectangular 

Array 

Size [20 20] [20 20] 

Element Spacing (m)  [0.4458 0.4458] [0.4458 0.4458] 

Array Normal  x x 

Signal Frequencies 27.275 GHz 27.275 GHz 

Directivity at Steering Angle (dBi) 26.04 29.71 

Y-Axis Array Span (m) 0.09 0.09 

Z-Axis Array Span (m) 0.09 0.09 

Side Lobe Level (SLL) along Az plane (dB) 0 13.19 

Side Lobe Level (SLL) along El plane (dB) 6.82 13.25 

Table 3: Array directivity comparison for 15 degree steering direction. Left: 1-bit discretisation; Right: no discretisation. 

The phase distribution for the blue pattern on the right side of Figure 19 is shown in Figure 20.  

We can observe on the left pattern, not discretised, that the directivity is 28.52 dBi at 15deg, whereas on the 

pattern on the right, the blue plot is 4.5 dBi lower than the red (ideal). These losses need to be considered when 

we calculate the link budget within an RIS enabled environment. The next section will discuss the link budget to 

justify the selected size of the RIS.  
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Figure 20: Phase distribution of a 20x20 elements phased array for steering at 15deg. 

3.2.2.3 LINK BUDGET ANALYSIS 

For our study, we are considering a scenario where the RIS is at a distance of 30 m from the base station (BS) 

which contains a Nokia Airscale unit operating at n257 band. The user equipment (UE) is located a further 30 m 

from the RIS, and the angle of both BS and UE are to the RIS, and it is illustrated in Figure 21, which also contains 

the properties of the TX unit in Málaga.  

 

Figure 21. Scenario considered for the link budget analysis. 

The reference sensitivity for a UE is given by 3GPP and shown in Table 4  below [19].  

 

Operating band 
REFSENS (dBm) / Channel bandwidth 

50 MHz 100 MHz 200 MHz 400 MHz 

n257 -88.3 -85.3 -82.3 -79.3 

n258 -88.3 -85.3 -82.3 -79.3 

n260 -85.7 -82.7 -79.7 -76.7 

n261 -88.3 -85.3 -82.3 -79.3 

Table 4: Reference sensitivity [19].   
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For this scenario, we are considering a worst case where the UE is an omnidirectional receiver (2 dBi), and that 

some losses are present in the channel. The path loss was calculated using references [20] and [21].  The results 

showing the received power for a TX power of 24 dBm and 28 dBm are shown in Figure 21.  

        

(a)                                                                                                            (b)  

Figure 22. Analytical received power in a RIS enabled channel. The results are compared to the required receiver sensitivity 
at different channel bandwidths. (a) Nokia Airscale transmitting at 24 dBm, (b) Nokia Airscale transmitting at 28 dBm 

(maximum power). 

The plots show a good agreement between two different path-loss models discussed in [20] and [21], where all 

the diodes are on, i.e., |G|=0.84, and G is the reflection coefficient of the unit-cells. We can observe that for a 

RIS 10x10cm2, i.e.,20x20 unit-cells (approx. 5mm per unit-cell), there is a good margin between the received 

power and the minimum required sensitivity level by the 3GPP standard on a 100 MHz bandwidth channel, 

previously established in our open call document. Moreover, using the same models in [20] and [21], at full TX 

power (28 dBm) and 100 MHz bandwidth, the omnidirectional UE can be at a distance of up to 70 m from the 

RIS and still be at the limit of the UE. This might be improved in a real-world scenario where the UE typically 

presents a higher gain than an omnidirectional antenna.  

We therefore arrive on the following conclusions:  

 A RIS containing 20x20 unit-cell recovers enough power to enable the link.  

 Each unit-cell contains 2 PIN diodes, one for each polarisation, i.e., we expect to use a total of 800 

MADP-000907-14020P PIN Diodes.  

 Obtaining the actual gain of the UE used in the tests will provide more accurate estimates for the path-

loss models.  

Operating a 400 MHz bandwidth channel requires either a higher TX power, or a higher gain antenna on the UE.   

4.2.3 RIS ARCHITECTURE 
 The Project is made up of 4 parts.   

 A software interface including libraries used to configure and control the RIS;  

 A communications port on the RIS for Control;  

 A digital interface which can update the control signals at each unit cells;  

 An array of unit cells which can have their phase controlled in two axis via shift registers (SR).  

Parts 2 to 4 can be seen in Figure 23. There may be multiple RIS panels put together to increase the area of the 

RIS. If these multiple panels have individual or shared communications to the controlling software is not yet 

determined.   
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Figure 23. RIS block diagram 

In terms of the physical design of the RIS, the PCB is separated into 3 different layers, RF layer, DC bias, and the 

digital control unit. An exploded view is shown in Figure 24, where it depicts how we expect to successfully 

implement the RIS with the designed unit-cell. The DC bias is controlled by the SR, commanded by the FPGA.  

 

Figure 24. Exploded view of the unit-cell 

The Prepreg or bondply substrate and thickness are not yet defined and it may depend on the availability of 

the material with the manufacturer. 

4.2.4 RIS KPI 
The KPIs of the RIS are identified below: 

 Signal Reflection and Manipulation in terms of (a) Reflectivity of the surface, (b) Ability to redirect 

signals in desired directions, and (c) Precision of signal focusing.  

 Channel Gain Enhancement in terms of (a) Gain achieved by the RIS in terms of signal power or SNR 

(depending upon the receiver being in signaling or non-signaling mode) (b) Enhancement of signal 

strength in desired directions. 

 Coverage Area in terms of (a) Maximum range of operation for signal enhancement, and (b) Area within 

which reliable signal enhancements are provided.  

 Energy Efficiency in terms of (a) Power consumption levels, (b) Energy harvesting capabilities (if 

applicable), and (c) Adaptation of energy usage based on system requirements. 
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 Reconfiguration Speed in terms of (a) Time required for the RIS to adapt to changing signal conditions, 

and (b) Faster reconfiguration for dynamic optimization comparable with the channel coherence time.  

 Interference Mitigation in terms of (a) Ability to nullify or minimize unwanted signals, and (b) Reduction 

of multi-path effects for improved signal quality. 

 Scalability in terms of (a) Deployment in various environments and scenarios, and (b) Factors such as 

the number of elements, system complexity, and integration ease. 

 

4.3 NTN IMPLEMENTATION 

4.3.1 NETWORK COMPONENTS 
NTN Solutions deployed at 6G-SANDBOX testbeds are based on commercial solutions from providers Starlink. 

The Hardware inventory for these providers is depicted in the following Table 5, while Figure 25 illustrates the 

specifications of the data plans and speeds provided by Starlink. 

Hardware Component Starlink Enterprise 

Satellite Antenna Starlink High Performance Kit (575x511 mm) 
Electronic Phased Array 

Modem/Router WIFI Starlink router 802.11ac Dual Band 

Power Supply Dedicated Earth Terminal IP56 
Table 5: HW Inventory from Providers 

 

 

Figure 25. Starlink data plan 

4.3.2 DEPLOYMENT SCENARIOS/  USE CASES 
NTN Networks will be available for 6G-SANDBOX Experimenters. They can request TN to be connected to 

Satellite and include resources in both the main Testbed facility and the Remote facility. A TN might be composed 

of a 5G Core at the Remote facility with an UPF deployed at Main one.  

Though Experimenters can shape the configuration in the TN description, several scenarios and use cases have 

been identified in 6G-SANDBOX. Here we enumerate the main use cases: 

5G Backhaul 

In this use case, NTN Network will be used for connection gNodeB to 5G Core using Satellite as backhaul. 5G 

Core can be fully remote or it can be distributed having Control Plane and User Plane in different locations. 

Figure 26 depicts the 5G backhaul use case. 
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Figure 26. 5G backhaul use case 

Multipath Connectivity 
Málaga Testbed and Madrid Peñuelas resources can be connected using multiple connectivity options. Along 

the Satellite connection, the backup VPN can also route traffic between the two sites. MPTCP and MTIP protocols 

can be used to establish multipath connectivity between the two sites. Figure 27 represents the multi 

connectivity use case. 

The Starlink Router is connected to UMA Datacenter switch through a CISCO router CPE using dedicated ethernet 

cable, using VLAN 120. This VLAN is distributed to the 6G-SANDBOX Datacenter using Subnet 10.120.111.0 /24. 

Trial Networks using NTN connectivity should include the 6G Library NTN component that enables the 

connectivity through the satellite.  

 

Figure 27. Multi connectivity use case 

4.3.3 NTN EMULATION 
The NTN emulation is based on the integration of the OpenSAND emulator within the Athens testbed. The 

implemented architecture includes three basic components: OpenSAND_GW (Gateway), OpenSAND_SAT 

(Satellite), and OpenSAND_ST (Satellite Terminal), all deployed as Virtual Machines (VMs) within the 

OpenNebula-managed cloud Environment. 
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Figure 28. OpenSAND VMs in OpenNebula 

Two dedicated VMs have been also deployed (Client and Server respectively) that are used for running 

configuration test. These are not part of the OpenSAND emulator speaking strictly but they are key components 

for the full implementation of MPTCP traffic steering experiment. Also deployed on top of Athens testbed. 

 

 

Figure 29. Network architecture for dynamic traffic steering between Terrestrial and Non-Terrestrial paths using the 
OpenSAND emulator and MPTCP 

A complete emulated satellite communication chain is created using pre-configured XML files 

(infrastructure.xml, profile.xml) and automated deployment scripts. The deployment flow includes setting up 

SSH keys, configuring the networking stack, and installing packages ς including the opensand_config repository 

used to initialize the emulator. 

To improve automation, a REST API was developed using the FastAPI framework. This API supports: 

¶ Starting and stopping individual OpenSAND entities (GW, SAT, ST) (Figure 30) 

¶ Check for the status of OpenSAND (running or not) 

¶ Generating infrastructure.xml files for all entities 

¶ Retrieving/Updating the value of a specific element from the profile.xml, for a specific entity (Figure 31) 

¶ Switching the network path between Non-Terrestrial Network (NTN) and Terrestrial Network (TN) 

dynamically 

 

The integration of NTN emulator was demonstrated during the 6G-SANDBOX meeting in Madrid 

(https://www.youtube.com/watch?v=64b2B_f8KC0&ab_channel=6G-SANDBOXproject), showcasing a dynamic 

MPTCP failover between TN and NTN path. In this setup, the OpenSAND path introduced a ~200ms one-way 

https://www.youtube.com/watch?v=64b2B_f8KC0&ab_channel=6G-SANDBOXproject
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delay and traffic was steered dynamically using MPTCP proxies. On the user side, traffic was generated by 5G 

User Equipment (UE), which operated as the iperf client. This verified the seamless transition between terrestrial 

and satellite connectivity under live traffic conditions.  

 
Figure 30. Endpoint to start OpenSAND entities 

 
Figure 31. 9ƴŘǇƻƛƴǘ ǘƻ ǳǇŘŀǘŜ ǘƘŜ άŘŜƭŀȅψǾŀƭǳŜέ ƻƴ ǘƘŜ ǎŀǘŜƭƭƛǘŜ ǘŜǊƳƛƴŀƭ 

4.4 DETERMINISTIC NETWORKING IMPLEMENTATION 

4.4.1 NETWORK COMPONENTS 
This section presents the hardware and software components available at the University of Malaga testbed for 

deterministic networking technology enablers defined in Sections 2.4 and 2.5. To address the requirements of 

deterministic communications, we have combined the capabilities of Time-Sensitive Networking (TSN) (Section 

2.4) and network programming with P4 (Section 2.5). TSN provides a foundation for deterministic networking 

by offering time synchronization, traffic scheduling, and network redundancy features. However, TSN may not 

always provide the flexibility needed to adapt to the diverse requirements of different applications. P4 

complements TSN by enabling the dynamic customization of network device behavior to optimize for specific 

deterministic use cases. The integration of TSN and P4 creates a solution that delivers the deterministic 

guarantees required for critical applications while also providing the flexibility to tailor the network to specific 

application demands. This combination enables us to achieve an enhanced level of deterministic networking 

performance. 
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First, Time-Sensitive Networking includes wired (TSN network) and wireless (TSN and 5G networks) 

configurations.  

 Wired configuration: 

o [HW] 1 Relyum TSN bridge ς 4 ports 

o [HW] 2 Relyum TSN bridge/endpoint ς 2 ports 

o [HW] 4 INTEL I210 TSN endpoints ς 1 port 

 Wireless configuration (includes wired configuration devices): 

o [HW] 1 Telit fn980m 

o [HW] 1 Nokia Radio Access Network 

o [SW] 1 Open5GS core network 

o [SW] TSN translators provided by the experimenter. Note that UMA can provide a first 

version developed using P4. However, this version is currently not compliant with the 

standard. 

o [SW] TSN AF (Application Function) provided by the experimenter. Note that UMA can 

provide a first version. However, this version is currently not compliant with the standard. 

Second, networking programming with P4 includes the following components: 

 [SW]  Multiple virtual P4 BMv2 switches. 

 [HW]  1 High-performance Intel Tofino switch. 

 [SW]  INT-P4 telemetry modules. 

 [SW]  UPF-P4 module. 

4.4.2 NETWORK CONFIGURATION 
On the one hand, there are two main network configurations for TSN.  

First, the wired TSN configuration previously presented in Figure 32, where the TSN endpoints are connected 

through the TSN bridges. The TSN endpoints communicate their specific requirements to the CUC, which 

exchanges information with the CNC to configure the network to meet the traffic requirements of the different 

users and services. 

Second, the wireless TSN configuration (well-known as TSN over 5G), where the 5G network acts as a transparent 

TSN bridge for the TSN endpoints. First, the TSN translators, DS-TT next to the 5G User Equipment (UE) and NW-

TT next to the User Plane Function (UPF). Second, the TSN AF connected with CNC/CUC. Third, other 5G 

components such as Radio Access Network (RAN) and the Network Functions (NFs) in the 5G core. Finally, the 

TSN endpoints that send and receive traffic. 

 

Figure 32. TSN over 5G architecture, including 5G network components. 
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However, the configuration of P4 modules follows an NG-SDN approach, as illustrated in Figure 33. This approach 

divides the module into two programmable planes: the data plane and the control plane. 

 Data Plane: This physically implements algorithms that process data packets and is programmed using 

the specific P4 language. The P4 data plane is structured around Match-Action Tables (MAT). This data 

plane operates on a programmable P4 chip. 

 Control Plane: This is responsible for dynamically managing the behavior of the data plane, enabling 

the implementation of more complex algorithms. It is programmed using a general-purpose 

programming language that features an API for the P4 data plane. In our case, we employ Python. 

 

Figure 33. Configuration of P4 modules follow an NG-SDN approach. 

Delving further into the control plane, responsible for dynamically managing the data plane, it relies on the 

insertion, modification, or deletion of rules in the MAT tables previously defined in the P4 data plane. The 

specific functionality of the control plane depends on each module: 

 UPF Module 

 INT Telemetry Module  

4.4.3 DEPLOYMENT SCENARIOS/  USE CASES 

The integration of the P4 modules in the TSN over 5G architecture results in the deployment scenario depicted 

in Figure 34. In this case, a few P4 targets (specific P4 device for which a P4 program is compiled) are used to 

implement different P4 modules. For example, the capabilities of TSN translators (DS-TT and NW-TT) such as 

adding/removing headers can be implemented using the P4 language, since the control plane can be used to 

manage the data plane dynamically as explained above. Also, the functionalities of the TSN AF could be 

completed using P4. Moreover, P4 targets in the end-to-end connection (e.g. backhaul) can be used for QoS and 

telemetry purposes (using the P4 telemetry module integrated in the 5GC).  
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Figure 34. P4 modules integration in the TSN over 5G architecture 

4.5 XR IMPLEMENTATION 

4.5.1 HW AND SW COMPONENTS (DEVICES AND SENSORS) 
Two types of XR devices are involved in the development of the 6G-SANDBOX Library: 1) an immersive 

communication system; and 2) haptic devices. 

4.5.2 IMMERSIVE COMMUNICATION SYSTEM 

 

Figure 35. An Immersive Communication System 

Figure 35 shows an immersive communication system. As commented before, the Owl is one of the devices used 

in the use case. It is a bi-directional real-time immersive telepresence system that focuses on the real-time 

capture, delivery and rendering of real spaces, including the people that are present in them. It incorporates a 

360-degree camera that captures and transmits, in real-time, audio and 360 video to those who are connected 

to the session using commercial VR devices. In turn, the VR devices transmit the user's hands and head 

movements which are displayed in remote locations. Its simplified architecture is shown in the figure above. The 

camera is plugged into a Single Board Computer with a touch screen in charge of the capturing and streaming 

logic, a 6G/5G modem, a commercial hands-free speaker/microphone and a power bank as the power supply 

for all the devices. All the components are placed together in a 3D-printed custom housing, which can be either 

mounted on a tripod or placed on a flat surface. 

Captured video from the 360 camera is compressed and streamed in H.264 format with a customizable bitrate 

and a video resolution of up to 4K. A backend is required to be deployed close to the 6G/5G network and using 

the XR extension module. It is in charge of orchestrating the video streams requested by multiple users using 

RTP transmission. It includes a session control handling the required signaling, coded in Python, and a scalable 

video processing module coded in C. The backend allows scaling the service to many users as well as enhancing 

the real-time video streams with additional Augmented Reality (AR) and Artificial Intelligence (AI) capabilities by 

adding processing power in dedicated GPU hardware. 
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4.5.3 HAPTIC VEST DEVICES 

h²hΩǎ !tL ƛǎ ƴŜŜŘŜŘ ƛƴ ƻǊŘŜǊ ǎŜŀƳƭŜǎǎƭȅ ƛƴǘŜǊŎƻƴƴŜŎǘ ŀƴȅ ±wκ·w ŜȄǇŜǊƛŜƴŎŜ ǿƛǘƘ ǘƘŜ ƘŀǇǘƛŎ ǎŜƴǎŀǘƛƻƴǎΦ ¢Ƙƛǎ 

API has two main blocks: 

¶ Communication: Allows the integration of the library in other non-native software. 

¶ Sensations: contains all the functionalities that can be implemented in the Haptic system. 

This allows any other company or group to develop their own sensations and integrate them in their apps, 

devices or implementations. 

The steps to follow in order to create a haptic project are: 

1. Setting up the plug-ins 

2. Configuring the software project 

3. Connecting 

4. Creating the sensations 

5. Sending the sensations. 

Further detailed documentation can be found in our gitbook [22]. 

.ŜǎƛŘŜǎΣ h²hΩǎ ƘŀǇǘƛŎ ǾŜǎǘ ƛǎ ŎƻƴǘǊƻƭƭŜŘ ǿƛǘƘ ǘƘŜ ƛƴǘŜǊŎƻƴƴŜŎǘƛƻƴ ƻŦ ŀ ǿƛǊŜƭŜǎǎ ŘŜǾƛŎŜ ŀƴŘ ŀƴ ŀǇǇ ǘƘŀǘ ŎƻƴǘǊƻƭǎ 

the sensations. The communication protocol requires both 5G and Bluetooth communication. Therefore, OWO 

provides a real use-case network where quality and latency are critical for performance. 

Network Configuration  

 

Figure 36. Nokia XRext solution including the NR radio and the CAPIF extender 

Figure 36 depicts an XR extension network configuration. The XR extension is an abstraction layer that acts as a 

bridge, enabling the translation of high-level network configuration and management commands to run XR 

applications into actions that the 5G network can execute. 

The XR extension will play a crucial role in enhancing the management and delivery of XR content by optimizing 

delivery. It also abstracts to the application developers the details of the network configuration. Its functional 

view is depicted in the figure above. This extension will be provided as a Python module that runs in a server, 

initially outside the 6G/5G network but with access to the NaC library of it via REST API. 

As part of the XR Extension, the following concepts are defined: 

 XRQoS: quality of service required for a data flow within an XR service. It may be defined in terms of 

bitrate, latency, data loss rate, etc. 

 XRStream: data stream between two peers (endpoint and server, usually) with specific QoS 

requirements. 



 

     

87 
 

 
Grant Agreement 101096328 τ 6G-SANDBOX τ HORIZON-JU-SNS-2022 

Deliverable D3.3 

 

Cada vz que me m 

 

 

 

  

 

 

 

              

 

 XRSession: set of Streams used by an XR service for a particular user or group of users over a time 

period. 

The software module that will be installed in the server (the XR extension) will map the XRStreams (and hence 

the XRSessions) into the proper network parameters (e.g. slices). The functionality of this module can be divided 

into: 

 wŜǎƻǳǊŎŜ tǊƻǾƛǎƛƻƴƛƴƎΥ ŀƭƭƻŎŀǘŜ ƴŜǘǿƻǊƪ ǊŜǎƻǳǊŎŜǎΣ ǳǎǳŀƭƭȅ ŘƛǎǘǊƛōǳǘŜŘ ƛƴ άǇƛǇŜǎέ ǿƛǘƘ ŘƛŦŦŜǊŜƴǘ vƻ{ 

capabilities. 

 Stream/Session Management: create/delete/modify XRStreams and XRSessions 

 Runtime Notifications: about upcoming usage of resources, changes in the network or statistics. 

 KPI/KVI storage/retrieval. 

Developers willing to make use of this module only need to import the right python module that will be able to 

manage the resources without any knowledge of the 6G/5G network configuration. 

4.5.4 WORKFLOW 

The typical workflow of an XR application using the XR extension library would be like this: 

1. Initialize the library. This will make all the initial handshaking with the network for authentication, 

initialization of resources, etc.  

2. Create as many XRStreams objects as needed for the flows used by the application. This may include 

video and audio generated by cameras, metadata, pose and position information, control commands, 

etc. Each stream will be defined with a source and destination (though an ID, or an IP address) that will 

be used by the network to select the appropriate data paths. Each stream is also assigned a relative 

priority, identifying its importance with respect to other streams that are launched within the same 

session. 

3. Create a session (XRSession) with a set of streams. This will inform the network about the streams that 

will need to be online (and their requirements) when the session starts. It is here where the network 

will allocate streams to network paths. It is also possible to give priority to the session, which may be 

used later to prioritize some sessions over others. An XR session will typically include the streams of all 

devices (and users) connected to the same communication session. 

4. Read from each XRStream object the interfaces and addresses to be used to send data. This way, the 

XR application will know how to send data to the specific paths that the network has reserved for each 

stream with the appropriate QoS. 

5. Start the session. If everything goes well the network will do some accounting and return an ok, 

reporting that the application can start sending data. In some cases, it is possible that the resources 

required by the session cannot be allocated at this moment (due to the current status of the network, 

which may have many other sessions running), and it will report so. The application should not start, 

instead it should do one of these actions: 

a. Reassign priorities to streams and get back to step 3 

b. Modify the session priority and try again. 

c. Wait and try again. 

6. Send data. During the session the network may need to inform the application about potential 

ǇǊƻōƭŜƳǎ ƛƴ ǘƘŜ ŘŜƭƛǾŜǊȅΣ ŜƛǘƘŜǊ ōŜŎŀǳǎŜ ƻŦ ŎƘŀƴƎŜǎ ƛƴ ǘƘŜ ŎƻƴŘƛǘƛƻƴǎ όƭƛƴƪǎΩ ǉǳŀƭƛǘȅ ƎŜǘǘƛƴƎ ƭƻǿŜǊΣ ǳǎŜǊǎ 

moving to worse physical places, etc.) or because of other users with higher priority getting into scene. 

The application should use this information to change its own behavior and adapt to the new 

circumstances. 

7. Optionally, create new XRStreams and add them to the session. This may be required, e.g., if new users 

want to join a communication session. Similarly, if users abandon the application the network should 

be informed by removing the corresponding XRStreams from the session. 
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8. When the application has fully finished the session is stopped. If it is not planned to start again it should 

be deleted. 

Note that this workflow assumes that the network configuration has been done beforehand. This means that 

ǘƘŜ ŀǾŀƛƭŀōƭŜ άǇƛǇŜǎέ ŀƴŘ ǘƘŜƛǊ ŀǎǎƻŎƛŀǘŜŘ ƴŜǘǿƻǊƪ ǊŜǎƻǳǊŎŜǎ ŀǊŜ ǎǘŀǘƛŎ ŀƴŘ Řƻ ƴƻǘ ŎƘŀƴƎŜ ŘǳǊƛƴƎ ǘƘŜ ŜȄŜŎǳǘƛƻƴ 

of XR sessions. At a later stage we will add the possibility of dynamically changing the network configuration to 

allocate more resources or redistribute the existing ones. The XR Extension uses the Network as Code paradigm, 

using a real implementation on the testbed. 

4.5.5 DEPLOYMENT SCENARIOS/  USE CASES 
The XR application that will be used to do the integration and testing of the XR Extension module will be the 

Nokia Telepresence application, that provides a full end-to-end communication system with immersive 

technology. Some sample real-life applications: 

 Remote expert: in scenarios where the help of these use cases in the problem to be solved having that 

person present there virtually enables a much more efficient assistance. This can be applied to many 

environments: manufacturing, healthcare, retail, education, etc. 

 Meetings: when the local space where the meeting takes place is important, remote participants would 

like to feel as being there, not only as a small window in a screen or a hands-free device in a corner. 

Immersive telepresence provides a much better experience. This is applicable to personal meetings, 

commercial events, trade shows, tourism, real estate, etc. 

 Surveillance: security applications requiring physical exploration of a space where there are other 

persons can benefit from this technology, avoiding the need of security personnel to be physically 

there. 

 Interaction: if we have a digital twin of the space where action is happening the users of an immersive 

telepresence application can not only feel present and talk with others, but also actuate on real devices 

in the place. 

4.5.6 RESULTS AND FINDINGS (IMPACT OF XR) 
With the information obtained in all these scenarios, we explored the network requirements of the different use 

cases, focusing mainly on the telepresence device link (aka Snowl). We took the experience gathered from the 

different scenarios to put them in plausible deployment locations, and we configured simulation scenarios with 

the resulting parameters. The uplink bitrate was setup to 6 Mbps for the use cases where high detail is not 

needed, and 12 Mbps for the cases where high detail is needed. The location of the Snowl (distance to the base 

of the antenna) has been determined based on the characteristics of each of the scenarios. For each use case, 

we simulated 0 to 50 UEs processing competing traffic (1 Mbps of uplink, 5 Mbps of downlink each), randomly 

distributed within the cell. For each location and each number of additional users, two simulations were run: in 

one of them, all UEs share the same priority; in the other, the Snowl traffic is handled by a high-priority traffic 

type (5QI=6). Sharing the channel with other users impairs the available throughput relatively quickly. This is 

relevant because the Snowl consumes a significant fraction of the cell uplink capacity, since most mobile network 

cells are strongly biased towards downlink. If the network cannot progress, on average, the amount of traffic 

requested by the Snowl, it will impair the QoE in the form either of packet losses or just of lower visual quality. 

When a significant number of users are added to the cell (note that this use case has very limited bandwidth), 

the gNB struggles to serve them (especially the ones at high distance). This critically impairs the overall 

throughput achieved in the cell. Since the Snowl uplink traffic is significanty higher than the average, it can be 

easily starved by the others if not correctly prioritized, even when it is close to the gNB and giving it the right 

priority would have very limited impact on the rest of the UEs. This illustrates the differential value of correct 

resource handling in the cell. 
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Current 5G networks are expected to be the vehicle for next generation personal communications, based on XR 

technology. With this in mind, we implemented the concept through a fully functional Virtual Teleportation 

application, and we tried it in the field with several real use cases. The outcome of those tests together with the 

subsequent simulations that we did demonstrate that to get the required performance from the network a 

prioritization mechanism is mandatory. Moreover, if it is done properly, it does not harm the rest of the 

applications running on the same network. This result emphasizes the needed of the proposed architecture for 

next generation mobile networks (6G), that provides XR application developers with an easy interface to 

leverage these new capabilities without requiring a deep knowledge of the network internals (Network as Code 

paradigm). 
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5 CONCLUSIONS 
This document presents the final status of 6G Library components developed in WP3, providing the essential 

technology enablers that have been used to create Trial Networks for experimentation. These enablers include 

Open RAN, RIS, NTN (including both real Satellite and OpenSAND satellite emulator), deterministic networking 

utilizing P4 and TSN, and XR. We describe the fundamental concepts behind these technology enablers and 

clarify their respective roles within the 6G Library. Additionally, the document meticulously details the 

implementation followed, for those technologies, offering perspectives on network components, configurations, 

deployment scenarios, and practical use cases. Moreover, we include the 6G library component details for each 

technology that has been used to deploy these components in Trial Networks using TNLCM tool developed in 

WP4. 
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ANNEX 

FURTHER DISCUSSION ON THE O-RAN 6G-LIBRARY COMPONENTS 

This section presents the O-RAN 6G Library Components in detail. It includes three elements: iswireless_radio, 

cu_k8s and ric_K8s.  
  

ISWIRELESS_RADIO INFORMATION 

Component Name: iswireless_radio 

Component metadata: 

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will 

be only included in the 6G-Library Repository (https://github.com/6G-SANDBOX/6G-Library/).  

Dependencies 
open5gs_k8s (or open5gs_vm or open5gcore_vm or upf_p4_sw), cu_k8s 
(optional) 

Short Desc Deployment of O-RAN as Docker. 

Long Desc 
Open RAN (O-RAN) is a next-generation approach to the Radio Access Network 
that breaks away from the traditional, vendor-locked, monolithic RAN systems. 
It introduces open interfaces, standardized by the O-RAN Alliance, and 
separates RAN functions into modular components such as the Central Unit 
(CU), Distributed Unit (DU), and Radio Unit (RU). This disaggregation allows 
operators to mix and match hardware and software from different vendors, 
driving innovation, lowering costs, and reducing dependency on a single 
supplier. IS-Wireless O-RAN (iswireless_radio) features O-DU and O-CU 
functionality. 

iswireless_radio is a static, predeployed component that aims at integrating 
with 5G cores (e.g. open5gs_k8s) deployed inside Trial Networks. The inbuilt 
variable any_iswireless_radio_ru_du, if enabled (true) allows it to connect with 
external O-CU (e.g. cu_k8s). The connectivity with the components inside the 
Trial Network is done by enabling the necessary routing path through the use 
ƻŦ ǘƘŜ ŜƭŜƳŜƴǘ ŎŀƭƭŜŘ ΨwƻǳǘŜ aŀƴŀƎŜǊΩ όŀƭǊŜŀŘȅ ŘŜǇƭƻȅŜŘ ƛƴ ǘƘŜ ǎƛǘŜύΦ 

 

Simple description of IS-Wireless OpenRAN solution: https://www.is-
wireless.com/networks/software/  

Hypervisors - 

Sites [uma] 

Public Object Input Parameters:  

Public variables are those whose value can be modified from the TNLCM portal. 

wŜǉǳƛǊŜŘ ƛƴǇǳǘ ǇŀǊŀƳŜǘŜǊǎ ŀŘŘ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ ŎŀƴΩǘ ōŜ ǎŜǘ ǿƛǘƘ ŘŜŦŀǳƭǘǎΣ ƭƛƪŜ ŘŜǇŜƴŘŜƴŎƛŜǎ ǿƛǘƘ ƻǘƘŜǊ 

deployed components. 

https://github.com/6G-SANDBOX/6G-Library/
https://www.is-wireless.com/networks/software/
https://www.is-wireless.com/networks/software/
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Parameter Name Short Description Type Default 
Value 

Choices Required 
When 

any_iswireless_radio
_ru_du 

  

Set the IS-WIRELESS 
gNB into RU-DU 
mode, requiring a 
separate virtualized 
CU component. 

bool false true, flase false 

any_iswireless_radio
_linked_5gcore 

  

Name of a 
previously deployed 
5G Core component 
inside the same Trial 
Network. The gNB 
will try to connect to 
its AMF. Ignored in 
RU-DU mode, 
required otherwise. 

custom 

  

  
open5gs_vm or 
open5gs_k8s or 
open5gcore_vm 
or upf_p4_sw 

  

true 

any_iswireless_radio
_linked_cu 

  

Name of a 
previously deployed 
cu_k8s component 
inside the same Trial 
Network. Required 
in RU-DU mode, 
ignore otherwise. 

  

custom   cu_k8s 
any_iswirele
ss_radio_ru
_du == true 

  

any_iswireless_radio
_start_time 

  

Time and date from 
which the route is 
enabled, with RFC 
3339 section 5.6 
format. E.g. '2024-
11-
08T09:12:00+00:00'
. 
      If unspecified, 
value takes current 
time and date. 

str Current 
time and 
date: 
  
YYYY-
MM-
DDTHH:
MM:SSZ 
  

  false 

any_iswireless_radio
_duration 

  

Time in seconds for 
the ISWIRELESS 
reservation. 3 hours 
by default 

int 10800   false 

 Private Object Defaults: 

Private variables are those that are necessary for the deployment of the component but whose value cannot be 

modified from the TNLCM portal. 

They can be used to define static configurations. Values used during the deployment of each component. 
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Parameter 
Name 

Short Description Type Value 

any_iswireless_
radio_ru_du 

  

Set the IS-WIRELESS gNB into RU-DU 
mode, requiring a separate virtualized CU 
component. 
  

bool false 

any_iswireless_
radio_duration 

  

Time in seconds for the ISWIRELESS 
reservation. 3 hours by default 
  

int 10800 

 

Object Output Values: 

Component values to be made available to the TNLCM in future object deployments into the same Trial 

Network. Other components can use them. 

 Output values can be input values, private values of values generated during execution 

Output Parameter 
Name  

Short Description Example Value 

linked_5gcore 
Name of a previously 
deployed 5G Core 
component inside the 
same Trial Network. 
The gNB will try to 
connect to its AMF. 
Ignored in RU-DU 
mode, required 
otherwise. 

  

open5gs_k8s 

Object Deployment Results: 

It is necessary to create a jinja template from the markdown file that we will use as an output report when 

deploying the component. It must contain all the relevant information about the component itself so that the 

experimenter can use it. 

IS-Wireless O-RAN 

  
 IS-Wireless O-RAN component has been successfully added to the Trial Network 
{{ tn_id }} 
  
 Important information: 
  
 This component will be available: 
  
 from: {{ date_from }} 
 to: {{ date_to }} 
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CU_K8S INFORMATION 

Component Name: cu_k8s 

Component metadata: 

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will 

be only included in the 6G-Library Repository (https://github.com/6G-SANDBOX/6G-Library/). 

 Dependencies  iswireless_radio, open5gs_k8s (or open5gs_vm or 

open5gcore_vm or upf_p4_sw) 

 Short Desc  Deployment of the O-CU on K8s. 

 Long Desc 
O-CU (O-RAN Central Unit) is a key logical node in the 

disaggregated Open RAN architecture, responsible for 

handling the higher layers of the radio protocol stackτ

specifically, the Packet Data Convergence Protocol (PDCP) and 

Service Data Adaptation Protocol (SDAP). It manages 

functions such as user-plane traffic forwarding, security 

(ciphering and integrity protection), and mobility control. The 

O-CU connects upstream to the 5G Core and downstream to 

the O-DU via the standardized F1 interface. Optionally, O-CU 

can also connect to the Near-RT RIC via E2 interface. Because 

it is software-based and can be virtualized, the O-CU can be 

deployed flexibly in Trial Networks.  

The O-CU component (cu_k8s) connects to Core network (e.g. 

open5gs_k8s), RIC (ric_k8s) and O-DU (iswireless_radio) 

components. Its configuration depends on iswireless_radio 

component configuration. 

 Hypervisors  [oneKE] 

 Sites  [uma] - tested 

  

Public Object Input Parameters:  

Public variables are those whose value can be modified from the TNLCM portal. 

wŜǉǳƛǊŜŘ ƛƴǇǳǘ ǇŀǊŀƳŜǘŜǊǎ ŀŘŘ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ ŎŀƴΩǘ ōŜ ǎŜǘ ǿƛǘƘ ŘŜŦŀǳƭǘǎΣ ƭƛƪŜ ŘŜǇŜƴŘŜƴŎƛŜǎ ǿƛǘƘ ƻǘƘŜǊ 

deployed components. 

  Parameter Name  Short 

Description 

 Type  Default 

Value 

 Choices  Required_When 

https://github.com/6G-SANDBOX/6G-Library/
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one_cu_k8s_targe

t 

  

Name of a 

previously 

deployed 

`oneKE` 

component, 

where the 

the CU Helm 

Chart will be 

applied. E.g. 

`oneKE-

my_cluster`. 

 oneKE      true 

one_cu_open5gs_
target 

  

Name of a 
previously 
deployed 
`open5gs` 
component, 
which will be 
connected to 
the CU. E.g. 
`open5gs_k8
s-my-core`. 

 str      true 

one_cu_k8s_ip 

  

The IP 
address of a 
cu_k8s 

 str "10.21.1
2.203" 

   false  

dockerhub_token Token 
required to 
authenticate 
to dockerhub 

str     false 

one_cu_open5gs_
amf_ip 

  

IP or service 
name of the 
core amf 

str     false 

one_cu_open5gs_
upf_ip 

  

IP or service 
name of the 
core upf 

str     false 

one_cu_ric_ip 

  

IP or service 
name of the 
ric 

str     false 

Private Object Defaults: 

Private variables are those that are necessary for the deployment of the component but whose value cannot 

be modified from the TNLCM portal. 
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They can be used to define static configurations. Values used during the deployment of each component. 

  Parameter Name  Short Description  Type  Value 

one_cu_k8s_target Name of a previously 

deployed `oneKE` 

component, where the the 

CU Helm Chart will be 

applied. E.g. `oneKE-

my_cluster`. 

 oneKE  "oneKE-cluster" 

one_cu_open5gs_target 

  

Name of a previously 
deployed `open5gs` 
component, which will be 
connected to the CU. E.g. 
`open5gs_k8s-my-core`. 

 str  "open5gs_k8s-core" 

one_cu_k8s_ip 

  

The IP address of a cu_k8s  str  "10.21.12.203" 

dockerhub_token Token required to 
authenticate to dockerhub 

str  "XXX" 

one_cu_open5gs_amf_ip 

  

IP or service name of the 
core amf 

str "open5gsk8s-core-amf-
ngap.open5gsk8s-
core.svc.cluster.local" 

one_cu_open5gs_upf_ip 

  

IP or service name of the 
core upf 

str  "open5gsk8s-core-upf-

gtpu.open5gsk8s-

core.svc.cluster.local" 

one_cu_ric_ip 

  

IP or service name of the ric str "e2-service.rick8s-

demo.svc.cluster.local" 

Object Output Values: 

Component values to be made available to the TNLCM in future object deployments into the same Trial 

Network. Other components can use them. Output values can be input values, private values of values 

generated during execution. 

  Output Parameter 

Name  

 Short Description  Example Value 

oneKE Name of a previously 

deployed `oneKE` 

 άŎƭǳǎǘŜǊϦ 
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component, where the 

the CU Helm Chart will 

be applied. E.g. `oneKE-

my_cluster ̀

cu_ip The IP address of a 

cu_k8s "10.21.12.203" 

Object Deployment Results: 

It is necessary to create a jinja template from the markdown file that we will use as an output report when 

deploying the component. It must contain all the relevant information about the component itself so that the 

experimenter can use it 

  

IS-Wireless O-CU 
  
 IS-Wireless O-CU component has been successfully added to the Trial Network 
{{ tn_id }} 
  
 Important information: 
  
  

  

RIC_K8S INFORMATION 

Component Name: ric_k8s 

Component metadata: 

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will 

be only included in the 6G-Library Repository (https://github.com/6G-SANDBOX/6G-Library/). 

 Dependencies  cu_k8s, iswireless_radio 

 Short Desc  Deployment of the Near-RT RIC on K8s. 

 Long Desc 
Near-Real-Time RIC (RAN Intelligent Controller) is a central 
element in the O-RAN architecture designed to optimize RAN 
performance through intelligent control and automation. It 
connects to O-CU and O-DU components, interfacing over 
standardized E2 interfaces. The Near-RT RIC hosts a Workload 
Placement xApp which is responsible for intelligently placing 
new instances of user plane network functions depending on 
the user traffic. It is done by monitoring appropriate RAN KPIs 
(such as number of connected UEs) and using this knowledge, 
enhanced with AI predictive approach, it instantiates a new 
CU-UP component to support incoming user connections. 

https://github.com/6G-SANDBOX/6G-Library/
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The Near-RT RIC component (ric_k8s) requires connection to 
the O-CU (cu_k8s) component. 

  

 Hypervisors  [oneKE] 

 Sites  [uma] - tested 

  

Public Object Input Parameters:  

Public variables are those whose value can be modified from the TNLCM portal. 

wŜǉǳƛǊŜŘ ƛƴǇǳǘ ǇŀǊŀƳŜǘŜǊǎ ŀŘŘ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ ŎŀƴΩǘ ōŜ ǎŜǘ ǿƛǘƘ ŘŜŦŀǳƭǘǎΣ ƭƛƪŜ ŘŜǇŜƴŘŜƴŎƛŜǎ ǿƛǘƘ ƻǘƘŜǊ 

deployed components. 

  Parameter Name  Short 

Description 

 Type Default Value Choices Required_

When 

one_ric_k8s_targe
t 

  

Name of a 

previously 

deployed 

`oneKE` 

component, 

where the 

the RIC Helm 

Chart will be 

applied. E.g. 

`oneKE-

my_cluster ̀

oneKE      true 

one_ric_k8s_ip 

  

The IP 
address of a 
ric_k8s 

 str "10.21.12.20
2" 

   false  

dockerhub_token Token 
required to 
authenticate 
to dockerhub 

str     false 

Private Object Defaults: 

Private variables are those that are necessary for the deployment of the component but whose value cannot 

be modified from the TNLCM portal. 

They can be used to define static configurations. Values used during the deployment of each component. 
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  Parameter Name  Short Description  Type  Value 

one_ric_k8s_target Name of a previously 

deployed `oneKE` 

component, where the the 

RIC Helm Chart will be 

applied. E.g. `oneKE-

my_cluster ̀

oneKE  "oneKE-
cluster" 

one_ric_k8s_ip 

  

The IP address of a ric_k8s  str  
"10.21.12.202
" 
  

dockerhub_token Token required to 
authenticate to dockerhub 

str "XXX" 

Object Output Values: 

Component values to be made available to the TNLCM in future object deployments into the same Trial 

Network. Other components can use them. 

 Output values can be input values, private values of values generated during execution 

  Output Parameter 

Name  

 Short Description  Example Value 

oneKE Name of a previously deployed 

`oneKE` component, where 

the the CU Helm Chart will be 

applied. E.g. `oneKE-

my_cluster ̀

 άŎƭǳǎǘŜǊϦ 

ric_ip The IP address of a ric_k8s 
"10.21.12.202" 

Object Deployment Results: 

It is necessary to create a jinja template from the markdown file that we will use as an output report when 

deploying the component. It must contain all the relevant information about the component itself so that the 

experimenter can use it 

 IS-Wireless Near-RT RIC 
  
 IS-Wireless Near-RT RIC component has been successfully added to the Trial 
Network {{ tn_id }} 
  
 Important information: 
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FURTHER DISCUSSION ON THE OPENSAND 6G LIBRARY COMPONENTS 

This section presents the OpenSAND 6G Library Components in detail.  It includes three different elements, 

one for each different entity (Gateway, Satellite, Satellite Terminal). 

OPENSAND_GW INFORMATION 

Component Name: opensand_gw 

Component metadata: 

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will 

be only included in the 6G-Library Repository (https://github.com/6G-SANDBOX/6G-Library/). 

Dependencies tn_vxlan, vnet-satellite_vnet, vnet-gw_server, 

OpenSAND_SAT 

Short Desc OpenSAND (NTN Emulator) Gateway entity 

Long Desc This component emulates the Gateway entity of a DVB-

RCS2/DVB-S2-based satellite network using the OpenSAND 

platform. It is deployed as a virtual machine that 

interconnects with other emulated entities (Satellite and 

optionally Terminal), following a predefined topology 

described in the Trial Network descriptor. The Gateway is 

connected to multiple virtual networks, including the core 

domain (vnet-gw_server) and the emulated satellite link 

(vnet-satellite_vnet). Documentation is available at 

https:// github.com/CNES/opensand  

Hypervisors [one] 

Sites [UMA, Athens, Fokus, Oulu] 

  

Public Object Input Parameters: 

The VM will be instantiated with a predefined list of virtual networks as specified in the Trial Network descriptor. 

The first network must always be tn_vxlan, which provides the underlying management and control access. 

Additional VNets define the data paths toward satellite and core components. These parameters are not 

modifiable at instantiation time, but SSH access is granted post-deployment for further customization. 

Parameter Name Short 

Description 

Type Default 

Value 

Choices Required When 

one_opensand_g

w_networks 

  

Ordered list 

of Virtual 

Networks to 

connect the 

VM (first 

must be 

tn_vxlan) 

List[str

ing] 

  

ώάǘƴψǾȄƭ

ŀƴέϐ 

  

Site-

defined 

VNets 

  

false 

  

https://github.com/6G-SANDBOX/6G-Library/
https://github.com/CNES/opensand
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Private Object Defaults: 

For this first version of the emulated Gateway entity an initial configuration (xml files) will be provided. 

Parameter Name Short Description Type Value 

one_opensand_gw_cpu Number of CPUs for the VM integer 2 

one_opensand_gw_disk Disk size in MB integer 10240 

one_opensand_gw_memo

ry 

RAM size in MB integer 2048 

one_opensand_gw_netwo

rks 

Default networks assigned 

to VM 

list ώάǘƴψǾȄƭŀƴέϐ 

  

  

Object Output Values: 

Component values to be made available to the TNLCM in future object deployments into the same Trial 

Network. Other components can use them. 

 Output values can be input values, private values of values generated during execution 

Output Parameter 

Name  

Short Description Example Value 

opensand_gw-id VM ID in OpenNebula (auto-

generated by Terraform)    

500 

opesand_gw-ips Dictionary of VM addresses: 

{<VNet ID>: <IP address>} 

{220: "10.10.200.50"} 

Object Deployment Results: 

When the component is deployed, the following report will be generated: 

## OpenSAND Gateway entity 

# Deployment 

The OpenSAND Gateway entity has been successfully deployed on the VM {{ vm_id }}. 

This deployment is part of the Trial Network {{ tn_id }}. 

# Access to Virtual Machine 

The VM is accessible via SSH at IP `{{ ips[access_vnet_id] }}`. Use `jenkins` or `tnuser` 

for authentication. 
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OPENSAND_SAT INFORMATION  

Component Name: opensand_sat 

Component metadata: 

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will 

be only included in the 6G-Library Repository (https://github.com/6G-SANDBOX/6G-Library/). 

Dependencies tn_vxlan, vnet-satellite_vnet 

Short Desc OpenSAND (NTN Emulator) Satellite entity 

Long Desc This component emulates the Satellite entity of a DVB-RCS2 / 

DVB-S2 system using the OpenSAND platform. It 

interconnects the Gateway and Terminal entities, acting as a 

relay node. The Satellite entity is deployed as a virtual 

machine and connects to both the shared VXLAN control 

network (tn_vxlan) and the satellite link VNet (vnet-

satellite_vnet). It is intended to be used in conjunction with 

the OpenSAND Gateway and Terminal components. 

Documentation is available at 

https://github.com/CNES/opensand  

Hypervisors [one] 

Sites [UMA, Athens, Fokus, Oulu] 

  

Public Object Input Parameters: 

At instantiation time, the Satellite entity is deployed with a predefined configuration, including network 

interfaces and initial setup files. The experimenter is not allowed to modify configuration parameters during 

deployment. However, once the virtual machine is deployed, full SSH access is granted and the experimenter is 

able to modify, replace, or extend the configuration as needed. 

Parameter Name Short 

Description 

Type Default 

Value 

Choices Required When 

one_opensand_sa

t_networks 

Ordered list 

of Virtual 

Networks to 

connect the 

VM (first 

must be 

tn_vxlan) 

list[stri

ng] 

["tn_vxl

an"] 

Site-

defined 

VNets 

false 

  

Private Object Defaults: 

For this first version of the emulated Satellite entity an initial configuration (xml files) will be provided. 

https://github.com/6G-SANDBOX/6G-Library/
https://github.com/CNES/opensand
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Parameter Name Short Description Type Value 

one_opensand_sat_cpu Number of CPUs for the 

VM 

integer 2 

one_opensand_sat_disk Disk size in MB integer 10240 

one_opensand_sat_memo

ry 

RAM size in MB integer 2048 

one_opensand_sat_netwo

rks 

Default networks assigned 

to VM 

list ["tn_vxlan"] 

  

Object Output Values: 

Component values to be made available to the TNLCM in future object deployments into the same Trial 

Network. Other components can use them. 

 Output values can be input values, private values of values generated during execution 

Output Parameter 

Name  

Short Description Example Value 

opensand_sat-ips Dictionary of VM 

addresses: key=VNet 

ID, value=IP address 

{220: "10.10.200.51"} 

opensand_sat-id VM ID in OpenNebula 

(Terraform resource 

output) 

501 

Object Deployment Results: 

When the component is deployed, the following report will be generated: 

## OpenSAND Satellite entity 

# Deployment 

The OpenSAND Satellite entity has been successfully deployed on the VM {{ vm_id }}. 

This deployment is part of the Trial Network {{ tn_id }}. 

# Access to Virtual Machine 

SSH access is available at IP `{{ ips[access_vnet_id] }}` using `jenkins` or `tnuser`. 

OPENSAND_ST INFORMATION 

Component Name: opensand_st 

Component metadata: 

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will 

be only included in the 6G-Library Repository (https://github.com/6G-SANDBOX/6G-Library/). 

Dependencies tn_vxlan, vnet-satellite_vnet, vnet-st_client 

https://github.com/6G-SANDBOX/6G-Library/
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Short Desc OpenSAND (NTN Emulator) Satellite Terminal entity 

Long Desc This component emulates the Satellite Terminal (ST) entity of 

a DVB-RCS2 / DVB-S2 system using the OpenSAND platform. 

It acts as the end-user node of the emulated satellite network 

and communicates with the Gateway via the Satellite entity. 

The ST entity is deployed as a virtual machine, connecting to 

the shared VXLAN control network (tn_vxlan), the satellite 

link (vnet-satellite_vnet), and a client-side interface (vnet-

st_client). Documentation can be found at 

https://github.com/CNES/opensand  

Hypervisors [one] 

Sites [UMA, Athens, Fokus, Oulu] 

Public Object Input Parameters: 

During instantiation, the Satellite Terminal entity is deployed with a predefined configuration, including network 

interfaces and OpenSAND setup files. The experimenter cannot modify these parameters at instantiation time. 

However, after deployment, full SSH access is granted, allowing the experimenter to inspect, modify, or extend 

the configuration as required for the experiment. 

Parameter Name Short 

Description 

Type Default 

Value 

Choices Required When 

one_opensand_st

_networks 

Ordered list 

of Virtual 

Networks to 

connect the 

VM (first 

must be 

tn_vxlan) 

list[stri

ng] 

["tn_vxl

an"] 

Site-

defined 

VNets 

false 

  

Private Object Defaults: 

For this first version of the emulated Satellite Terminal entity an initial configuration (xml files) will be provided. 

Parameter Name Short Description Type Value 

one_opensand_st_cpu Number of CPUs for the 

VM 

integer 2 

one_opensand_st_disk Disk size in MB integer 10240 

one_opensand_st_memor

y 

RAM size in MB integer 2048 

one_opensand_st_networ

ks 

Default networks assigned 

to VM 

list ["tn_vxlan"] 

Object Output Values: 

https://github.com/CNES/opensand
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Component values to be made available to the TNLCM in future object deployments into the same Trial 

Network. Other components can use them. 

 Output values can be input values, private values of values generated during execution 

Output Parameter 

Name  

Short Description Example Value 

opensand_st-id VM ID in OpenNebula 

(Terraform resource 

output) 

502 

opensand_st-ips Dictionary of VM 

addresses: key=VNet 

ID, value=IP address 

{220: "10.10.200.52"} 

Object Deployment Results: 

When the component is deployed, the following report will be generated: 

## OpenSAND Satellite Terminal entity 

# Deployment 

The OpenSAND Satellite Terminal entity has been successfully deployed on the VM 

{{ vm_id }}. This deployment is part of the Trial Network {{ tn_id }}. 

# Access to Virtual Machine 

You can access the VM via SSH at IP address `{{ ip_address }}`. 

NTN NETWORK 

There are some networks by platform that are part of the physical infrastructure and are 

needed to reach services or equipment deployed on the platform premises. 

This object allows the access to these networks from a trial network, adding an additional 

network interface to the trial network bastion and configure some network rules and routes 

to warranty the security and isolation between trial networks. 

Component Name: NTN Network 

Component metadata: 

Informational values formatted and displayed in the TNLCM to the experimenter. The name 

of maintainers will be only included in the 6G-Library Repository (https://github.com/6G-

SANDBOX/6G-Library/). 

Dependencies No 

Short Desc Network to access NTN capability 

https://github.com/6G-SANDBOX/6G-Library/
https://github.com/6G-SANDBOX/6G-Library/
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Long Desc This object allows the access to NTN platform network from a 

trial network, adding an additional network interface to the 

trial network bastion and configure some network rules and 

Hypervisors [one] 

Sites [uma, fokus] 

Public Object Input Parameters:  

Public variables are those whose value can be modified from the TNLCM portal. 

wŜǉǳƛǊŜŘ ƛƴǇǳǘ ǇŀǊŀƳŜǘŜǊǎ ŀŘŘ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ ŎŀƴΩǘ ōŜ ǎŜǘ ǿƛǘƘ ŘŜŦŀǳƭǘǎΣ ƭƛƪŜ ŘŜǇŜƴŘŜƴŎƛŜǎ 

with other deployed components. 

Variable types are currently int, str, intlist and strlist. 

Parameter Name Short 

Description 

Type Default 

Value 

Choices Required When 

ntn_is_default_ro

ute 

Use NTN 

network as 

default route 

str No Yes,No   

ntn_routes List of 

subnets that 

will be 

routed 

through this 

network 

[str] άέ     

Object Output Values: 

Component values to be made available to the TNLCM in future object deployments into the 

same Trial Network. Other components can use them. 

 Output values can be input values, private values of values generated during execution 

Output Parameter 

Name  

Short Description Example Value 

ntn_ip_address NTN assigned on the 

NTN network 

10.10.10.1 

routes List of subnets that will 

be routed through this 

network 

[192.168.100.0/24, 10.11.32.0/16] 

FURTHER DISCUSSION ON THE DETERMINISTIC NETWORKING 6G-LIBRARY COMPONENTS 
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This section presents the description of the deterministic networking 6G Library Object.  It 

includes two different elements, such as UPF-P4 BMv2 SW Module, and UPF-P4 Intel Tofino 

2 HW Module.  

BMV2 SW MODULE 

This document is a preliminary analysis of the integration of the UPF-P4 BMv2 SW module 

into the 6GLibrary. It is a software component built into a virtual machine. 

The UPF-P4 BMv2 SW module in 6G-SANDBOX serves as a valuable tool in enhancing the 

transport network across all platforms, enabling the attainment of the requisite features for 

deterministic communications. These features consist of ensuring low latency, delivering 

quality of service, efficient traffic management, traffic prioritization, and reliability. 

The UPF-P4 BMv2 software module is built on a virtual machine where two Docker containers 

are launched. On one side, a container contains the data plane, which is the BMv2 switch 

along with the Stratum OS. On the other side, another container contains the Python 

controller that controls the data plane. 

Important: The UPF-P4 BMv2 SW Module is developed to be compatible with Open5GS core 

control. Therefore, this component depends on and requires Open5GS to be deployed to use 

its control part. The component works with Open5GS Release 16 (specifically it has been 

tested with v2.5.8). I have created a new section at the end of this document called 

άbŜŎŜǎǎŀǊȅ /ƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ 5ŜǇŜƴŘŜƴŎƛŜǎέ ǘƻ ƛƴŘƛŎŀǘŜ ǘƘŜ ƴŜŎŜǎǎŀǊȅ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ƛƴ ǘƘŜ 

dependencies. 

Component Name: UPF-P4 BMv2 SW 

Component metadata: 

Informational values formatted and displayed in the TNLCM to the experimenter. The name 

of maintainers will be only included in the 6G-Library Repository (https://github.com/6G-

SANDBOX/6G-Library/). 

Dependencies Open5GS 

Short Desc Deployment of the NG-SDN UPF-P4 BMv2 2 SW 

module using Open5GS as core control. 

Long Desc The UPF-P4 BMv2 SW module deploys a fully 

functional UPF Release 16 function in a virtual 

machine using docker containers. Compatible with 

Open5GS control. 

Hypervisors [ONE] 

Sites [UMA, Athens, Focus, Oulu] 

https://github.com/6G-SANDBOX/6G-Library/
https://github.com/6G-SANDBOX/6G-Library/
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Private Object Defaults: 

Private variables are those that are necessary for the deployment of the component but 

whose value cannot be modified from the TNLCM portal. 

They can be used to define static configurations. Values used during the deployment of each 

component. 

Basically, the parameters that the UPF-P4 BMv2 SW needs are the different IPs & MACs of the 

different components it has connected: 

RAN à IPv4 & MAC of RAN N3. 

Core control Plane (SMF) à IPv4 & MAC of SMF N4. 

DN à IP & MAC of DN N6. 

  

In this case, since it is a virtual machine deployed within the Trial Network and will have its 

own network and IPs, the component also needs to know the local IPs and MAC of its 

interfaces where it is listening: 

UPF-RAN à IPv4 & MAC of UPF N3. 

UPF-Core control Plane (SMF) à IPv4 & MAC of UPF N4. 

UPF-DN à IP & MAC of UPF N6. 

  

Parameter Name Short Description Type Value 

SMF_IPV4_N4 IPv4 of the N4 

interface of the SMF 

endpoint. It is the IPv4 

of the SMF that 

controls the UPF with 

the PFCP protocol. 

str <The value that is 

configured in the 

Open5GS SMF> 

SMF_MAC_N4 MAC of the N4 

interface of the SMF 

endpoint (or router in 

case you need an IP 

jump). 

str <The value that is 

configured in the 

Open5GS SMF> 

GNB_IPV4_N3 IPv4 of the N3 

interface of the RAN 

endpoint. 

str <The value that is 

configured in the 

RAN> 
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GNB_MAC_N3 MAC of the N3 

interface of the GNB 

endpoint (or router in 

case you need an IP 

jump). 

str <The value that is 

configured in the 

RAN> 

DN_IPV4_N6 IPv4 of the N6 

interface of the DN 

endpoint. 

str <The value that is 

configured in the 

DN> 

DN_MAC_N6 MAC of the N6 

interface of the DN 

endpoint (or router in 

case you need an IP 

jump). 

str <The value that is 

configured in the 

DN> 

UPF_IPV4_N4 IPv4 of the N4 

interface of the local 

UPF endpoint. 

str <The value that is 

configured in the 

interface of the 

virtual machine 

where the 

component is 

deployed> 

UPF_MAC_N4 MAC of the N4 

interface of the local 

UPF endpoint. 

str <The value that is 

configured in the 

interface of the 

virtual machine 

where the 

component is 

deployed> 

UPF_IPV4_N3 IPv4 of the N3 

interface of the local 

UPF endpoint. 

str <The value that is 

configured in the 

interface of the 

virtual machine 

where the 

component is 

deployed> 



 

     

110 
 

 
Grant Agreement 101096328 τ 6G-SANDBOX τ HORIZON-JU-SNS-2022 

Deliverable D3.3 

 

Cada vz que me m 

 

 

 

  

 

 

 

              

 

UPF_MAC_N3 MAC of the N3 

interface of the local 

UPF endpoint. 

str <The value that is 

configured in the 

interface of the 

virtual machine 

where the 

component is 

deployed> 

UPF_IPV4_N6 IPv4 of the N6 

interface of the local 

UPF endpoint. 

str <The value that is 

configured in the 

interface of the 

virtual machine 

where the 

component is 

deployed> 

UPF_MAC_N6 MAC of the N6 

interface of the local 

UPF endpoint. 

str <The value that is 

configured in the 

interface of the 

virtual machine 

where the 

component is 

deployed> 

  

Object Output Values: 

Component values to be made available to the TNLCM in future object deployments into the 

same Trial Network. Other components can use them. 

 Output values can be input values, private values of values generated during execution. 

The output values of the UPF-P4 BMv2 SW component will be the IPs and MAC of the 

different interfaces that the UPF has. 

Output Parameter 

Name  

Short Description Example Value 

vm_id   452 

UPF_IPV4_N4 IPv4 of the N4 

interface of the 

UPF endpoint. 

άмлΦлΦпΦмέ 
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UPF_MAC_N4 MAC of the N4 

interface of the 

UPF endpoint 

άллΥфлΥŦōΥтфΥуфΥрŘέ 

UPF_IPV4_N3 IPv4 of the N3 

interface of the 

UPF endpoint. 

"10.0.3.1" 

UPF_MAC_N3 MAC of the N3 

interface of the 

UPF endpoint 

"b4:6a:d4:62:15:8a" 

UPF_IPV4_N6 IPv4 of the N6 

interface of the 

UPF endpoint. 

"10.0.6.1" 

UPF_MAC_N6 MAC of the N6 

interface of the 

UPF endpoint 

"b4:6a:d4:62:15:8b" 

Object Deployment Results: 

When the component is deployed, the following report will be 

generated: 

## UPF-P4 BMv2 SW 

# Deployment 

The UPF-P4 BMv2 SW module has been successfully deployed on the 

VM {{ vm_id }}. This deployment is part of the Trial Network {{ tn_id }}. 

Below is a summary of the docker components that have been 

deployed within the virtual machine: 

* Docker container DP-UPF: Executes the P4 UPF data plane. 

* Docker container CP-UPF: Run the data plane python controller. 

# Access to Virtual Machine 

You will be able to access the VM through IP {{ }} with SSH connection. 

# Connections 

The UPF-P4 BMv2 SW has been successfully connected to: 
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* RAN IP: {{ GNB_IPV4_N3 }} 

* Control core 5G: {{ SMF_IPV4_N4 }} 

* DN external: {{ DN_IPV4_N6 }} 

# Logs 

We can render this markdown file to PDF to send it to the experimenter or to HTML to 

integrate it directly into the TNLCM portal. 

  

Necessary Configuration of Dependencies  

In this section, the required configurations in the components upon which the UPF-P4 BMv2 

module relies for its proper functionality will be described. 

Dependency: Open5GS (Mandatory) 

Open5GS v2.5.8: We have tested the UPF with open5GS version 2.5.8. With Open5GS versions of 

Release 17 (open5gs > 2.6.0) our UPF does not work. 

The UPF component/service of Open5GS must be disabled. 

In the SMF configuration file: 

Configure the IPv4 and MAC of the UPF-P4 BMv2 component (PFCP ς N4). 

Configure the same UE pool subnet (and APN) that has been configured in the UPF-P4 BMv2 

component. 

Delete/Disable ipv6 on the subnet. 

Insert fixed ARP rule for UPF IP (UPF is not able to resolve ARP) 

Dependency: UERANSIM (Optional) 

Insert fixed ARP rule for UPF IP (UPF is not able to resolve ARP) 

Dependency: Nokia RAN (Optional) 

Insert fixed ARP rule for UPF IP (UPF is not able to resolve ARP) 

 

UPF-P4 INTEL TOFINO 2 HW MODULE 

This document is a preliminary analysis of the integration of the UPF-P4 Intel Tofino 2 HW module into the 

6GLibrary. It is a hardware component integrated into the Intel Tofino 2 switch. 

The UPF-P4 Intel Tofino 2 HW module in 6G-SANDBOX serves as a valuable tool in enhancing the transport 

network of the Malaga infrastructure, enabling the attainment of the requisites features for deterministic 

communications. These features consist of ensuring low latency, delivering quality of service, efficient traffic 

management, traffic prioritization, and reliability. 

The Intel Tofino 2 hardware switch has two parts. On one side, it has the Intel Tofino 2 chip where the P4 UPF 

data plane is executed. However, it has an Intel Pentium D1517 where the Ubuntu OS is installed and contains 

the python controller of the data plane. Therefore, for this module no external virtual machine is required and 

everything is contained in the hardware device. 
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Important: The UPF-P4 Intel Tofino 2 HW Module is developed to be compatible with Open5GS core control. 

Therefore, this component depends on and forces Open5GS to be deployed to use its control part. The 

component works with Open5GS Release 16 (specifically it has been tested with v2.5.8). I have created a new 

ǎŜŎǘƛƻƴ ŀǘ ǘƘŜ ŜƴŘ ƻŦ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ŎŀƭƭŜŘ άNecessary Configuration of Dependenciesέ ǘƻ ƛƴŘƛŎŀǘŜ ǘƘŜ ƴŜŎŜǎǎŀǊȅ 

configurations in the dependencies. 

Component Name: UPF-P4 intel Tofino 2 HW 

Component metadata: 

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will 

be only included in the 6G-Library Repository (https://github.com/6G-SANDBOX/6G-Library/). 

Dependencies Open5GS 

Short Desc Deployment of the high-performance UPF-P4 Intel Tofino 2 

HW module using Open5GS as core control. 

Long Desc The UPF-P4 Intel Tofino 2 HW module deploys a fully 

functional UPF Release 16 function on the high-performance 

Intel Tofino 2 hardware switch. Compatible with Open5GS 

control. 

Controller [TNLCM] (1) 

Sites [UMA] 

Private Object Defaults 

Private variables are those that are necessary for the deployment of the component but whose value cannot be 

modified from the TNLCM portal. 

They can be used to define static configurations. Values used during the deployment of each component. 

Basically, the parameters that the UPF-P4 Intel Tofino 2 HW needs are the different IPs & MACs of the different 

components it has connected: 

RAN à IPv4 & MAC of RAN N3. 

Core control Plane (SMF) à IPv4 & MAC of SMF N4. 

DN à IP & MAC of DN N6. 

The UPF-P4 Intel Tofino 2 has its fixed IP and MAC for each of its interfaces (N3 UPF, N4 UPF and N6 UPF). 

Perhaps in the future they will need to be modified. 

Parameter Name Short Description Type Value 

SMF_IPV4_N4 IPv4 of the N4 interface of 

the SMF endpoint. It is the 

IPv4 of the SMF that 

controls the UPF with the 

PFCP protocol. 

str <The value that is 

configured in the 

Open5GS SMF> 

https://github.com/6G-SANDBOX/6G-Library/
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SMF_MAC_N4 MAC of the N4 interface of 

the SMF endpoint (or 

router in case you need an 

IP jump). 

str <The value that is 

configured in the 

Open5GS SMF> 

GNB_IPV4_N3 IPv4 of the N3 interface of 

the RAN endpoint. 

str <The value that is 

configured in the 

RAN> 

GNB_MAC_N3 MAC of the N3 interface of 

the GNB endpoint (or 

router in case you need an 

IP jump). 

str <The value that is 

configured in the 

RAN> 

DN_IPV4_N6 IPv4 of the N6 interface of 

the DN endpoint. 

str <The value that is 

configured in the DN> 

DN_MAC_N6 MAC of the N6 interface of 

the DN endpoint (or router 

in case you need an IP 

jump). 

str <The value that is 

configured in the DN> 

Object Output Values: 

Component values to be made available to the TNLCM in future object deployments into the same Trial 

Network. Other components can use them. 

 Output values can be input values, private values of values generated during execution. 

The output values of the UPF-P4 Intel Tofino 2 HW component will be the IPs and MAC of the different 

interfaces that the UPF has. 

Output Parameter 

Name  

Short Description Example Value 

UPF_IPV4_N4 IPv4 of the N4 interface 

of the UPF endpoint. 

άмлΦмтоΦлΦнлоέ 

UPF_MAC_N4 MAC of the N4 

interface of the UPF 

endpoint 

άллΥфлΥŦōΥтфΥуфΥрŘέ 

UPF_IPV4_N3 IPv4 of the N3 interface 

of the UPF endpoint. 

"10.0.3.1" 

UPF_MAC_N3 MAC of the N3 

interface of the UPF 

endpoint 

"b4:6a:d4:62:15:8a" 

UPF_IPV4_N6 IPv4 of the N6 interface 

of the UPF endpoint. 

"10.0.6.1" 



 

     

115 
 

 
Grant Agreement 101096328 τ 6G-SANDBOX τ HORIZON-JU-SNS-2022 

Deliverable D3.3 

 

Cada vz que me m 

 

 

 

  

 

 

 

              

 

UPF_MAC_N6 MAC of the N6 

interface of the UPF 

endpoint 

"b4:6a:d4:62:15:8b" 

Object Deployment Results: 

When the component is deployed, the following report will be generated: 

# UPF-P4 Intel Tofino 2 HW UMA 

## Deployment 

The UPF-P4 Intel Tofino 2 HW module has been successfully deployed on the Intel 

Tofino 2 switch of the Málaga platform. This deployment is part of the Trial Network 

{{ tn_id }}. 

Below is a summary of the components that have been deployed within the Intel 

Tofino 2 switch: 

* Intel Tofino 2 Chip - Executes the P4 UPF data plane. 

* Intel Pentium D1517 - Hosts the Ubuntu OS and the Python controller for the data 

plane. 

## Connections 

The UPF-P4 Intel Tofino 2 HW has been successfully connected to: 

* RAN IP: {{ GNB_IPV4_N3 }} 

* Control core 5G: {{ SMF_IPV4_N4 }} 

* DN external: {{ DN_IPV4_N6 }} 

## Logs 

  

Necessary Configuration of Dependencies 

In this section, the required configurations in the components upon which the UPF-P4 Intel Tofino 2 module 

relies for its proper functionality will be described. 

Dependency: Open5GS (Mandatory) 

Open5GS v2.5.8: We have tested the UPF with open5GS version 2.5.8. With Open5GS versions of 

Release 17 (open5gs > 2.6.0) our UPF does not work. 

The UPF component/service of Open5GS must be disabled. 

In the SMF configuration file: 

Configure the IPv4 and MAC of the UPF-P4 Intel Tofino 2 component (PFCP ς N4). 

Configure the same UE pool subnet (and APN) that has been configured in the UPF-P4 Intel Tofino 2 

component. 

Delete/Disable ipv6 on the subnet. 

Insert fixed ARP rule for UPF IP (UPF is not able to resolve ARP) 
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Dependency: UERANSIM (Optional) 

Insert fixed ARP rule for UPF IP (UPF is not able to resolve ARP) 

Dependency: Nokia RAN (Optional) 

Insert fixed ARP rule for UPF IP (UPF is not able to resolve ARP) 

  

TIME SENSITIVE NETWORKING  

This document is a preliminary analysis of the integration of the Time-Sensitive Networking (TSN) equipment 

into the 6GLibrary. They are hardware components composed of a TSN Bridge and two TSN Endpoints. 

The TSN equipment in 6G-SANDBOX serves as a valuable tool in enhancing the transport network of the Malaga 

infrastructure, enabling the attainment of the requisites features for deterministic communications. These 

features consist of ensuring low latency, delivering quality of service, efficient traffic management, traffic 

prioritization, and reliability. 

Component Name: Time-Sensitive Networking 

Component metadata: 

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will 

be only included in the 6G-Library Repository (https://github.com/6G-SANDBOX/6G-Library/). 

Dependencies Depending on the use case 

Short Desc Time-Sensitive Networking equipment 

Long Desc Time-Sensitive Networking equipment available on the 

Malaga platform, including 2 TSN endpoints (Relyum) and 1 

TSN bridge (Relyum) 

Hypervisors [one] 

Sites [UMA] 

  

Public Object Input Parameters:  

Public variables are those whose value can be modified from the TNLCM portal. 

wŜǉǳƛǊŜŘ ƛƴǇǳǘ ǇŀǊŀƳŜǘŜǊǎ ŀŘŘ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘ ŎŀƴΩǘ ōŜ ǎŜǘ ǿƛǘƘ ŘŜŦŀǳƭǘǎΣ ƭƛƪŜ ŘŜǇŜƴŘŜƴŎƛŜǎ ǿƛǘƘ ƻǘƘŜǊ 

deployed components. 

Variable types are currently int, str, intlist and strlist. 

Parameter Name Short 

Description 

Type Default 

Value 

Choices Required When 

TSN_BRIDGE_NUMBE

R 

Number of 

TSN Bridges 

to be 

instantiated 

int 1 [1] false 

https://github.com/6G-SANDBOX/6G-Library/
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TSN_ENDPOINT_NUM

BER 

Number of 

TSN 

Endpoints to 

be 

instantiated 

int 2 [1-2] false 

Private Object Defaults: 

Private variables are those that are necessary for the deployment of the component but whose value cannot be 

modified from the TNLCM portal. 

They can be used to define static configurations. Values used during the deployment of each component. 

Parameter Name Short Description Type Value 

TSN_BRIDGE_1_IPV4 TSN bridge #1 IPv4 address str 192.168.2.10 

TSN_ENDPOINT_1_IPV4 TSN endpoint #1 IPv4 

address 

str 192.168.2.100 

TSN_ENDPOINT_2_IPV4  TSN endpoint #2 IPv4 

address 

str 192.168.2.200 

Object Output Values: 

Component values to be made available to the TNLCM in future object deployments into the same Trial 

Network. Other components can use them. 

 Output values can be input values, private values of values generated during execution 

Output Parameter 

Name  

Short Description Example Value 

TSN_BRIDGE_1_IPV4 TSN bridge #1 IPv4 

address 

192.168.2.10 

TSN_ENDPOINT_1_IPV

4 

TSN endpoint #1 IPv4 

address 

192.168.2.100 

TSN_ENDPOINT_2_IPV

4 

 TSN endpoint #2 IPv4 

address 

192.168.2.200 

Object Deployment Results: 

# Time-Sensitive Networking Trial Network 

The Time-Sensitive Networking (TSN) Trial Network (TN) architecture is shown 

below, in which 2 TSN endpoints are interconnected through a TSN bridge. 

![TSN_TN](TSN_TN.png) 

### TSN configuration 
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The TSN configuration can be performed via SSH (cli) using a terminal or 

dashboard (gui) using a browser. Details on how to configure the different TSN 

features can be found in the [TSN configuration 

guide](TSN_TN_configuration_guide.pdf). For example, the following command 

is used to configure the Time Aware Shaper (IEEE 802.1Qbv): 

```sh 

spt_config_reg -n 0 -w qbv_config_file.json 

``  ̀

In this case, the specific parameters are defined in 

[qbv_config_file.json](qbv_config_file.json) and are applied only on port 0 of the 

device (indicated by -n 0). The following image shows the TSN configuration 

defined in [qbv_config_file.json](qbv_config_file.json). 

![TAS_gui_example](TAS_gui_example.png) 

The TSN configuration can also be checked using the command: 

```sh 

spt_qbv_config -n 0 -r 

``  ̀

Note that only the administrative values are shown. However, the operative 

values will be the same and are also shown in the command output: 

```sh 

------------------------------------------------------------- 

Port ID: 0 

Gate Enabled: 0 

--------------------- 

Administrative values 

--------------------- 

Gate States: 255 

Control List Length: 6 

------------ 

Control List 

------------ 

Index: 0 
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Operation Name: set-gate-states 

Gate States Value: 32 

Time Interval Value: 10000000 

Index: 1 

Operation Name: set-gate-states 

Gate States Value: 1 

Time Interval Value: 10000000 

Index: 2 

Operation Name: set-gate-states 

Gate States Value: 8 

Time Interval Value: 10000000 

Index: 3 

Operation Name: set-gate-states 

Gate States Value: 4 

Time Interval Value: 10000000 

Index: 4 

Operation Name: set-gate-states 

Gate States Value: 128 

Time Interval Value: 10000000 

Index: 5 

Operation Name: set-gate-states 

Gate States Value: 82 

Time Interval Value: 10000000 

  

Cycle Time Numerator: 60000000 

Cycle Time Denominator: 1000000000 

Cycle Time Extension: 1000 

Base Time Seconds: 0 
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Base Time Nanoseconds: 0 

--------------------- 

``  ̀

### Login Credentials 

Information required to access the TSN components of the trial network. 

| Device | IP address | User | Password | Connection | 

| ------ | ------ | ------ | ------ | ------ |  

| TSN endpoint 1 PC | X.X.X.X | tsnep1 | tsnep1 | SSH or VNC | 

| TSN endpoint 2 PC | X.X.X.X | tsnep2 | tsnep2 | SSH or VNC | 

| TSN endpoint 1 | 192.168.2.100 | relyum | relyum | SSH | 

| TSN endpoint 1 | 192.168.2.100 | admin | relyum | Dashboard | 

| TSN endpoint 2 | 192.168.2.200 | relyum | relyum | SSH | 

| TSN endpoint 2 | 192.168.2.200 | admin | relyum | Dashboard | 

| TSN bridge | 192.168.2.10 | relyum | relyum | SSH | 

| TSN bridge | 192.168.2.10 | relyum | admin | Dashboard | 

  

  

INT-P4 BMV2 SW MODULE 

We present here the integration of the INT-P4 BMv2 SW module (a software component built into a virtual 

machine ) into the 6GLibrary.  

The INT-P4 telemetry module in 6G-SANDBOX serves as a component for enhancing network visibility and 

performance across the platform. By leveraging the P4 language and Network In-band Telemetry (INT) 

framework, it enables real-time monitoring and data collection directly from the data plane. This capability 

allows for efficient gathering of vital network metrics such as latency, hop count, and other performance 

indicators, without requiring control plane intervention. The INT-P4 module plays a role in maintaining the 

expected end-to-end quality in deterministic networks, facilitating quick detection and response to performance 

degradations, and ultimately contributing to the optimization of packet forwarding paths for improved network 

reliability and reduced latency. 

The INT-P4 BMv2 software component consists of: 

One mandatory VM that contains the INT monitoring system (also called collector system). 

Two or more VMs that each contains an INT P4 application. Each P4 application is composed of two 

Docker containers: 

Container 1: Contains the P4 data plane, which consists of the BMv2 switch along the Stratum OS. 

Container 2: Contains the Python controller, that manages the P4 data plane. 

Component Name: INT-P4 BMv2 SW 
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Component metadata: 

Informational values formatted and displayed in the TNLCM to the experimenter. The name of maintainers will 

be only included in the 6G-Library Repository (https://github.com/6G-SANDBOX/6G-Library/). 

Dependencies   

Short Desc Deployment of the INT-P4 BMv2 SW module used to provide 

in-band telemetry within a 5G core network. 

Long Desc The INT-P4 BMv2 SW module deploys a set of virtual 

machines with the aim of performing in-band telemetry of 

GTP-U packets in a 5G core network. It allows monitoring of 

various metrics such as the input and output interfaces of 

packets, the internal latency of each hop, and the end-to-end 

latency. It enables visualization of these metrics using 

Grafana. 

Hypervisors [ONE] 

Sites [UMA, Athens, Focus, Oulu] 

  

Public Object Input Parameters:  

The component has two types of VM: One is the collector that has its own configuration; and another is an INT-

P4 switch type VM that can have three types of operation depending on the configuration that is established: 

Source type configuration. 

Transit type configuration. 

Sink type configuration. 

  

The configuration for each VM is determined through the TNLCM portal and is specified by the TN owner. 

The process begins with the TNLCM portal asking the TN owner (experimenter) to specify the number of INT-P4 

switch VMs required (minimum 2). Afterward, the portal inquiries about the configuration for each switch 

individually, asking the TN owner to designate each switch as either a 'Source', 'Transit', or 'Sink' and to provide 

the corresponding public parameters for each type of configuration. 

Parameter Name Short 

Description 

Type Default 

Value 

Choices Required When 

int_p4_switch_count Number of 

INT-P4 

switches 

wanted. 

int 2   False 

int_p4_switch_config_

type 

Configuratio

n type of 

each INT-P4 

switch. 

strlist ώΨ{ƻǳǊŎŜΩΣ 

Ψ{ƛƴƪΩϐ 

Ψ{ƻǳǊŎŜΩΣ 

Ψ¢ǊŀƴǎƛǘΩΣ 

Ψ{ƛƴƪΩ 

False 

https://github.com/6G-SANDBOX/6G-Library/
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Public object input parameters for INT-P4 VM of type Source:  

  

Parameter Name Short 

Description 

Type Default Value Choices Required When 

next_hop_dest_m

ac 

Destination 

MAC 

address of 

the next hop 

for the GTP-

U packet 

str άέ     

int_instruction INT 

instructions 

are encoded 

as a bitmap 

in the 16-bit 

INT 

Instruction 

field. (1) 

Used to 

indicate 

what 

telemetry to 

extract at 

each hop.  

str άлȄ9/ллέ   False 

  

Meaning of each bit: 

bit0 (MSB): Switch ID  

bit1: Level 1 Ingress Port ID (16 bits) + Egress Port ID (16 bits)  

bit2: Hop latency 

bit3: Queue ID (8 bits) + Queue occupancy (24 bits) 

bit4: Ingress timestamp  

bit5: Egress timestamp  

bit6: Level 2 Ingress Port ID + Egress Port ID (4 bytes each) 

bit7: Egress port Tx utilization 

bit15: Checksum Complement 

The remaining bits are reserved. Each instruction requests 4 bytes of metadata to be inserted at each hop, 

except if bit 6 is set, which requires 8 bytes of metadata. Per-hop metadata length is set accordingly 

at the INT source. 

  

Public object input parameters for INT-P4 VMs of type Transit: 
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Parameter Name Short 

Description 

Type Default Value Choices Required When 

next_hop_dest_m

ac 

Destination 

MAC 

address of 

the next hop 

for the GTP-

U packet 

str άέ     

  

  

Public object input parameters for INT-P4 VM of type Sink:  

  

Parameter Name Short 

Description 

Type Default Value Choices Required When 

next_hop_dest_m

ac 

Destination 

MAC 

address of 

the next hop 

for the GTP-

U packet 

str άέ     

Private Object Defaults: 

Same structure as the case of Public Object Input Parameters. 

Private object defaults for collector VM: 

  

Parameter Name Short Description Type Value 

mon_int Local Monitoring interface 

through which reports are 

received from the VM that 

contains an INT-P4 switch 

with SINK configuration. 

str <>  

  

Public object input parameters for INT-P4 VM of type Sink:  

Parameter Name Short Description Type Value 
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collector_ipv4 IPv4 of the VM that 

contains the collector. 

str <>  

collector_mac MAC of the VM that 

contains the collector. 

str <>  

  

Object Output Values: 

Object Output Values for collector VM: 

  

Output Parameter 

Name  

Short Description Example Value 

vm_id   452 

  

Object Output Values for each INT-P4 VM of type Source, Transit or Sink: 

  

Output Parameter 

Name  

Short Description Example Value 

vm_id   452 

input_port_ipv4 IPv4 of the GTP_U user 

data entry interface. 

άмлΦлΦмΦмέ 

output_port_mac MAC of the GTP_U user 

data entry interface. 

ά!!Υ..Υ//Υ55Υ99ΥCмέ 

output_port_ipv4 IPv4 of the GTP_U user 

data output interface. 

άмлΦлΦнΦмέ 

output_port_mac MAC of the GTP_U user 

data entry interface. 

ά!!Υ..Υ//Υ55Υ99ΥCнέ 

  

Object Deployment Results: 

When the component is deployed, the following report will be generated: 

# INT-P4 BMv2 SW 

## Deployment 

The INT-P4 BMv2 SW module has been successfully deployed on different VMs 

{{ vm_id_list }}. This deployment is part of the Trial Network {{ tn_id }}. 
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## Access to the Virtual Machines 

You can access the VMs through their respective IP addresses using SSH. The 

specific IP addresses for each VM are listed below. 

## Virtual Machines (VMs) and Their IP Addresses 

Connection to any of the VMs can be established via SSH using the following IP 

addresses:  

### Collector VM 

- **Collector VM** 

  - IP Address: `x.x.x.x` 

  

### INT-P4 Switch VMs 

#### Source Type Configuration 

- **Source VM** 

  - IP Address: `x.x.x.x` 

#### Transit Type Configuration 

- **Transit VM 1** 

  - IP Address: `x.x.x.x` 

- **Transit VM 2** 

  - IP Address: `x.x.x.x` 

- _[Add more Transit VMs as needed...]_ 

#### Sink Type Configuration 

- **Sink VM** 

  - IP Address: `x.x.x.x` 

--- 

*Note: Replace `x.x.x.x` with the actual IP addresses for each VM.* 

# Logs 
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