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What is an Ambient IoT device?
➢mainly battery-less

➢powered by harvesting energy

➢harvesting energy from the ambient 
(e.g., from radio waves, sun, wind, pressure, etc.)

➢Much smaller and cheaper compared to 
NB-IoT/LTE-M/RedCap 

➢Similar to RFID tags



Motivation

• No defined procedure on how 5G Networks can support 
end-to-end communication of AIoT devices

• No defined procedure on how 5G Networks can take the 
necessary decisions to energize AIoT devices 



Problem overview (1/2)

Problem statement #1

Single or several Ambient IoT devices need to communicate with one or 
more application servers over the 5G Network following integrity and 
confidentiality principles.

➢ How can the 5G Network establish secure end-to-end 
communication channel and assure their message will be 
successfully delivered?



Problem overview (2/2)

Problem statement #2

Single or several Ambient IoT devices need to be energized by the 5G 
Network in order to be able to harvest enough energy and transmit 
their message.

➢ What are the appropriate signaling procedures the 5G network 
should initiate in order to emit RF signals and energize the AIoT 
devices?



State-of-Art (1/2)

1. “Sustainable Wireless IoT Networks With RF Energy Charging Over Wi-Fi 
(CoWiFi)” -- [S. Khairy et al.]
➢ analyzes the energy harvesting performance of a Wi-Fi-based IoT network

2. “Energy Harvesting Techniques for Internet of Things (IoT)” -- [T. Sanislav et al.]
➢ survey paper on energy harvesting techniques for IoT (i.e., Ambient, Mechanical, 

Human, Bioenergy, Hybrid)
➢ focuses mainly on RF domain techniques for energizing IoT devices
➢ analyzes previous studies on energy-efficient protocols for wireless communications in 

the RF domain (AIoT device <--> BS)



State-of-Art (2/2)

3. “RF Energy Harvesting and Transfer for Spectrum Sharing Cellular IoT 
Communications in 5G Systems” -- [A.Ö. Ercan et al.]
➢ examines the inter-play between the cellular and IoT network in terms of spectrum 

efficiency, energy availability and energy transfer -- (RF-domain oriented)

4. “Wireless energy harvesting for the Internet of Things” -- [P. Kamalinejad et al.]
➢ presents an overview of enabling technologies for efficient wireless energy harvesting 

(WEH)
➢ analyzes the lifetime of WEH-enabled IoT devices, and 
➢ briefly studies the future trends in the design of efficient WEH systems



GAP

There has been extensive research in the RF domain and on the 
techniques required to energize AIoT devices.

But:
none of these studies addresses the end-to-end 
communication requirements, be it:

A. enabling secure AIoT message delivery to the destination (AS)
B. defining network procedures to initiate empowerment of AIoT 

devices



Scenario & Assumptions
• Vertical B buys and installs in the field many 

AIoT devices

• Vertical A has installed a different type of 
AIoT devices

• The 5G network does not require 
subscriptions for AIoT devices
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Methodology

To address the identified GAPs, we propose:

1. detailed procedure to Onboard AIoT devices onto the 5G network 
(“Onboarding procedure”)

2. 5G network signaling procedure to deliver the AIoT messages to 
Application Servers (UL)

3. 5G network signaling procedure to coordinate the actions needed 
to start energizing AIoT devices (“Tx Requirements”)



System Diagram
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Decomposing the System Diagram (1/2) 

Proposed components

• AIPS:
➢ stores AIoT device manufacturing information
➢ facilitates communication of AIoT devices with 

the 5G Core network
➢ validates the authenticity of an AIoT device

• AIoTF:
➢ new NF proposed in the 5G SBA 
➢ oversees and enables end-to-end 

communication of Ambient IoT devices



Decomposing the System Diagram (2/2) 

Proposed procedures

• Onboarding:
➢ AIoTF creates and stores Ambient IoT device context by fetching 

information stored into AIPS
➢ device context to be used in subsequent communication over the 5G 

network

• Tx Requirements:
➢ AIoTF determines AIoT energy parameters
➢ AIoTF indicates to BS the AIoT energy configuration to be applied in order 

to energize the devices



Onboarding procedure



Tx Requirements



Conclusion

➢ We defined a procedure which enables 5G Networks to 
support end-to-end communication of AIoT devices

➢ We defined a procedure which enables 5G Networks to 
derive the necessary decisions to energize AIoT devices

Next steps:
• validation in an experimentation environment
• explore whether/how Blockchain technology could 

replace AIPS
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Thank You!

Questions?
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