IEEE Bunference un Standards fur Bummumcatmns and Networking

BBBIEEE CSCN v i v

~~|EEE
ComSoc

[EEE Communications Sociefy

< IEEE

A Chatbot Assistant for Optimizing the
Fault Detection and Diagnostics of
Industry 4.0 Equipment in the 6G era

.l

Nikolaos Gkatzios, Nikolaos Vryonis,
Constantinos Fragkos, Christos Sakkas,
Vasileios Mavrikakis, Vaios Koumaras

George Makropoulos, Dimitrios Fragkos,
Harilaos Koumaras

INFOLYSIS P.C. NCSR “Demokritos”

_ Athen.s, Greece Aghia Paraskevi , Greece
{ngkatzios, nvrionis, cfragkos, chsakkas,

vmavrikakis, vkoumaras}@infolysis.gr

Institute of Informatics and Telecommunications

{gmakropoulos, dfragkos, koumaras}@iit.demokritos.gr



/—V

1 Presentation Outline

= |ntroduction

= NEF APIs

= The Fault Detection And Diagnostics Process (FDD) with NEF APIs
= Chatbot Architecture and Implementation

=  Assessment of NEF-enabled Chatbot in the FDD Process

= Results

»  Future work and Conclusion



o] )
w Introduction

The concept of the Factory of the Future (FoF) entails a manufacturing vision in which assembly
lines are fully automated and highly configurable:

» Key technologies: ICT, AR, remote control, Industry 4.0 principles.
» Emphasis on human-centered automation, wireless module connections, Al, and digital twins

6G Networks are the ideal candidates to enable the FoF transition and the cyber-physical
integration

In the framework of Al, Chatbots are the best candidate for realizing the first step of Human and
Robot cooperation in a manufacturing environment.

-
Purpose of the paper: To propose a Chatbot assistant that is interfacing with the 3GPP APIs of
the core network allowing for context awareness of the factory machinery and indoor locations
in order to realize a Human-Robot cooperation in the manufacturing environment
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| Network Exposure Function (NEF) capabilities

The exposure of network capabilities, within the framework of 3GPP, was introduced in Rel. 13 of
the specifications as Service Capabilities Exposure Function (SCEF)

NEF makes use of several of the exposure capabilities defined in SCEF and adapts them to be
compliant with the new Service Based Architecture (SBA)

NEF services

* Monitoring services

* Application Provisioning services

* Policy and Charging services

* Industry 4.0 / Internet of Things (loT) specific services
* Analytics services

e Security services

The monitoring of UE’s lifecycle by an external application within a 5GS/6GS can be realized
through the MonitoringEvent API (Location reporting, UE Reachability, Loss of connectivity)



| Network Exposure Function (NEF) capabilities

MonitoringEvent APl and Location reporting events

6G/5G networks divide the location services into three categories based on which component is

responsible for the initiation of the location reporting:

* Network Induced Location Requests (NI-LR) which are initiated by AMF to determine a UE’s
location on behalf of a regulatory agency

* Mobile Terminated Location Requests (MT-LR), initiated by internal or external Location
Service (LCS) client (e.g., a third-party application, regulatory agencies, or mobile network
operators)

« Mobile Originated Location Requests (MO-LR), initiated by the UE to determine its own
location or to provide its location to an external client

In the case of a Chatbot, is'a crucial feature to pinpoint exact locations, since it can create
context awareness to the user



1 The Fault Detection and Diagnosis Process (FDD)

New FDD process by NEF-enabled Chatbot Assistant

By exploiting 3GPP NEF APIs, a Chatbot assistant can automate the steps currently needed for
the identification and the solution of possible malfunctions leading to efficiency in terms of time,

cost and performance

e.g., ldentification ID for each connected worker inside the factory and his/her relative indoor
location, the chatbot assistant can match the detected fault and the appropriate authorized

technician

f Worker (With Clearance)
f Worker (No Clearance)

...............




1 The Fault Detection and Diagnosis Process (FDD)

The NEF chatbot assisted FDD process:

1) Automated Worker Status Authorization
* Worker’s indoor location (Area A)
e Access status of the worker in Area A
* Check on Clearance to perform any actions in the designated area
* If not, worker with the appropriate clearance is notified (next closest worker)

2) Automated Reporting process
* Predefined reporting procedure is initiated.
* Interaction with the Chatbot to report the problem in a proper way

3) Automated listing of the Service Manuals based on MonitoringEvent API (Location event)
* Location information of the cell that a UE is connected to gain location awareness of the worker
e List of the available machines near the authorized maintenance worker based on the worker’s
location

» Select the appropriate service manual
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w Overall Architecture

Business APIs 5G Core APIs
Vertical A * Subscription of the Network App to the NEF
Application (asynchronous call back notification)
5 « A command is sent to the Web Chatbot Backend
@  Web Chatbot Backend calls the appropriate endpoint of
NetApp sharing the workers ID

* NetApp communicates with 5G (NEF Emulator) to

o oo retrieve the cell ID corresponding to the worker's
{ indoor location

[ 6G Network Application  Upon obtaining cell ID, NetApp accesses the database
1. Provides user_id, authentication and . c . .
@ oo  soesscontrl to retrieve a list of machines located in that cell
2 rontend User 5 rovides ftile storage . .
s et et heLE * Proper machine ID is selected and sent to NetApp
R NetApp returns the relevant service manual
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Chatbot Implementation

Hybrid chatbot Implementation (both menu-based NLP based)

The backend utilises BotMan PHP API as the primary
communication channel for data exchange (backend)

(It features a dedicated Webhook endpoint for receiving and
processing incoming messages securely through HTTPS.

The deployment is hosted on Heroku, a cloud-based service, for
managing the stateless Node.js web application

REACT -frontend Implementation
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1 Assessment of NEF-enabled Chatbot In FDD Process

To validated the functionality of a chatbot assistant, the 6G Network app and the Chatbot Virtual
Assistant were deployed in the 5G/6G NCSRD experimentation platform.

For the quantified assessment and the validation of the proposed solution towards the FDD
process, we introduced four KPlIs:

 KPI#1: Fault Detection and authorized technician notification

 KPI#2: Fault isolation and fault identification

e KPI#3: Fault evaluation and repair

» KPI#4: Repair validation and completion

The assessment of each KPI is performed in a quantitative way by counting the number of steps
to complete the specific FDD phase that represents this KPI
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esults

z

The use of the NEF-enabled Chatbot introduces a significant
optimization in the FDD process by improving basically 3 of the 4
KPls and minimizing the steps required to complete the activity of

a maintenance

KPI#1: Fault Detection and
authorized technician
notification

4 KPls Assessment For
Completing a Corrective
Maintenance FDD task
3 / Without a Chabot

Assistant
2 /

KPI#4: Repair validation W KPI#2: Fault isolation and
and completion fault identification

KPls Assessment For
Completing a Corrective
. : Maintenance FDD task With a
KPI#3: Fault evajluatlon 3GPP NEF-enabled Chabot
and repair Assistant

Z

KP1

Value

Steps needed to complete a corrective

maintenance FDD task

Fault

Fault isolation Detection and

Fault
evalnatinn

anthorized

an

Repair

validatinn and

an
ion

1.

The closest, in proximity, technician is
examining the potential failure.

KPI

KPI
Value

Steps needed to complete a corrective
maintenance FDD task

notification

Fault Detection
technician

and authorized

1. The failure is automatically identified
by the sensors that are deployed across
the production line and the Chatbot
notifies directly an
authorized/specialized technician to go
onsite to confirm the machine failure.

Fault isolation
and
fault identification

The failure report is completed
digitally via the Chatbot app and the
production process is suspended
utomatically, while using the context-
ware Chatbot menu, the
uthorized/specialized technician
ownloads the service manual for the
pecific equipment.

Based on the provided documentation,
the technician identifies in which part
of the entire system the fault has
happened and the Chatbot guides the
technician step-by-step in order to
reduce safety risks and hazards in
workplaces

Fault evaluation and
repair

4. e authorized/specialized technician
hen uses the Chatbot app in order to
conduct assessments as needed, using
the data that the Chatbot receives via
the core network and the sensors of the
industry. If the assessment is failing,
then the authorized/specialized
technician repairs or replaces the faulty
part or item in the equipment.

Repair validation
and completion

5. Then  the  authorized/specialized
technician validates the performance
before returning the system to service.

6. Finally, the authorized/specialized
technician fills in a repair report in
order to request the re-initiation of the
production process.
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uture Work and Conclusion

['n

v' A PoC implementation of a 6G network app that uses a chatbot assistant to enhance the
performance of the FDD process in Industry 4.0 environments

v" Successful deployment of the solution in the experimentation testbed

v Through the effective use of the NEF API and the overall functionalities provided by the
chatbot a performance improvement in corrective maintenance in the number of the steps
required to complete the action is achieved

Future work
o Further utilization of the NEF APIs

o Combination with the use of Extended Reality (XR) cloud services and holographic display
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