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§ The fifth (5G) and sixth generation (6G) of wireless network offer
§ enhanced network capacity
§ lower end-to-end latency
§ increased data rates

§ 5G and 6G networks will use network slicing to meet the varying QoS
§ RAN Slicing
§ Core Slicing
§ Rand and Core Slicing

§ 5G and 6G use AI/ML to automate the system
§ Deep Learning, Deep Reinforcement Learning, etc.

§ O-RAN architecture is one of the best options for 5G and 6G RAN systems
§ Open and Flexible
§ Support Slicing
§ Support AI/ML



Introduction II
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§ O-RAN includes
§ O-RU, O-DU, O-CU
§ O-DU and O-CU are implemented as virtual network functions (VNFs)

§ O-RAN introduces the RAN Intelligent Controller (RIC)
§ It is a software-defined component of O-RAN architecture
§ Enables more intelligent, programmable radio networks
§ Using AI/ML methods
§ It is divided into non-real-time (Non-RT) RIC and near-real-time (Near-RT)
RIC, which incorporate rApps and xApps

§ O-RAN weakness
§ Openness leads to vulnerability concern
§ ML, including DRL, are susceptible to adversarial attacks

§ Manipulate data to trick models into errors during training or serving

§ One of the main concerns
§ Security of AI/ML in O-RAN system



Beyond State-of-the-Art
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§ Previous Works
§ Focus on traditional RAN slicing

§ Classic methods – Optimization, Game Theory
§ Combination of softwarization and RAN slicing in O-RAN not considered
§ Lifecycle of network slicing not considered
§ Security issues related to DRL techniques used in RAN slicing not considered

§ Our Contribution
§ Focusing on RAN slicing in O-RAN environment – Planning and creation
§ Analyzing RAN slice management

§ Focusing on dynamic service admission
§ Power minimization for diverse QoS services

§ Considering DRL techniques – Proximal Policy Optimization (PPO) method
§ Considering a novel solution based on Moving Target Defense paradigm for securing AI/ML



Main Study
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§ We study the problem
§ Estimating the optimal number of VNFs in each slice

§ VNFà softwarization of O-DU and O-CU for each slice
§ Dynamic service admission control and power consumption

§ Solving the problem
§ Estimating the optimal pre-defined VNFs

§ Large time-scaleà slice planning and creation
§ Consider upper and lower boundà minimizingà lower bound

§ Service admission control and minimizing total power
§ Solved dynamically
§ On a small time-scale
§ PPO algorithm – Actor-Critic method

§ Introducing a novel defense strategy
§ Relies on MTD paradigm

§ Make the DRL approach resilient to adversarial attacks
§ Prevent degrading system utilization



Problem Formulation
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§ Each network slice consists of a set of VNFs
§ Each VNF requiring physical resources

§ Physical resources include CPU, RAM and Storage.
§ We consider the processing delay of VNFs in system 

(M/M/1 queue based on equal load balancing)



Proposed Method
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In first step: Estimation of the VNF number using 
mathematical method in large time scale

In second step: Resource Management using DRL 
(PPO method) in small time scale

In third step: Securing the PPO model using MTD 
technique
§ Consider four different PPO model learned in four different xApps, 

with different configurations
§ Randomly choose one of these models every time

Consider Adversarial Attack on system

§ Using Weak adversary attack 
§ The attackers generate an arbitrary state and the corresponding 

reward function 



Numerical Results
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Convergence 
of system

Over 80% à service admission 
à normal system

Attacked systemà 92% 
degrade 

MTD à 70% improvement

power of normal systemà 19% less 
than Baseline

Attacked system à 11% increased
MTD à 8.5% decreased

§ For the 8 optimal number of VNF, if we 
consider wrong number of VNF, we have
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Numerical Results
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§ Numerical results demonstrate
§ Improvement in the PPO method against the baseline method
§ Negative impact of adversarial attacks on a PPO-based service admission control

system without appropriate defenses
§ Effectiveness of the novel MTD-based defense strategy in enhancing the solution’s

robustness against adversarial attacks



Conclusion & Future Work
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§ This work addresses two issues in the O-RAN architecture
§ Finding the optimal number of VNFs for each slice
§ Tackling the issue of secure AI/ML methods for dynamic service admission control

and power optimization

§ The sub-optimal number of VNFs is obtained on a large time-scale

§ An actor-critic based PPO model is used on a small time-scale
§ To solve the dynamic service admission control and power optimization problems



Conclusion & Future Work
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§ Four PPO models are learned in different xApps in the Near-RT RIC

§ The system is secured using the MTD technique
§ selects one of the xApps that has trained PPO model randomly each time to increase

unpredictability

§ Numerical results show
§ PPO method performs well without attacks
§ MTD strategy greatly increases performance under adversarial attacks

§ Future advancements in MTD strategy are needed to balance robustness, performance,
and cost
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Q&A
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For further updates, visit us at
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