MOGSA!C R

Mobile Network Softwarization & Service Customization urgl\:lgsfbw

A Deep Transfer Learning-powered EDo0S
Detection Mechanism for 5G and Beyond
Network Slicing

Chafika Benzaid*, Tarik Taleb*, Ashkan Sami**, Othmane Hireche®

*University of Oulu, **Edinburgh Napier University, $University of Sciences and Technology Houari Boumediene

{chafika.benzaid, tarik.taleb}@oulu.fi, a.sami@napier.ac.uk, othmane.hireche@nanoform.com ;I
: : SAND

IEEE GLOBECOM, 4-8 December 2023, Kuala Lumpur, Malaysia
RIGOUROUS BOX




Network Slicing — Opportunities & Challenges >

Network slicing is envisaged as the key to unlocking revenue growth in 5G and beyond
(B5G) networks

The evolution towards a cloud-native telco architecture is promoted by standardization
bodies as a crucial facilitator for supporting network slicing
Network scalability, elasticity, flexibility, and automation

Auto-scaling capability is a double-edged sword when a DDoS attack is underway
It can reshape an undetected (D)DoS attack into an Economical Denial of

Sustainability (EDoS)

Incurring economic damages to service provider
Indirect ED0S to co-hosted slices
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EDoS Attack

EDoS attack can results in undesirable costs and/or resource starvation
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EDoS Mitigation — Related Work Gaps

EDoS Mitigation
Approaches
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> )
FortisEDoS Elastic Mobile vCDN Framework (1/3) € 66

A novel framework that aims at enabling elastic B5G services that are impervious to
EDoS attacks.

Proactive mitigation of EDoS attack by preventing malicious auto-scaling requests caused by

App-layer DDoS attacks.
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> )
FortisEDoS Elastic Mobile vCDN Framework (2/3) € 66

FortisEDoS incorporates a DL-powered forecast-based anomaly detection model (CG-
GRU) to identify malicious scaling requests

Leveraging Convolutional Neural Networks, Graph Neural Networks, Recurrent Neural
Networks to extra both temporal and spatial dependencies

The values of the VNF’s metrics at a time step t are flagged as anomalous if the corresponding
global forecasting error exceeds the calculated threshold (dynamic thresholding)

The scaling operation is tagged as malicious and will be refused
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> M
FortisEDoS Elastic Mobile vCDN Framework (3/3) € 66

FortisEDoS incorporates a DL-powered forecast-based anomaly detection model (CG-
GRU) to identify malicious scaling requests

Exploiting Transfer Learning to effectively defeat EDoS attacks when representative historical
data of normal behavior are scare
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Performance Evaluation Results

PoC — vCDN for Video-on-Demand service
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Conclusion & Future Work < €

We proposed FortiseEDoS, a novel framework for enabling highly elastic B5G services
while being immune to EDoS attacks
Integrating CG-GRU, a new DL-powered forecast-based DDoS anomaly detection
model to determine malicious resource scaling requests
Adopting Transfer Learning to yield effective mitigation of EDoS attack in newly
deployed slices while boosting training speed

Future Work
Devise an advanced mechanism for selecting the appropriate VNFs/slices for
knowledge transfer

Investigation of Deep Reinforcement Learning methods to model and solve the problem
of EDoS-aware dynamic resource provisioning for cloud-native network slicing
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